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DIGITAL AND CYBERSECURITY MANAGEMENT
WORKSHOPS
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Implementing Al Policy to Support Business

Operations Effectively
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Implementing Al System Impact Assessment and Risk

Assessment for Artificial Intelligence Management System
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Implementing Al Management System Based on

ISO/IEC 42001:2023
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(Al Systems Controls)

Preparedness Guide for Cybersecurity Risk Assessment
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in Action (Alignment with Cybersecurity Compliance,
Standards & Best Practices)
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ﬂaaﬂﬁ'ﬂlﬂlmaf (Risk Management Framework and Process)

© msszyiladeiies (Risk Identification)

© M3ATIRAMULEEY (Risk Analysis)

0 msUszifiunaanuLdes (Risk Evaluation)

O NMIIAMILNUADUAUBIAULRRG (Risk Treatment Plan and Risk Response)

O MIRAMUNILATTIBSIURE (Risk Monitoring and Reporting)

Intensive One-Day Course in Implementing

New Version PCI DSS (Version 4.0.1)
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dafmunweg PClI DSS
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Framework and Best Practices for Implementing
Data Governance and Data Management in Organization
for Comply with Related Law and Regulations

1 DAY
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IT General Controls Audit (ITGC)
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(>} ﬂ’nmwuﬁmmuﬂaumLmasmmLﬁumwsumsmmaau ITGC
O wuImgn1sAsIacey ITGC
0 ulsgMmumssnuANNURAANIDITTUUETRUINA (IT Security Policy)
0 TasessreeeAnsuazmuviosusaiie IT (IT Organization)
© Msusmsinnay iusmsmewenmemumaluladassume
(IT Qutsource Management)
© MIWEWT Fanuazigeinmszuussaume (IT Change Management)
© MIFNEIANUURDAABNIINMENTN KASHIATNITAILANTATWIINRON
(Physical Access and Environmental Controls)
© mMsmIANMIIIIRTULLRzTaYA (Logical Access Controls)
© msshsestayn MIddeyn NsINEIAVIULANMITANITAUD YN
(IT Operation Controls)
© unusassuamumssianidumemuimaluladssswwme (Disaster Recovery Plan)
© Workshop (Case Study)

Preparedness Guide for Cybersecurity Audit in Action
(Alignment with Cybersecurity Compliance, Standards
& Best Practices)
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Implementing Cybersecurity Control Baseline to
Comply with Cybersecurity Act
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Enhancing Organizational Integrity : The Role of

Data Governance and Resilience in Establishing and
Implementing Digital Trust

wAngAInszUUM AN TesiuneAIviRuasesdns :
A1331 Digital Trust Framework unlda3slussdng

© Enhancing the Digital Trust Model: Latest Updates from WEF and ISACA

© Strengthening Organizational Data Strategies: Core Principles of Governance
and Resilience

© Navigating the Digital Landscape: Strategies for Mitigating 7 Critical Digital Risks

© Practical Steps for Implementing Effective Data Governance and Resilience
in Your Organization

Mastering Digital Risk: Strategies to Uncover and

Manage Unseen Threats in Digital Business
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© Understanding the 'Unknown Unknowns': Strategies for Revealing Hidden
Risks in Digital Business

© Comprehensive Risk Management: Addressing Key Technology, Cybersecurity,
Privacy, and Compliance Threats

© Leveraging Standards and Best Practices: A Guide to Industry-Recognized
Frameworks for Risk Management

© Building an Integrated Digital Risk Management Framework: Processes and
Best Practices

O Exploring the Spectrum of Digital Risks: Key Categories and Implications

© Actionable Risk Mitigation: Strategies to Safeguard and Strengthen
Your Business

Leading Cybersecurity Governance:Transformative

Strategies for Cyber Resilience Management Excellence
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© Understanding Cybersecurity Governance: A Strategic Framework for
Protecting Your Organization

© A Step-by-Step Guide to Building Robust Cybersecurity Governance

© Fostering a Culture of Cyber Resilience in Your Organization

© Defining Clear Roles and Responsibilities in Cybersecurity Governance

© Adopting a Holistic Approach to Cyber Risk Management

© From Vision to Reality: Translating Cybersecurity Strategy into Action

© Developing a Cybersecurity Program: Turning Strategy into Actionable Plans

© Measuring Cyber Resilience: The Role of a Cyber Resilience Dashboard

© Implement Cyber Resilience Platform

© Navigating Cybersecurity Transformation: Building and Following a
Strategic Roadmap

Preparedness Guide for Organizational Resilience

and Business Continuity in Action
(Alignment with Standards and Best Practices)
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Adaptive Network-based Infrastructure Attacking

VANYATNANALANITNANBUIIZTZULIATOTY

© TCP/IP Fundamental

© The Art of Spoofing & Port Scanning

© Metasploit Basics

© Foot-printing & Enumeration Target

© Network Enumeration

© Post Exploitation: Dumping Secrets

© Gaining Access Through Network Exploitation
© Escalation of Access

© Client-Side Attack

© Social Engineering Attack

© Hacking Recent Linux Vulnerabilities

© Hacking Recent Windows Vulnerabilities
© Password Cracking & Brute-Forcing

© External Network Reconnaissance

© Hacking Application Servers

© Vulnerability Identification

O Internal Network Attacks

© Gaining Situational Internal Awareness
© Impact Demonstration

© Internal Lateral Movement

All-In-One Cybersecurity Mastering

wnnamﬂiumiamiaﬂ Cybersecurity womsTanfuaznstlesiu
melowesnihluusuldlnaese

© Overview Cybersecurity Framework
© Understanding Cyber Attack

© Risk Management

© Data Protection and Privacy

© Infrastructure Security

© Cloud Security

© Application Security

© Mobile Application Security

© Incident Response and Handling

A Beginner's Guide to Becoming
a Cloud Security Professional

wangnsgdedmivgiudulumadufifsanyiuanulsends
STUUARTIA

© Cloud Concepts, Architecture and Design
© Cloud Data Security

© Cloud Platform & Infrastructure Security
© Cloud Application Security

© Cloud Security Operations

© Legal, Risk and Compliance

TW-04) Advanced Cloud Security

wangnyausumsldoru Cloud agnolslvivaandy

© Cloud Security Principles

© Cloud Security Architecture

© SABSA Conceptual Analysis

© SABSA Design

© Infrastructure-level Cloud Security
© Application-level Cloud Security
© Data-level Cloud Security

© Security as a Services(SECaaS)




AWS Cloud Security Best Practices

wangnsousumsldoy AWS edrsuaendy

© Cloud Security Principles

© Shared Responsibility Model

© AWS Well Architecture Framework

© AWS Security best Practices

© Securing Network on AWS

©O Site-to-Site VPN

© Maintaining EC2 Instance with AWS Inspector
© Securing Application on AWS

© Securing Data on AWS

© Security Audit with AWS Config and Trust Advisor
© Cloud Infrastructure Analysis with Scout Suite
© Cloud Infrastructure Analysis with Prowler

© Audit Infrastructure as Code(loC) with tfsec

TW-06) Web Application Penetration Testing:

Techniques and Tools
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© Penetration Testing Process

© Introduction to Web Applications
© OWASP TOP 10

© Cross Site Scripting

© SQL Injection

© Broken Access Control

© Other Attacks

© Broken Authentication

Mobile Application Penetration Testing:
Techniques and Tools

wangnINMInAte UL sruUHIuluuIBkaUnRIATY

© Introduction to Mobile Application Security
© OWASP MOBILE TOP 10

© Android Architectures

© Device and Data Security

© Network Traffic

© Reversing APKs

© Static Application Analysis

© Dynamic Application Analysis

TW- 03 Active Directory Penetration Testing:

Techniques and Tools

wﬁ'ﬂqmtmzﬁﬂmswmﬂauLﬁn:s:‘uuslu Microsoft Active Directory

© Introduction to Active Directory Penetration Testing
© Active Directory Architecture and Components

© Setting Up the Testing Environment

© Enumeration and Information Gathering

© Exploiting Active Directory Vulnerabilities

© Advanced AD Attack Techniques

O Post-Exploitation Activities

TW-09 Scripting for Penetration Tester

wangnsiisusasUAsielUsdmsuinnaseuezsTUY

© Overview of Popular Scripting Languages (Python, PowerShell, Bash)
© Setting Up the Environment

© Basic Scripting Techniques

© Python for Penetration Testing

© PowerShell for Penetration Testing

© Advanced Scripting Techniques

© Automating Penetration Testing Tasks

© Practical Applications of Scripting

Intelligence and Scenario-Based Penetration Testing

NANFATNITVNANO UL IZULLTIRNNIUNITAIRTS

© Planning and Scoping Penetration Tests
© Advanced Attack Techniques

© Executing Penetration Tests

© Analysis, Reporting

© Post-Exploitation Analysis

© Reporting and Communication

Threat Modeling in Action: Real World Applications

NANYATOUTUNIIN39 Threat Model 139U5 1R

© Security Design Principles

© Threat Modeling Methodology

© Define Business and Technical Scope
© Application Decomposition

© Vulnerability and Weakness Analysis
© Risk Handling

Threat Intelligence Implementation and Analysis
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© Introduction to Threat Intelligence

O Setting Up the Threat Intelligence Program
© Threat Intelligence Tools and Platforms

© Data Collection and Processing

© Threat Intelligence Analysis

© Operationalizing Threat Intelligence

© Advanced Threat Intelligence Techniques

Incident Response and Handling Techniques and Tools
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© Introduction to Incident Response

© Incident Response Team (IRT) and Roles
© Preparation and Planning

© Identifying and Categorizing Incidents
© Incident Containment and Eradication

© Incident Recovery

© Post-Incident Activities

Malware Analysis Techniques and Tools

waNgAIATANITIATIZRRNIS lugUkuusg 9

© Introduction to Malware Analysis

© Setting Up the Analysis Environment

© Static Analysis Techniques

© Reverse Engineering Basics

© Dynamic Analysis Techniques

© Advanced Malware Analysis Techniques
© Memory Forensics
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WORKSHOPS TW-18 ) Python Data Analytics for Fraud Detection:
rangasauinAdadugoua:inAlulagansautne Techniques and Tools
wangnsn1514 Python Tusw Data Analytics §m5un1snsaadu
QREVEET)
SOC: Cybersecurity Threat Detection and Analysis: o . 5
Techniques and Tools O ANMUTIANYBINIIN Frayud Detection luesfng
© ¥ANN3INAY Python Llasmu
WANgAINIsATINTUABLRIASTRABANAUMe ueS © 78ms Setup Python W1 Google Colab
[>) mmau Python lusnwas LHN9 9 wuwumu
© Cybersecurity Threat and Attack Techniques [>) ﬂumaumﬁm Data Analytics for Fraud Detection
© Overview SOC (Security Operation Center) © msldsminIaciie (Library) Python lusiuiiasizideys (Data Analytics)
e What is SOC? © msvhAnuszendeya (Data Cleaning) uazusnsdoyaidugdain
® ;}(I)pcegf SOC Catal (Data Visualization) sa& Python
[ ] ervice Latalog . .
e SOC Roles and Responsibility © Use Case Data analytics for Fraud Detection '
@ SOC Architecture © Workshop Python Data Analytics for Fraud Detection
© Incident Management Process O uou: Avevntoyn (Dataset) §1m35uvi1 Fraud Detection
© Security Analyst Skills and Certification © 14 Python w1 Google Colab

© Intrusion Analysis Techniques
e Log Analysis Concept
@ Basic Splunk Indexes
@ Basic Splunk Search and Query
e Workshop: Log Analysis to Cyber Security Threats by Incident Category Fraud Detection using Machine Leaming with Python
o Network Traffic Analysis Tools
@ Analyze and Drilldown Threats
© Use Case Development

wangmssld Machine Leaming wsu Fraud Detection #2g1 Python

© AnusAREasn1sYvi1 Fraud Detection using Machine Learning luasAns
0 ¥1ANN3AINAY Python Llounu

Using loT Platform and Build loT Server to Suit
the Organization

© 7515 Setup Python W1u Google Colab
mﬂﬂmmﬂ’ﬂmu loT Platform uazn1983519 loT Server 0 miiy Python Ludinunuzsina g wwuﬁm
TN URUBIA NS © E‘lmmgangMaohme Learm‘ng _ _ _
© 7umeuN19M Fraud Detection using Machine Learning
0 Fenfuandilalasesireeessuu Internet of Things o mslisuiaiosile (Library) Python lusiudinnzsidoyn (Data Analytics)
o ﬂ']iﬂivilﬂﬂsl’d\i’]u Internet of Things TuuaUwRiAdumIe 9 uaze14 Machine Learning
© anuanseszulemslioru 1oT Platform uaz 1T Server © M3ANUEzeInTaya (Data Cleaning) wazuanstayaiduguaim
© 33n 10T Platform lutszwelne wazaisUszina (Data Visualization) #28 Python
© mmﬁmmwawamuus UU Internet of Things v . . o om e : Y
P mmﬂaamnﬂumumﬂ quasszuy Internet of Things (>} ﬂ‘liﬂii‘l\i Mach?ne Learning Model &1%3un1 Fraud Detection WazN13IANK
O \SuyjevAlsznousie queessuy Intemet of Things Machine Learning Model
O Anmsunznoar OS lHwueauny loT Server © Use Case Fraud Detection using Machine Learning
(>} Gﬁﬂugmimm wazeankuUy loT Protocol uuszuy loT © Workshop Fraud Detection using Machine Learning with Python
(> mmﬁaumﬁwﬁammu loT Protocol mnaﬂns:ﬂ loT O unu: ﬁaasim"qm“ﬁmga (Dataset) &1%3u¥i1 Fraud Detection using
(>} LEEJu‘iﬂ‘Iii\i‘i‘l\ﬂ wRzaDnLUUIsUy Data CO”eCtOr Machine Learning with Python
o Boyqupziinlalasendioves Database luszuy loT 0 14 Python K1 Google Colab
© finns moA1 ursldeu Database uu Server
© \38u3n13a319 Dashboard Application uu loT Server
© \5u3n138319 Notify Application uu loT Server

Top 10 Machine Learning Security Risks

Generative Al for Cyber Investigations:
Techniques and Tools

- . _ o NANYAIOUTUNIAUANUTIUN Machine Leaming Wfiag3an
waﬂqmmﬂ‘d Generative Al Tug1u Cyber Investigation
O Input Manipulation Attack
© Data Poisoning Attack
© Model Inversion Attack

© vhAnuidnnu Generative Al lumwsau
() m‘slsﬁmu Prompt §13uNs91u Generative Al
© viANu3InAu Generative Al Uszinnsing 9

0o mavse Emml‘il Generative Al Tus1u Cyber Investigation © Membership Inference Attack
O Use Case msldo1u Generative Al sl © Model Theft

O TadAn (Limitations) »a0m3 M1 Generative Al © Al Supply Chain Attacks

© M3UszifinANuEBeesn13H Generative Al ﬂJ‘IUS“EIﬂﬂl"ZII‘Lm\iﬂﬂi © Transfer Learning Attack

© umlddu Generative Al Tuaunan 0 Model Skewing

© unnudayasvsufnusiovas Generative Al
© Workshop Generative Al for Cyber Investigation
© uau: msfuAudeyaNuvRetayaia(OSINT) s1susiu Cyber Investigation

© Output Integrity Attack
© Model Poisoning




PDPA AND DATA MANAGEMENT WORKSHOPS SOFTWARE DEVELOPMENT AND
rnangasaumsvamsvoyaua: PROGRAMMING WORKSHOPS

MIsAUASDVTIDAddUUAAA nangasaiunNIswauuns:uula:sowauds

PW-01

—— — "} Applying ISO/IEC 27701 (PIMS) for PDPA Microservices Architecture

1 DAY

@ﬁ’ngqimiﬁﬁaﬁmuﬂmmgmmnamﬂs:qnﬁiﬁﬁunwﬁumaa wangnsniseanuuuszuulviiu Microservices
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, © Introduction to Microservices © Data Consistency

0 an1uzapy ISO/IEC 27701 nosfuaign uazseazidaamsifauulag © Design principles O Reporting Patterns

(>} {II"IWS’JISJSJ’WI‘SE”IUN’mE\] ISO/IEC 27701 (PIMS) §1%5UN19UFN199ANTT © Design patterns © Securing your Microservices
Ems':amw—!ﬂm“ B oo © Technology for Microservices © Identity Propagation

© Y9MuUATDININTFIU ISO/IEC 27701 nUANUNNWUSNINTFIU ISO/IEC © Distributed Transaction © Service to Service Authentication
27001:2022 (ISMS) © Distributed Tracing © Logging and Monitoring

0 uImeMstnsgd ISO/IEC 27701 wUszans lAumMsusmsdnms

MIANATBITOLARINUAARYBIDIANT
O TamMUUARUMILIMIINNTTOYRTINYAAR
O uwImeAnliuMsuazAINMIAIUANTIMIUEAIUANTEYARIULAAR
O WIIAIEINMIUAZHINTNITAILANTINSURU TTHIANATRYRTIULAAR
0 wAspUuAzuUATRBY q MAsdesiunsuimsiansdoyasauyaaa

Secure CI/CD Pipeline

v

wangnsinsesionnesldlunsvir Continuous Delivery

© Secure Software Development Life Cycle (SSDLC)

Implementing Data Security Controls for © Principles of DevOps © Continuous Integration © Continuous Deployment
PDPA Compliance © Modern CI/CD Pipeline © Managing test Results
: © Automated Security Testing with Newman
NANYATNITINILATANTUNITUIATNITANNLUAIURDAABVRITDYA © Automated Security Testing with OWASP ZAP
lunsU URNenARBINUNMINERIAUSDITEINVNNIENITANATS © Manage Dependencies with Dependency Check
ﬁau“aﬁ'quuﬂﬂa © Continuous Compliance with Chef Inspec

> mmsmsmuqudm%mﬁﬂmmmﬁuﬂaﬂmamﬁﬂ’uaﬂﬁagaduuuﬂﬂa
(>} LLu’mmﬁwL'ﬁumﬁmmmﬁm‘uﬂuﬁmmmmﬂ%aaﬁns (Organizational)
O WIMIAIENMININTNITAIUANAINNINTNISITomATA (Technical)

O LWIMEANENMININTNITAIUANAIUNINTAITNINIBAIN (Physical)

How to Securing Web API

O LwIMEANIUMINININIIAIUANALLININIYARS (People) waNgAINMINs1e Web APl agnslslivaendsanmslendlulanlawes
o nmssheisuanuaszwinimuanudAyvosmsAuasesioyadILyAAa
waznsinwIANNduAsURendy (Privacy and Security Awareness) © OWASP API Top 10 © Cross-Origin Resource Sharing (CORS)
© GraphQL Security © JWT Attack Vectors
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© Implementing Responsible Al Practices: Mitigation Strategies and Regulatory Considerations
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