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CDIC2024 CONFERENCE AGENDA

KN
[JJ)} 08:30-08:45

CDIC 2024 Welcome Address:
na1AeusuIE1geu CDIC 2024
© The Future Direction of Generative Al in Thailand:
Driving Innovation and Economic Growth
» iAN19BIAR Generative Al ludszmdlne:
fulpReumsaseninnssuuazmatiulanisiAsegia

Q Dr. Kalaya Udomvitid
Vice President
National Science and Technology Development Agency (NSTDA)

KN
¥y 08:45-09:00

CDIC 2024 Opening Ceremony:
na1dne1u CDIC 2024
© Empowering the Country's Sustainable Future:
Thailand's National Al Strategy and Policy are the Keys
to Creating Digital Trust, supporting CSA and PDPA.
» inFuwdoUTzImAai e wARRSaEL;
manegmsAmaauaculouietynsivgscaiuna Aenyuadfy
Tumsarwanulinelamefdvafisdusyu CSA uaz PDPA

Q Dr. Piyanuch Wuttisorn
Deputy Permanent Secretary
Minister of Digital Economy and Society

KN
¥y 09:00-09:20

Keynote Address:
© Thailand National Al Strategy and Policy
Implementation: Navigating Generative Al and the t
Cybersecurity Act: Implications, Compliance, and Future Directions
» nagvsuazulauedgailsivgssaunivesdszmdlne:
melugnguunetlgauszivgdoaiieassfuazanulasass
moloiues wansznu MaUFuAmu wazfidnsluowan

Q AVM Amorn Chomchoey
Secretary General of National Cyber Security Agency (NCSA)

KN h
LY 09:20-09:40
e

Keynote Address:
© Unlocking PDPA and Generative Al Implementation:
A Regulatory Guide for Thailand’s PDPA Strategy
and Policies
» Uaafon PDPA URzA5LH01U Generative Al:
AflemsmAuguasmiunagnsuazulauie PDPA vavussindlng

WRZMSUHURMUAYNUIBAIAU DY
Q Dr. Wetang Phuangsup

Deputy Permanent Secretary of the Ministry of Digital Economy and Society

Us:U2amWwussENMANU
CDIC2001-2023

Success Sfory of
CDIC Conference

Wednesday, November 27, 2024

DAY 1

KN
Ly 09:40-10:30

Keynote Address:
© Updating Top Ten Cybersecurity & Privacy Threats

and Trends for 2025 ‘\’

» unldudmuanuiurssendaloiues firmouazAsanaiy
Aanududiumiludl 2568

> Building a Resilient Cyber Ecosystem: Strategies for the Al Transformation Era

> Cyber Resilience and Generative Al: Mitigating Risks and Defense Strategies
in the Digital Landscape

> Navigating the Dynamic Evolution of Cyber Resilience: Strategies for Sustainable
Enterprise Cyber Resilience

> Why Al Fails: The Most Significant Failures in Al Strategy and Implementation
> Are You Ready to Not Be Fooled by Gen-Al?
> How to Implement an Enterprise Risk Management & Cyber Resilience Platform

Q Mr.Prinya Hom-Anek
CISSP, CSSLP, SSCP, CFE, CBCI, CASP, ITIL V3 Expert, ISMS Lead Auditor

Chairman of the Executive Committee
ACIS Professional Center Co., Ltd. & Cybertron Co., Ltd.

10:30-11:00 Networking & Refreshment Break

KN
06

11:00-11:30

Keynote Address:
© Cyber Resilience in the Generative Ai Universe:
An Ethical Hackers Perspective
» AdevimiuisnnuBangumaluuediumssnszduanuiuasAda
lugp Generative Al WiuyuuBouoy Ethical Hacker

Q Mr.Jay Bavisi
President and CEO, EC-Council Group
Chairman of the Board, EC-Council University
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Digital Management Session (DS)

DS
[y 13:30-14:00

© The Great Replacement?
Al’s Impact on Cyber Workforce

» Mmadaandanuloiuesasolne?

NaNIzNUeY Al ousinulviues
2 Mr.Nop Phoomthaisong

Chief Executive Officer (CEO), MAYASEVEN Co., Ltd.

Technology Management Session

(s
01

© Better Together with Cisco & Splunk:
Powering and Protecting the Al Revolution
v isSunaouazUadlosesAns mamsnaunalulad Al

89938z 910 Cisco Uaz Splunk
9 Mr.Timothy Snow

Senior Architect - CyberSecurity, CISCO

DS
(y¥ 14:00-14:45

© Charting Thailand's Al and Big Data-Driven
Development Strategy for the Future

» mim\ju,wuﬂaﬂwﬁmiwmmmmﬂmaumﬂ Al Uz
Big Data wamh zmAlnesinsuawAn

Q Assoc.Prof.Dr.Tiranee Achalakul
Director, Big Data Institute (BDI)

\ 02

© Big Data in Government: Security and Privacy in the
Public Sector, Case Studies, and Applications
» Big Data MAs5: AnuUaoadauazAnulugIus?
Tumasiumeisu: asalRawiuaznsldou

9 Dr.Soontaree Songserm
CIPM, CIPP/E
Senior Executive Vice President, Big Data Institute (BDI)

(os
03 14:45-15:30

© The Future of Data Protection Compliance
in the Al Era: Trends, Challenges, and
Strategic Approaches
» amﬂmaomiﬂgummmm'ﬁﬂmsaoﬂamiuaﬂ Al:
waldy Anuyime uaz WHIMLTINAENS

Q Mr.Paiboon amonpinyokeat
Cyber Lawyer
Practitioner and Law Maker.

(1s
\ 03

© Discover How Advanced Data Analytics
Can Transform Your Business and
Optimize Business Processes
» 13ANAUMN vhegelslinmaienidoyaduge
WRNLUaIgINg URsiuUIzRNEAIWAIIUINAIININEIAR?
Q Dr.Varanyu Suchivoraphanpong

Founder & CEO
DEMETER ICT Co., Ltd.

15:30-16:00 Networking & Refreshment Break

(o)
(LY 16:00-16:45

© Developing a Cyber Resilience Culture:
Strategies and Best Practices
» nagslunaeiamsIsumuausnsalunsduiie
wazApususvAeAelues Ao MladAgylumstoaduuniuloa
PRI IMUMUABANAINBENHUTENT AN

Q Assistant Professor Pattarawan Prasarnphanich, Ph.D.
Sasin Graduate Institute of Business Administration of Chulalongkorn University

ﬁS N
04

© Exploring Key Updates in the NIST CSF:
Best Practices for Securing OT Critical Infrastructure
» mimimmiamﬂmwmﬂm‘lu NIST CSF:
Lmeoﬂg‘ummmmmumiim:nmmﬂaamm‘[mamm
WugunaAA1Y OT
Q Mr. Jitsatha Thatavakorn

Director, Digital Technology Operation Division
Electricity Generating Authority of Thailand (EGAT)

f ) ~
16:45-17:30
h =
=

© Revolutionizing Generative Al in Thai Banking

While Ensuring Regulatory Compliance, Privacy, 6
and Security

» UAIR Generative Al TuszuusuimstaoUszinalne
JavinlinseunemsuiRmudetsAu
ANUTUSIUAY UazANUUROAAl
Q Mr. Chatchawat Asawarakwong
Chief Information Security Officer, Kasikorn Business-Technology Group

(ts'
.05

© Key Aspects and Best Practices for Maintaining
Robust Cyber Hygiene
» lashAgywesesAnNuitaz LRl IsnY)
qUA1Z V]NVI,“ULUE]iLWE]UE]\ﬂﬂuENﬂﬂi’ﬂﬂﬂﬂ&lﬂﬂmiﬁ’mw}f\iﬂ\iﬂ’ﬂumuﬂ\i
unzdaneulinuszuusegodnludf

Q Mr. Ekkorn Rattanaekkawin
CEO
ACIS Professional Center Co., Ltd.
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Strengthen cyber resilience by leveraging the
cumulative power of Al
iwsunztesdudslowes iudounse

faanasisda U ANsNteTy . e
= + Mr.Nuttawit Wongsittiroj

Solution Consultant, ManageEngine

Responsible Al Governance: Balancing Innovation ¢

and Security ‘\\. '
mamAugua Al agnefinnusuAntey MemIaseauaa
seniuinnssuuazanulasadieliduladn Al gailuldadne

Unoade TUssle wazdaSusssu
Mr.Suphachai Sachaphibulkij

Secretary on Innovation and Research for The Thai Chamber of Commerce
Chief Executive Officer, Optimus (Thailand) Co., Ltd.

Safeguarding Data in the Cloud Era: The Security

Standards Every Organization Needs to Know
msunilesteyalugang1is:
MasguANuUaeadufiesAnsnursd e

Air Vice-Marshal Jadet Khuhakongkit
Assistant Secretary General
National Cyber Security Agency (NCSA)

15:30-16:00

SEC Case Study: Fortifying the Digital Fortress {7
in the Al Era: Strategies and Best Practices for ' '
Cyber Resilience and Real-Time Operations

nsdifnwan n.a.n. massuanuudounselinulonnnisiava
luga Al: nagvsuazumMeUuRuLuuEalndnG

Mr. Wiboon Phatrapiboon
Assistant Secretary-General (Digital Technology)
Securities and Exchange Commission (SEC)

Revolutionizing Proactive Incident Response with A
Generative Al: Predicting and Preventing "k
Cyber Threats ‘ )
U iRmIneuauseromnnsaiidesneie Generative Al ANUEINTD
Tunsiezduazyiineanufeefionainiu wSeuAunauRuDs
Aamslanflasdiosinisaudiuen
Mr. Napat Aruntana
CEO, Cybertron Co., Ltd.

Wednesday, November 27, 2024

DAY 1

From Reactive to Proactive:
Al-Empowered Digital Forensics
91nBeTugidogn: Digital Forensic

MMETUNININITNIUAE Al Mr.Sumedt Jitpukdebodin

Director
Secure D Center Co., Ltd.

Navigating Cybersecurity in a Post-Quantum World

MITuauazanmMIAUANLINIMEMUANUURDAAY
moloiueslugAresnauiIABAIBUAL

Dr.Methawat Boonyapredee
Executive Security Advisor, vCISO

Driving Change and Resilience: Aligning Cybersecurity
with Organizational Strategy
MIfuAfauMsURBNLURILAANUEANEY:
390 Lme\jﬂ’mﬂmamﬁam\ﬂ‘aL‘uaﬂﬁaamﬁﬁa\jﬁmmqwﬁﬂaoaﬁﬁm
Mr.Dan Houser
ISSAP, ISSMP, CISSP
Security & Identity Strategist |
Board of Directors, ISC2 | vCISO | Author

Networking & Refreshment Break

Implementing Zero Trust in Cloud Security:
Strategies, Use Cases, and Best Practices
m3u Zero Trust lUldAuAnudaanfauuaais:
nagns ndnsldon wazuwimelfunluszduaina

Mr. Sitthipol Rujirawat
CEO, Peak Secure, Cybersecurity Expert

Value chAlned - Protect the Human Value
From Or With Al?

msUsuiieUniaonuA1vasuyse luga Al

Mr.Arthur Keleti
Cyber-Secret Futurist, Founder of ITBN,
Book Author, Cybersecurity and Al Strategist
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Digital Management Session (DS)

(s
Y 09:00-09:30

© The Price of Customer Trust:
A Guide for Cybersecurity Investment Decisions
» ANULTBNUTBINAN: NEUUITIATYVDIAIIUANAN
lumsaonueu Cybersecurity

Q Mr.Sakol Kulrujiphat
Senior Consulting Manager
ACIS Professional Center Co., Ltd.

(os
) 09:30-10:00

© How to protect Thai citizens from the dark side
of Al and the complexities of their digital lives
» azUntlognaideslneanduiinves Al uaz
ANuTudeuves Digital Life laadals

Q Mr.Parinya Charoensriset
Regional Sales Manager (Indochina)
Thales D | S (Thailand) Ltd.

Thursday, November 28, 2024
DAY 2

Technology Management Session (TS)

© Prepare for full compliance with the Payment Card
Industry Data Security Standard (PCI DSS) v4.0.1,
which will be mandatory starting in 2025.

» Lmﬂuwmummummuuumﬂmammaaﬂummmu
ANUUReAALYRIURIY15dW PCI DSS v4.0.1 7139z ‘u\miﬂ,ﬂ

athoAugUuuulull 2025
9 Mr.Anan Sony
QSA, CISSP, CISA

CCO, ACIS Professional Center Co., Ltd.

(1s

07
© Al-Driven in IT Operations, Security and Data
Privacy for Efficiency and Regulatory Compliance
> m‘m‘uLﬂaaumiﬂgummsmuvlaw AUANNUABAAE
LazNIANATEsTOLRFINLARRINDIALY Iz ANSATNUAS
Ugummmg‘mmmﬂmwmtu‘[aaﬂmmwﬂa sAuy

Q Mr.Charnchai Jiamchoatpattanakul
CEO, Netka System Co., Ltd.

(os
Y 10:00-10:30

© Crack the hackers how they bring your company
name into the news
» 98A39E hacker vieeolsliaodnsvooviii :
ﬂuvl,ﬂawuwmmamu Cyberattack W3aN3LAT1Z wmmmimmﬂam
AU Cyberattack wmlﬂammmLamammummmaaﬂi SINALRE
Foiduovnonofng niouLwIMomMItlasAu

Q Mr.Natthapon Thepchalerm
Country Manager (Thailand)
Imperva

(1s

08

© Fortinet SOC Solution: Accelerating Threat
Detection and Response from Weeks to
Minutes with Al and Expert SOC Team

» Fortinet SOC: snszAumstlesiusslaues
AIUNITATIVIULRZADUNUDIDINT

Q Mr. Aphiwat Kitkitiwiriya
Cloud Service Delivery Manager

Monetize Technology Co., Ltd. & Mr. Sahaswetch Tinnakorn

Senior Systems Engineer
Fortinet Security Network (Thailand) Ltd.

10:30-11:00

Networking & Refreshment Break

I

Ongoing Supervision

01 ulourena:ineuri

PO e 6

b7 . ssuaoadmcle-;u
o rogrem

03 msens:Audinonwiiaznousouiio |
|




MKruaNIsduuu

CDIC2024 CONFERENCE AGENDA

Advanced Theoretical Foundations of Al
in Real Business

Mngungufiugeveslyaus:nug lugsnaade

Mr.Poramate Piansakul
CEO
Intelligent Data Analytic Co., Ltd.

How CIO can guide the organization through
an Al-driven change

Ffevidvae CIO TunsthesAnsmunmsiReuLlas
NTUARDUAIY Al

Dr. Kumpol Sontanarat
President of Thai CIO Association

Thursday, November 28, 2024

DAY 2

Al Unplugged: Governance and Standards

Janaondnanineeg Al egnsUasnde:
AUNULNINIINIIAIAUALAUAHIATFIY

Dr.Jarinya Junpan

Chief Information Officer,
ACIS Professional Center Co., Ltd.

Leveraging Generative Al-Enhanced

Cyber Resilience Platforms for Proactive Defense
mavszgna lfunwanweasu Cyber Resilience
MAuUszANSAwAIe Generative Al iamsteoiuidogn

Dr.Suraphan Maknawin
Independent Director, Thanachart Insurance PCL.

Enhancing National Cybersecurity with Flexible

and Powerful Open Source Security Solutions
anszAuANNuAUReniEluueFIzAuYA
melugiulomugesandanguuaznsowgo

Mr.Narinrit Prem-Apiwathanokul
Vice President
Thailand Information Security Association (TISA)

10:30-11:00 Networking & Refreshment Break
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07 :30

© Secure your Generative Al with Al-first Integrated
Security Platform
» Uniloy Generative Al MmaszuuANUUaendusInsy Al
LUUYTANAS ioneliiAnnsld Generative Al

melusoAnsetholnensy Q Mr. Chaolvalit Rattanakornkrisri
Deputy Managing Director, Enterprise Solution
Microsoft (Thailand) Ltd.

Thursday, November 28, 2024
DAY 2

KN
Ly 11:30-12:00

© The Rise of IT/OT Convergence
» MIVIFIUAUTVNG IT uaz OT gumaasvnysulvy %‘ \

Q Mr. Worathep Wongtanakarn
Technical Architect Manager - Cybersecurity
Yip In Tsoi & Co., Ltd.

12:00-13:30

Lunch

Panel Discussion: #20t82u1

10 13:30-15:00

9 AVM Amorn Chomchoey

Secretary General of National Cyber Security Agency
(NCSA)

Director, IMC Institute

Digital Transformation, Cybersecurity

9 Miss Aurora Unnanuntana
Senior Director

Technology Risk Supervision Department
Bank of Thailand (BOT)

Q Assoc.Prof.Dr.Thanachart Numnonda

Expert in Big Data, Cloud Technology, Al,

© Generative Al Governance and Cyber Resilience: Driving National Strategies for Regulatory, Financial, and Technological Dimensions
» MamAURUA Generative Al wazauBaveumolowes: MatuimdsunagniszaumnemmAivgualulifivoongnung mady uazmalulad

Q Mr.Prinya Hom-Anek

CISSP, CSSLP, SSCP, CFE, CBCI, CASP, ITIL V3 Expert, ISMS Lead Auditor
Chairman of the Executive Committee

ACIS Professional Center Co., Ltd. & Cybertron Co., Ltd.

&
& Moderator
Q Mr.Narinrit Prem-Apiwathanokul

Vice President
Thailand Information Security Association (TISA)

Q Dr.Chaichana Mitrpant
Executive Director

Electronic Transactions Development Agency
(ETDA)

&)

CDIC 2024 (LivE] sHows)
(&) 307853 )

© Making Al to Hack Things
» M3Uszena ld Al Tumsiezszuunuusnlugh

Q Mr.Tat Sangsomruang

Security Researcher
MAYASEVEN Cc., Ltd

@ 15:55-16:20

© How to Bypass Security Detection
> mﬁmaﬁmim‘umﬂ\jmimmwmﬂaﬂmm
fnwanuUreademelaiues

Q Mr.Pongsakorn Eavijikul

Q Mr.Tavis mekharuangpaisan
Lead Cybersecurity Consultant
SOSECURE Co., Ltd.

@ 16:20-16:45

© Unveiling the Cyber Kill Chain: A Live Network
Penetration Testing Demonstration

» Undlagvingiimsanuiiuaslasadaniolyiues:
unumveslasulugandsia

Q Mr. Chai Yeow Yeoh
OffSec Certified Trainer, OffSec Services Limited

@ 17:10

© Al Retneval Augmented Generation (RAG) Poisoning

> LuammwmﬂmL‘wmmmmmmﬂaﬂ LLM
Wumsitlageomemslagi wemuslewian Al lulusm

Q Mr.Sunt-tanarit Prapassaraporn
Founder and CEO
Cynius Cybertech and Consulting

710 LUGKY DRAW

Closing Ceremony & Lucky Draw iPhone 16
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CDIC2024 CYBERSECURITY WORKSHOPS

MAURUAlUMSSNIAIULUAYUaDQAYANSAULNA S1udu 41 KoUD

DIGITAL AND CYBERSECURITY MANAGEMENT
WORKSHOPS

KangasaunisusKuisvanistnatula
A UUAvUananulsluos

gadnaua:

Implementing Al Policy to Support Business

Operations Effectively

‘Vmﬂﬂf‘l’iLm’JVI’l\Sﬂﬂi‘\lﬂVI'lu‘[ElU'lF.Iﬂ"lﬂ?l\ﬂﬂ Al SJW‘ZI’JEJNNUN‘HN
ﬂ']iﬁl’lLuuﬂ’lu‘l/l'mﬁiﬂil@ﬂ']ﬂmlﬂ BN

O MWIIUUIATFIUURS LL‘L!’JU{]‘UEWIG]LﬂF;I’!ﬂUﬂ‘ISﬂ'J‘LIﬂiJﬂ"Iﬂ"ZI\SI‘Iu Al

(>} waﬂmsmmummmmﬂﬂmu Al

(>} mwmﬁwmﬂm{l’nmﬂuka Al ARISRNTU URS LmeﬂmUﬂummLﬁﬂﬁ
O NMWIINVBINHNNY T2 ey ﬂauaﬂummnumﬂ*’nmu Al

0 w1 sdaviulauie Al

Implementing Al System Impact Assessment and Risk

Assessment for Artificial Intelligence Management System

wangnsmMyUszifiunanszuuazmsUssfiuanuiessmsumsthszuy
TyanussAvsunldou

) wannﬁwuﬁm"uauﬁmmﬂﬁ Ay

) mmsmuwmmmaanumsﬂrmuwam U uarmsUssiiuanudsediuiu
msthszuudyanussAvgunldom

o LLu’mmmsmmimmLawmwsummﬁmuﬂmmﬂmmmm‘lﬂmu

) mmumnmos wiemsUssdinanuiecuas msﬂs“muwans nusmiums
‘mi vudaygszavgunliom uaz sanudonlasiunsussifiunanss NUdU 9
19uN15911, DPIA

) vmnfm TUADU UAZUUINIIANEUNT SmTunsUsslunansenudIniunis
shszuuilgandsziwgunliou

0 nsdiAnmAMUMIUTAUNANTzNY uazmMsUsHfiuANLEsEns U
szuudlyanussAwgunldem

Implementing Al Management System Based on

ISO/IEC 42001:2023

4

wanﬂmnwwwmsmummsmm'iwnﬂTuTaslﬂmm'lﬂimwg
Maamﬂaaaﬂummmumna ISO/IEC 42001:2023

o nmwsmvesmaluladlygius:ivg

O WIMIPUNAPITEEAUTE UUU?W’]?W\H’]?WWI‘HI@?Jﬂmm']ﬂi shug

O eRBUAALINUNIINTIVFUIDININTFIY

O JamuuaAnanasNINIg1Y ISO/IEC 42001

0 wnsmsmvANEImSuMsUImMsinnsnaluladdyadssivg
(Al Systems Controls)

Preparedness Guide for Cybersecurity Risk Assessment

MW-04

1 DAY

in Action (Alignment with Cybersecurity Compliance,
Standards & Best Practices)

mnﬂmmmwmnwﬂsumuﬂ’smmemummuuﬂ\aﬂnamﬂlﬂwai
Naﬂﬂmaﬂmuﬂgwmﬂmmmawaﬂwsﬁwummmm‘ssnmmmuum
Unondelaues

) mwmymﬁﬂmmmﬁuﬂaﬂaamﬁﬂl‘ﬂma%um’ﬂaﬁwuﬂu,u’mmmiﬂi:l,ﬁu
AULEEY . .

o ﬂsaumsﬂi sfiupnuissiuanuiunsUaeadalaiues

O ToMUUAGIIBINUNINTFIULAS u,mﬂgummmumsﬂs"mummmw
suanuunsaonsialdiues ) .

O NIUMIANIUULAZNIZUINMIRIMTUNTUTINANNRBGAUAINTUAS
ﬂaaﬂﬁ'ﬂlﬂlmaf (Risk Management Framework and Process)

© msszyiladeiies (Risk Identification)

© M3ATIRAMULEEY (Risk Analysis)

0 msUszifiunaanuLdes (Risk Evaluation)

O NMIIAMILNUADUAUBIAULRRG (Risk Treatment Plan and Risk Response)

O MIRAMUNILATTIBSIURE (Risk Monitoring and Reporting)

Intensive One-Day Course in Implementing

New Version PCI DSS (Version 4.0.1)

‘Viﬂﬂﬂﬂii’JUSﬂLWﬂ mtuumsmwamwumnawu‘lwwaam AIFIU
ﬂ')'llllluﬂﬂﬂ&ﬁ AABFINIUIRTLAIAN

[»] mwsamﬁmﬁummmu PCI DSS

symummaamﬂaawaﬂ PCI DSS fwsussAnsuanzlszan
WlﬂIuIE\lEJ‘WLﬂEl’J"I.IE]\iﬂ‘Uﬂ’]iﬂ’]Luuﬂ‘lﬂ‘Vif\I@ﬂm’\la\iﬂllll‘lﬂiﬁ’m
WHINIsMiAYauLIInTey PCl DSS

dafmunweg PClI DSS

rfmummi@fm%fumimaﬁmaa PCI DSS 138574 4.0.1

msmaﬂuuﬂmﬁ %1119 PCI DSS 1ie57u 4.0 LRz nesiu 4.0.1
mﬂ“ﬂmmmimuﬂummmmm mmsmsmuawﬂimma ielfinmssfive
ﬂamﬂaaanummﬁm PCI DSS

MIASHUNITLND Implement Controls mudaruuauas PCl DSS 1oty 4.0.1
ae0LANFURUY

O 0000000

Framework and Best Practices for Implementing
Data Governance and Data Management in Organization
for Comply with Related Law and Regulations

1 DAY

VRNGAITUINOMSUIMITMITayR Lm"u,mﬂg]umwmdwsvmsmws
IANFTOYNEMTUMINAUNSITINALIRTOLR UASMILIMFIANMSTOYR
melusshng

© AmnuuAnseszHsETINALRTeYe uRzMIUIMIIAMsioys

0 mwsmwesngvane suiiley dedsAuiiedusssinivadoys
UaZMIVIMIINNITTOYR

0 AwTuTeskIMURUWIUA AT A M UMsUImMssanisteyaiiviald
Tumsandiums

© umImemsusmsdnmsteyalueeAns

IT General Controls Audit (ITGC)

WANgAINMINsIITOUTEIMIAIUANI lMumaluladmssumnd

© MANMIUAIAAWR
(>} ﬂ’nmwuﬁmmuﬂaumLmasmmLﬁumwsumsmmaau ITGC
O wuImgn1sAsIacey ITGC
0 ulsgMmumssnuANNURAANIDITTUUETRUINA (IT Security Policy)
0 TasessreeeAnsuazmuviosusaiie IT (IT Organization)
© Msusmsinnay iusmsmewenmemumaluladassume
(IT Qutsource Management)
© MIWEWT Fanuazigeinmszuussaume (IT Change Management)
© MIFNEIANUURDAABNIINMENTN KASHIATNITAILANTATWIINRON
(Physical Access and Environmental Controls)
© mMsmIANMIIIIRTULLRzTaYA (Logical Access Controls)
© msshsestayn MIddeyn NsINEIAVIULANMITANITAUD YN
(IT Operation Controls)
© unusassuamumssianidumemuimaluladssswwme (Disaster Recovery Plan)
© Workshop (Case Study)

Preparedness Guide for Cybersecurity Audit in Action
(Alignment with Cybersecurity Compliance, Standards
& Best Practices)
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' IT PROFESSIONAL AND TECHNICAL

Implementing Cybersecurity Control Baseline to
Comply with Cybersecurity Act
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Enhancing Organizational Integrity : The Role of

Data Governance and Resilience in Establishing and
Implementing Digital Trust

wAngAInszUUM AN TesiuneAIviRuasesdns :
A1331 Digital Trust Framework unlda3slussdng

© Enhancing the Digital Trust Model: Latest Updates from WEF and ISACA

© Strengthening Organizational Data Strategies: Core Principles of Governance
and Resilience

© Navigating the Digital Landscape: Strategies for Mitigating 7 Critical Digital Risks

© Practical Steps for Implementing Effective Data Governance and Resilience
in Your Organization

Mastering Digital Risk: Strategies to Uncover and

Manage Unseen Threats in Digital Business
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© Understanding the 'Unknown Unknowns': Strategies for Revealing Hidden
Risks in Digital Business

© Comprehensive Risk Management: Addressing Key Technology, Cybersecurity,
Privacy, and Compliance Threats

© Leveraging Standards and Best Practices: A Guide to Industry-Recognized
Frameworks for Risk Management

© Building an Integrated Digital Risk Management Framework: Processes and
Best Practices

O Exploring the Spectrum of Digital Risks: Key Categories and Implications

© Actionable Risk Mitigation: Strategies to Safeguard and Strengthen
Your Business

Leading Cybersecurity Governance:Transformative

Strategies for Cyber Resilience Management Excellence
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© Understanding Cybersecurity Governance: A Strategic Framework for
Protecting Your Organization

© A Step-by-Step Guide to Building Robust Cybersecurity Governance

© Fostering a Culture of Cyber Resilience in Your Organization

© Defining Clear Roles and Responsibilities in Cybersecurity Governance

© Adopting a Holistic Approach to Cyber Risk Management

© From Vision to Reality: Translating Cybersecurity Strategy into Action

© Developing a Cybersecurity Program: Turning Strategy into Actionable Plans

© Measuring Cyber Resilience: The Role of a Cyber Resilience Dashboard

© Implement Cyber Resilience Platform

© Navigating Cybersecurity Transformation: Building and Following a
Strategic Roadmap

Preparedness Guide for Organizational Resilience

and Business Continuity in Action
(Alignment with Standards and Best Practices)
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Adaptive Network-based Infrastructure Attacking
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© TCP/IP Fundamental

© The Art of Spoofing & Port Scanning

© Metasploit Basics

© Foot-printing & Enumeration Target

© Network Enumeration

© Post Exploitation: Dumping Secrets

© Gaining Access Through Network Exploitation
© Escalation of Access

© Client-Side Attack

© Social Engineering Attack

© Hacking Recent Linux Vulnerabilities

© Hacking Recent Windows Vulnerabilities
© Password Cracking & Brute-Forcing

© External Network Reconnaissance

© Hacking Application Servers

© Vulnerability Identification

O Internal Network Attacks

© Gaining Situational Internal Awareness
© Impact Demonstration

© Internal Lateral Movement

All-In-One Cybersecurity Mastering

wnnamﬂiumiamiaﬂ Cybersecurity womsTanfuaznstlesiu
melowesnihluusuldlnaese

© Overview Cybersecurity Framework
© Understanding Cyber Attack

© Risk Management

© Data Protection and Privacy

© Infrastructure Security

© Cloud Security

© Application Security

© Mobile Application Security

© Incident Response and Handling

A Beginner's Guide to Becoming
a Cloud Security Professional

wangnsgdedmivgiudulumadufifsanyiuanulsends
STUUARTIA

© Cloud Concepts, Architecture and Design
© Cloud Data Security

© Cloud Platform & Infrastructure Security
© Cloud Application Security

© Cloud Security Operations

© Legal, Risk and Compliance

TW-04) Advanced Cloud Security

wangnyausumsldoru Cloud agnolslvivaandy

© Cloud Security Principles

© Cloud Security Architecture

© SABSA Conceptual Analysis

© SABSA Design

© Infrastructure-level Cloud Security
© Application-level Cloud Security
© Data-level Cloud Security

© Security as a Services(SECaaS)




AWS Cloud Security Best Practices

wangnsousumsldoy AWS edrsuaendy

© Cloud Security Principles

© Shared Responsibility Model

© AWS Well Architecture Framework

© AWS Security best Practices

© Securing Network on AWS

©O Site-to-Site VPN

© Maintaining EC2 Instance with AWS Inspector
© Securing Application on AWS

© Securing Data on AWS

© Security Audit with AWS Config and Trust Advisor
© Cloud Infrastructure Analysis with Scout Suite
© Cloud Infrastructure Analysis with Prowler

© Audit Infrastructure as Code(loC) with tfsec

TW-06) Web Application Penetration Testing:

Techniques and Tools

NANFATNITNATO UL TZUUN WA UL UNELATY

© Penetration Testing Process

© Introduction to Web Applications
© OWASP TOP 10

© Cross Site Scripting

© SQL Injection

© Broken Access Control

© Other Attacks

© Broken Authentication

Mobile Application Penetration Testing:
Techniques and Tools

wangnINMInAte UL sruUHIuluuIBkaUnRIATY

© Introduction to Mobile Application Security
© OWASP MOBILE TOP 10

© Android Architectures

© Device and Data Security

© Network Traffic

© Reversing APKs

© Static Application Analysis

© Dynamic Application Analysis

TW- 03 Active Directory Penetration Testing:

Techniques and Tools

wﬁ'ﬂqmtmzﬁﬂmswmﬂauLﬁn:s:‘uuslu Microsoft Active Directory

© Introduction to Active Directory Penetration Testing
© Active Directory Architecture and Components

© Setting Up the Testing Environment

© Enumeration and Information Gathering

© Exploiting Active Directory Vulnerabilities

© Advanced AD Attack Techniques

O Post-Exploitation Activities

TW-09 Scripting for Penetration Tester

wangnsiisusasUAsielUsdmsuinnaseuezsTUY

© Overview of Popular Scripting Languages (Python, PowerShell, Bash)
© Setting Up the Environment

© Basic Scripting Techniques

© Python for Penetration Testing

© PowerShell for Penetration Testing

© Advanced Scripting Techniques

© Automating Penetration Testing Tasks

© Practical Applications of Scripting

Intelligence and Scenario-Based Penetration Testing

NANFATNITVNANO UL IZULLTIRNNIUNITAIRTS

© Planning and Scoping Penetration Tests
© Advanced Attack Techniques

© Executing Penetration Tests

© Analysis, Reporting

© Post-Exploitation Analysis

© Reporting and Communication

Threat Modeling in Action: Real World Applications

NANYATOUTUNIIN39 Threat Model 139U5 1R

© Security Design Principles

© Threat Modeling Methodology

© Define Business and Technical Scope
© Application Decomposition

© Vulnerability and Weakness Analysis
© Risk Handling

Threat Intelligence Implementation and Analysis
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© Introduction to Threat Intelligence

O Setting Up the Threat Intelligence Program
© Threat Intelligence Tools and Platforms

© Data Collection and Processing

© Threat Intelligence Analysis

© Operationalizing Threat Intelligence

© Advanced Threat Intelligence Techniques

Incident Response and Handling Techniques and Tools
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© Introduction to Incident Response

© Incident Response Team (IRT) and Roles
© Preparation and Planning

© Identifying and Categorizing Incidents
© Incident Containment and Eradication

© Incident Recovery

© Post-Incident Activities

Malware Analysis Techniques and Tools

waNgAIATANITIATIZRRNIS lugUkuusg 9

© Introduction to Malware Analysis

© Setting Up the Analysis Environment

© Static Analysis Techniques

© Reverse Engineering Basics

© Dynamic Analysis Techniques

© Advanced Malware Analysis Techniques
© Memory Forensics
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WORKSHOPS TW-18 ) Python Data Analytics for Fraud Detection:
rangasauinAdadugoua:inAlulagansautne Techniques and Tools
wangnsn1514 Python Tusw Data Analytics §m5un1snsaadu
QREVEET)
SOC: Cybersecurity Threat Detection and Analysis: o . 5
Techniques and Tools O ANMUTIANYBINIIN Frayud Detection luesfng
© ¥ANN3INAY Python Llasmu
WANgAINIsATINTUABLRIASTRABANAUMe ueS © 78ms Setup Python W1 Google Colab
[>) mmau Python lusnwas LHN9 9 wuwumu
© Cybersecurity Threat and Attack Techniques [>) ﬂumaumﬁm Data Analytics for Fraud Detection
© Overview SOC (Security Operation Center) © msldsminIaciie (Library) Python lusiuiiasizideys (Data Analytics)
e What is SOC? © msvhAnuszendeya (Data Cleaning) uazusnsdoyaidugdain
® ;}(I)pcegf SOC Catal (Data Visualization) sa& Python
[ ] ervice Latalog . .
e SOC Roles and Responsibility © Use Case Data analytics for Fraud Detection '
@ SOC Architecture © Workshop Python Data Analytics for Fraud Detection
© Incident Management Process O uou: Avevntoyn (Dataset) §1m35uvi1 Fraud Detection
© Security Analyst Skills and Certification © 14 Python w1 Google Colab

© Intrusion Analysis Techniques
e Log Analysis Concept
@ Basic Splunk Indexes
@ Basic Splunk Search and Query
e Workshop: Log Analysis to Cyber Security Threats by Incident Category Fraud Detection using Machine Leaming with Python
o Network Traffic Analysis Tools
@ Analyze and Drilldown Threats
© Use Case Development

wangmssld Machine Leaming wsu Fraud Detection #2g1 Python

© AnusAREasn1sYvi1 Fraud Detection using Machine Learning luasAns
0 ¥1ANN3AINAY Python Llounu

Using loT Platform and Build loT Server to Suit
the Organization

© 7515 Setup Python W1u Google Colab
mﬂﬂmmﬂ’ﬂmu loT Platform uazn1983519 loT Server 0 miiy Python Ludinunuzsina g wwuﬁm
TN URUBIA NS © E‘lmmgangMaohme Learm‘ng _ _ _
© 7umeuN19M Fraud Detection using Machine Learning
0 Fenfuandilalasesireeessuu Internet of Things o mslisuiaiosile (Library) Python lusiudinnzsidoyn (Data Analytics)
o ﬂ']iﬂivilﬂﬂsl’d\i’]u Internet of Things TuuaUwRiAdumIe 9 uaze14 Machine Learning
© anuanseszulemslioru 1oT Platform uaz 1T Server © M3ANUEzeInTaya (Data Cleaning) wazuanstayaiduguaim
© 33n 10T Platform lutszwelne wazaisUszina (Data Visualization) #28 Python
© mmﬁmmwawamuus UU Internet of Things v . . o om e : Y
P mmﬂaamnﬂumumﬂ quasszuy Internet of Things (>} ﬂ‘liﬂii‘l\i Mach?ne Learning Model &1%3un1 Fraud Detection WazN13IANK
O \SuyjevAlsznousie queessuy Intemet of Things Machine Learning Model
O Anmsunznoar OS lHwueauny loT Server © Use Case Fraud Detection using Machine Learning
(>} Gﬁﬂugmimm wazeankuUy loT Protocol uuszuy loT © Workshop Fraud Detection using Machine Learning with Python
(> mmﬁaumﬁwﬁammu loT Protocol mnaﬂns:ﬂ loT O unu: ﬁaasim"qm“ﬁmga (Dataset) &1%3u¥i1 Fraud Detection using
(>} LEEJu‘iﬂ‘Iii\i‘i‘l\ﬂ wRzaDnLUUIsUy Data CO”eCtOr Machine Learning with Python
o Boyqupziinlalasendioves Database luszuy loT 0 14 Python K1 Google Colab
© finns moA1 ursldeu Database uu Server
© \38u3n13a319 Dashboard Application uu loT Server
© \5u3n138319 Notify Application uu loT Server

Top 10 Machine Learning Security Risks

Generative Al for Cyber Investigations:
Techniques and Tools

- . _ o NANYAIOUTUNIAUANUTIUN Machine Leaming Wfiag3an
waﬂqmmﬂ‘d Generative Al Tug1u Cyber Investigation
O Input Manipulation Attack
© Data Poisoning Attack
© Model Inversion Attack

© vhAnuidnnu Generative Al lumwsau
() m‘slsﬁmu Prompt §13uNs91u Generative Al
© viANu3InAu Generative Al Uszinnsing 9

0o mavse Emml‘il Generative Al Tus1u Cyber Investigation © Membership Inference Attack
O Use Case msldo1u Generative Al sl © Model Theft

O TadAn (Limitations) »a0m3 M1 Generative Al © Al Supply Chain Attacks

© M3UszifinANuEBeesn13H Generative Al ﬂJ‘IUS“EIﬂﬂl"ZII‘Lm\iﬂﬂi © Transfer Learning Attack

© umlddu Generative Al Tuaunan 0 Model Skewing

© unnudayasvsufnusiovas Generative Al
© Workshop Generative Al for Cyber Investigation
© uau: msfuAudeyaNuvRetayaia(OSINT) s1susiu Cyber Investigation

© Output Integrity Attack
© Model Poisoning




PDPA AND DATA MANAGEMENT WORKSHOPS SOFTWARE DEVELOPMENT AND
rnangasaumsvamsvoyaua: PROGRAMMING WORKSHOPS
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PW-01

—— — "} Applying ISO/IEC 27701 (PIMS) for PDPA Microservices Architecture

1 DAY

@ﬁ’ngqimiﬁﬁaﬁmuﬂmmgmmnamﬂs:qnﬁiﬁﬁunwﬁumaa wangnsniseanuuuszuulviiu Microservices
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, © Introduction to Microservices © Data Consistency

0 an1uzapy ISO/IEC 27701 nosfuaign uazseazidaamsifauulag © Design principles O Reporting Patterns

(>} {II"IWS’JISJSJ’WI‘SE”IUN’mE\] ISO/IEC 27701 (PIMS) §1%5UN19UFN199ANTT © Design patterns © Securing your Microservices
Ems':amw—!ﬂm“ B oo © Technology for Microservices © Identity Propagation

© Y9MuUATDININTFIU ISO/IEC 27701 nUANUNNWUSNINTFIU ISO/IEC © Distributed Transaction © Service to Service Authentication
27001:2022 (ISMS) © Distributed Tracing © Logging and Monitoring

0 uImeMstnsgd ISO/IEC 27701 wUszans lAumMsusmsdnms

MIANATBITOLARINUAARYBIDIANT
O TamMUUARUMILIMIINNTTOYRTINYAAR
O uwImeAnliuMsuazAINMIAIUANTIMIUEAIUANTEYARIULAAR
O WIIAIEINMIUAZHINTNITAILANTINSURU TTHIANATRYRTIULAAR
0 wAspUuAzuUATRBY q MAsdesiunsuimsiansdoyasauyaaa

Secure CI/CD Pipeline

v

wangnsinsesionnesldlunsvir Continuous Delivery

© Secure Software Development Life Cycle (SSDLC)

Implementing Data Security Controls for © Principles of DevOps © Continuous Integration © Continuous Deployment
PDPA Compliance © Modern CI/CD Pipeline © Managing test Results
: © Automated Security Testing with Newman
NANYATNITINILATANTUNITUIATNITANNLUAIURDAABVRITDYA © Automated Security Testing with OWASP ZAP
lunsU URNenARBINUNMINERIAUSDITEINVNNIENITANATS © Manage Dependencies with Dependency Check
ﬁau“aﬁ'quuﬂﬂa © Continuous Compliance with Chef Inspec

> mmsmsmuqudm%mﬁﬂmmmﬁuﬂaﬂmamﬁﬂ’uaﬂﬁagaduuuﬂﬂa
(>} LLu’mmﬁwL'ﬁumﬁmmmﬁm‘uﬂuﬁmmmmﬂ%aaﬁns (Organizational)
O WIMIAIENMININTNITAIUANAINNINTNISITomATA (Technical)

O LWIMEANENMININTNITAIUANAIUNINTAITNINIBAIN (Physical)

How to Securing Web API

O LwIMEANIUMINININIIAIUANALLININIYARS (People) waNgAINMINs1e Web APl agnslslivaendsanmslendlulanlawes
o nmssheisuanuaszwinimuanudAyvosmsAuasesioyadILyAAa
waznsinwIANNduAsURendy (Privacy and Security Awareness) © OWASP API Top 10 © Cross-Origin Resource Sharing (CORS)
© GraphQL Security © JWT Attack Vectors
© gRPC Security © Securing API with OAuth2
Data Governance Platform

© Automated API Security Testing

NANFATNITUYTINITUWRANDTUAIUNITANATDITDYRRINLAAR
AUMIAAURURTDLA

M Automated Security Testing

0 muwsamuwmalulad wwanvefu ssAUszney smsumsiamsteyasinynns

0 mslfuwannasulunsusmsdnnis PDPA edroiduszuy

© wUINIIN133IANIT Personal Data Inventory

O uuIMeN139nN1g Data Protection Impact Assessment (DPIA) © Introduction to ASVS 4.0
and Risk Management

VANYATOUTUNMINANOUANNURDANBLUUEA WA

! © Static Application Security Testing with SonarQube
© uwImen139AN1T Consent Management System © Dynamic Analysis Security Testing with Postman

© uuIMeN139ANS Data Subject Right System © Dynamic Analysis Security Testing with OWASP ZAP
(>} Ll,u’nm\?mﬁﬂmi Executive Support System © Software Bill of Material(SBOM)
0 anudeulasvasunanwesumsdnnmsdoyasdiuynnauazunanasy © Generating SBOM with Syft

msmAuguadeys © Vulnerability Scanning with Grype

Addressing the Challenges of Generative Al: Uncovering Risks and Developing Effective Mitigation Strategies

wangnsdamsiuauiinues Generative Al: aanuissuazmuInagns lunsun ledymegiedussfnsnw

© Exploring Generative Al: From Creative Applications to Future Impacts

© Navigating the Ethical and Societal Implications of Generative Al

© Ensuring Fairness in Al: Tackling Bias and Promoting Equity

© Addressing Misinformation and Privacy Concerns in Generative Al

© Implementing Responsible Al Practices: Mitigation Strategies and Regulatory Considerations
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CDIC2024 CONFERENCE 27™ —-28™ NOVEMBER 2024 - 2 DAYS
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CDIC2024 CYBERSECURITY WORKSHOPS - 41 TOPICS
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DIGITAL AND CYBERSECURITY MANAGEMENT WORKSHOPS

rnangasaumsuskisdamsinAlulagadnaua:AoudunvUananelsiuos

@ @ 15 January 2025

Implementing Al Policy to Support Business Operations Effectively

MW-08) @ 16 January 2025

1 DAY

Preparedness Guide for Cybersecurity Audit in Action
(Alignment with Cybersecurity Compliance, Standards & Best Practices)

@ @ 13 December 2024 4,900.-
MW-09) @ 9 January 2025 4,900.-

Implementing Al System Impact Assessment and Risk Assessment 1 DAY
for Artifitial Intellgence Management System

Implementing Cybersecurity Control Baseline to comply with
Cybersecurity Act

@ @ 18 December 2024 4,900.-
@ @ 38 January 2025

| Implementing Al Management System based on ISO/IEC 42001:2023

@ 16 January 2025 4,900.-

Preparedness Guide for Cybersecurity Risk Assessment in Action
(Alignment with Cybersecurity Compliance, Standards & Best Practices) ‘ 31 January 2025

@ @ 2 December 2024 4,900.-

‘ Intensive One-Day Course in Implementing New Version PCI DSS
(Version 4.0.1) % @ 14 February 2025 4,900.-

1 DAY

Enhancing Organizational Integrity : The Role of Data Governance
and Resilience in Establishing and Implementing Digital Trust

Mastering Digital Risk: Strategies to Uncover and Manage
Unseen Threats in Digital Business

@ 12 December 2024

Leading Cybersecurity Governance: Transformative Strategies for
Cyber Resilience Management Excellence

% @ 27 January 2025 4,900.-

Preparedness Guide for Organizational Resilience and Business
. 16-17 December 2024 ,800. Continuity in Action
(Alignment with Standards and Best Practices)

Framework and Best Practices for Implementing Data Governance
and Data Management in Organization for Comply with Related
Law and Regulations

’ IT General Controls Audit (ITGC)

PDPA AND DATA MANAGEMENT WORKSHOPS

rnangasAunMsvamstoyalla:MsAUASDVUDYadduUUAAA

PW-01

1 DAY

| Applying ISO/IEC 27701 (PIMS) for PDPA | Integrating PDPA Data Protection and Data Governance Platform

@ 10 January 2025 ,900. PW-03) @ 16 December 2024

1 DAY

PW-02) @ 17 December 2024

1 DAY

| Implementing Data Security Controls for PDPA Compliance




IT PROFESSIONAL AND TECHNICAL WORKSHOPS

rnangasauinAdndugoua:tnAatulagdansautnF

% @ 6-8 January 2025 15,900.- % @ 13-14 February 2025 9,800.-

| Adaptive Network-based Infrastructure Attacking | Threat Intelligence Implementation and Analysis
% . 22-24 January 2025 15,900.- % . 20-21 March 2025 9,800.-
All-In-One Cybersecurity | Incident Response and Handling Techniques
% @ 7 January 2025 ,900. % @ 20-21 February 2025
| A Beginner's Guide to Becoming a Cloud Security Professional | Malware Analysis Techniques
TW-04) @ 17 January 2025 4,900.- % @ 3-5 March 2025 15,900.-
Cloud Security | SOC: Cybersecurity Threat Detection and Analysis
% @ 20-22 January 2025 15,900.- % @ 4-6 February 2025 15,900.-
AWS Cloud Security Best Practices Using loT Platform and Build loT Server to suit the Organization
TW-06) @ 10-12 March 2025 15,900.- % @ 17 January 2025
3 DAYS,
Web Application Penetration Testing Generative Al for Cyber Investigation

W-18) @ 7 February 2025

1 DAY

% @ 23-24 January 2025

Mobile Application Penetration Testing

| Python Data Analytics for Fraud Detection

Tz"gA'Y’g @ 27-28 February 2025 9,800.- @ @ 28 February 2025 4,900.-

Active Directory Penetration Testing | Fraud Detection using Machine Learning with Python
TW-09) @ 12-13 March 2025 9,800.- @ @ 24 February 2025 4,900.-
2 DAYS,
Scripting for Penetration Tester Machine Learning Security Top 10 Risk
% @ 17-19 March 2025 15,900.- % @ 5 March 2025
Intelligence and Scenario-Based Penetration Testing ‘ Addressing the Challenges of Generative Al: Uncovering Risks

and Developing Effective Mitigation Strategies

% 13-14 January 2025 9,800.-

Threat Modeling in Action

SOFTWARE DEVELOPMENT AND PROGRAMMING WORKSHOPS

KaNJAsSAIUNISWCUUNS:UULLa:soWALDS

% @ 5-7 February 2025 15,900.- % @ 5-7 March 2025 15,900.-

Microservices Architecture | How to Securing Web API
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| Secure CI/CD Pipeline

Automated Security Testing
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