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CDIC2025 CONFERENCE AGENDA
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CDIC 2025 Welcome Address:
natamausueige CDIC 2025
© Securing the Future of Thailand’s Digital Infrastructure:
National Cyber Resilience in the Era of
Quantum and AGI
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CDIC 2025 Opening Ceremony:
na1lagiu CDIC 2025
@ Driving Thailand’s National Strategy for
Cybersecurity, Quantum, and AGl: Building Trust
and Resilience in the Digital Future
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Keynote Address :

© Strengthening Thailand's Cybersecurity Readiness
for the Quantum and AGI Era: Future Threat
Response Action Plan
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Keynote Address : A

@ From Data Protection to Fraud Prevention: h(‘
The Past, Present, and Future of Call Center ‘
Threats under PDPA
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Keynote Address :
@ Cyber Frontiers 2026: The Top Ten Threats and
Trends Defining the Next Security Battleground
The Future of AGI and Quantum Supremacy in
Shaping the Next Era of Intelligence
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Networking & Refreshment Break
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@ Building Cyber Resilience with Al-Powered Bitdefender Technologies: EDR, XDR, MDR,

PHASR, and CSPM+ h
HASR usy CSPM+ ‘ .

v LA HET10 Cyber Resilience sawnlulail Al weo Bitdefender: EDR, XOR, MDR, P
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Presales Engineer, Bitdefender (Thalland)
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© Sovereign, Scalable Secure: The 3 Pillars of Future-Ready AGI Infrastructure @
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Digital Management Session
(DS)
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© Gen Al and AGI Enterprise Strategy
Roadmap
» psAERTBIANTYA Gen Al uR: AGI

€ Surviving the Digital Future:
How Cybersecurity and Human Behavior
Are Undergoing a Paradigm Shift
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GThlrd Party Al Risk Management:
Due Diligence |n the Age of AGI
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@ Governance by Design:
Building Trust in Generative Al through
Thailand’s National Guideline
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Beyond the Perimeter: Modernizing Active ‘, : N\
Directory Protection AgainstLateral
Movement and Privileged Access Abuse
pRssAumItosny; Unilas Active Directory
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Zero Trust in Action: Aligning Identity, Al,
and Strategy in Real-World Enterprise
Environments
ANTINIAY 721979 Zero Trust AALF IANISEARNEN
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Mr. Dan Houser
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Thailand’s Quantum Innovation Strategy: - RBoard of Dire 3C2 1 vCISO | Authar

Building Infrastructure, Ecosystem,
and National Security Readiness
- = . of
WeniIRnTINAIEUALYIzmAlne: WannlasETeAugIY
SEUULIALREAUWTEL AUAILLYASIDETR N
f3. w'aﬂuu mﬂmawuw AL
UF2EIUAFTHAITLS H1 i

; Al Forensics: Techniques, Tools, and Legal
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Challenges in Auditing Intelligent Systems
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Integrating Cybersecurity and Enterprise Risk
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Management (ERM) Using NIST IR 8286:
From Theoretical Models to ERM Al
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Networking & Refreshment Break
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© Al & Cybersecurity: Securing Tomorrow
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(o] me Compllance to Competitiveness:
Building Secure Digital Ecosystems
in Thailand
» FINTOATANAGATILE T N T
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Cyber-secret futurist Arthur Keteli and cybersecurity professor
and leader Prinya Hom-anek explore cybersecurity's evolution
inthe Al era. Discussing AGl implications for humanity,

Al systen safety, ethical frameworks, and actionable guidance
tor providers and customers navigaling our Al=driven fulure, sy

& Mr. Arthur Keleti
YT, TRTRTEINENZ LN _ Cyber-Secret FUturist
Founder of Info-/Cybersec. Trends, Buzz & Networking - ITBN
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Shadow Al: The Hidden Risk Inside

Your Organization
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Digital Management Session
(DS)

sy

(2] lSOﬂEC 42001 Imp!ementauon Case study: L] DWASP Top 10 for LLM Applications 2025 Al-Augmented Cyber Defense: The Next-Gen SOC: From Reactive to
Building Trustworthy Al Management Understanding and Defending Against innovation Beyond Traditional SOC “’; Predictive with CyberNest
Systems in Regulated Industries the New Wave of Al Threats -3;”1_!{_]%1ﬁuﬁfﬁﬂ”Im{;{‘”ﬁ_“ﬂgwﬁw Al ‘ (Threat Intelligence)
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Networking & Refreshment Break
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© |dentity is the New Perimeter: Enhancing Visibility, Detection, and Response with [TDR in Sophos Central -3

. 2 . [ o w o -8 . -
» [dentity is the New Perimeter; BfFeaUMINBLng N13RTI991 Laznlsnausnuos Ay [TOR Lu Sophos Central I .

& AmnigIvs antonigw
Senjor Sale Engineer, Sophos

12:00 Lunch & Networking

‘ —~ Panel Discussion: d2vidoun
W10 13:30-15:00
@ At the Crossroads of Quantum and AGl: Government and Private Sector Collaboration Advancing
Policy, Innovation, Security, Ethics, and Strategic Implementation _
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@ 16:20-16:40
© Prompt, Poison, Pwn: The Dark Side of LLMs
v infdenmeidue 16 \novidsmuiinse LLMs

© From Recon to Exploit : How Al Can Autonomous Hacking
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Senior Cansultant
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Lead Cybersecurity Consultant
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Closing Ceremony
& Lucky Draw iPhone

mMnuanITuNLLazeazdeneinsasuelas Musaisadiluatoyaaigalaf www.cdicconference.com/agenda




MAUJR[UO

CDIC2025 CYBERSECURITY WORKSHOPS
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DIGITAL AND CYBERSECURITY MANAGEMENT
WORKSHOPS
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MW-01 | Preparedness Guide for Cybersecurity Risk Assessment
in Action (Alignment with Cybersecurity Compliance,
Standards & Best Practices)
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ATHATINANATURBAA] ulwwed (Risk Managerment Framework and Process)

© myszydedniiiug éHisk identification)

© M7ARTAAMUEDY (Risk analysis)
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massfiunaamEes (Risk evaluation)
msdanIskHuRDUIUBsANLIRBY {Risk treatment plan and Risk response)
NIAAMTUNALRZTIE9TUNE (Risk monitoring and reporting)

Intensive One-Day Course in implementing New Version

PCI DSS (Version 4.0.1)
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© mwnuifigaiunIge PCI DSS

© TTAUANUNIARRDIBEY PCI DSS dwdussAnsusnzlszim
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0O wmInvusteulunues PCl DSS

© farimunves PCI DSS

© rimupmsdmiumIATIviuse PCI DSS vinitu 4.0.1

© mswanuuaes:vite PCI DSS nediu 4.0 un: vsfiu 4.0.1

© msliinnsmIruaumaLny LRsIASMsATUANTIUS UL Walvims
ff'uﬁuj'mmmﬁnaoﬁummyu PCIDSS

© mawTENMsIWD Implement controls mMuBamMwuRvas PCI DSS
1IBTiu 4.0.1 stnaANgULU

MW-03 | Framework and Best Practices for Implementing Data

Governance and Data Management in Organization for
Comply with Related LLaw and Regulations
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www.cdicconference.com

IT General Controls Audit (ITGC)
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© WENNTILANANR P

© AanuFnuguiRssiameinddudmiunsrsiadeu ITGC

© wwmamInTadeu MGC

© ulsremumsinwarnreadsyeezuusssuma (IT Security Policy)
© Tasasfensrnsunzmuwidsaruaastie IT (IT Organization)

0 msuimsAnsy Ui mImuuenmemumalulagsssume
(IT Qutsource Management)

© maiRw Semuasthgeine sy sEwme (IT Change Management)
© MIIN¥IAHURBAAIVIENIBAIN URIHIATNIATUANEMHLIARDY

(Physical Access and Environmental Contrals)

© nyImuANNIIEnasszuULRzdoys (Logical Access Controls)

© mshisesteys mIfdeys mIvpsdusTuLeznsIAM AUy
(IT Operation Controls)

© unusBsFugmumssEgnau e ATIvAluladmTRume
(Disaster Recovery Plan)

© Workshop (Case Study)

Implementing Cybersecurity Control Baseline to comply

with Cybersecurity Act
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MW-06 | Preparedness Guide for Organizational Resilience and

Business Continui

in Action (Alignment with Standards
and Best Practices
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© uwvemIAndoNLHUABUNUBIRERURMINILAUNLRAMLABLTBIVOsTAY

MW-07 Key Actions for Critical Service and Critical Information
1pay ) Infrastructure
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© mszaAYy ;m:mwn:.lmiﬁnﬁummmﬂﬁﬁﬁugw (Security baseline)
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Al MANAGEMENT SYSTEM & Al GUIDELINES
FOR IMPLEMENTATION WORKSHOPS

KANFASS:UUUSHISOaMS Al uazuudnmomsus:=gna
soupghvidususssuy

implementing Al Policy to Support Business
Operation Effectively

wangasuwamensdaviulememsidon Al sndrsiusyu
NIANTUIUNMOGINVB LNz

O mmsnaAsgMLaskUfURARNEInuMImuAunTIdow Al
© vannsdmiuAIuANMTLENIY Al

@ livaTuladl Al firaTi : 3 #
© mudEzemInmsliivalulag Al iRITRIITIN URsBIMIRTUANATIIERY
© mwnurasngwmne s=dau TetsduinsaAunsldeu Al
© uwamemidavinulauig Al

Implementing Al System Impact Assessment and Risk

Assessment for Artifitial Intellgence Management System

WRNgAINITUSTHUNRNTINY uaznsUssivanudsedmiy
madszuulyalszsgnldo
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Implementing Artificial Intelligence Myanagement
System based on ISQ/IEC 42001:2023

nangasmainmszuuuInsdanswaluladiygiusavg
'I.ﬂﬁﬂﬂﬂaaﬂﬁ'uu'lmgmmnn ISO/IEC 42001:2023

0 mwinvesmaluladlyasAng
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© defwuananuosATgIY ISO/EC 42001

o masmsaruaudwiumsuimsdamavalulsilgnidsieg
(Al Systems Controls)

Leading Cybersecurity Governance:

Transformative Strategies for Cyber Resilience
Management Excellence

nﬁ'ﬂgmn]‘nﬂypjﬂﬂﬁwmsjwﬁ'uﬁum'hgm'lu;‘:‘ynaﬂaanﬁu‘lmuﬂf
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© Understanding Cybersecurity Governance: A Strategic Framework for
Protecting Your Qrganization

© A Step-by-Step Guide to Building Robust Cybersecurity Governance

© Fostering a Culture of Cyber Resilience in Your Organization

© Defining Clear Roles and Responsibilities in Cybersecurity Governance

© Adopting a Holistic Approach to Cyber Risk Management

@ From Vision to Reality: Translating Cybersecurity Strategy into Action

© Developing a Cybersecurity Program: Turning Sirategy info Actionable Plans

© Measuring Cyber Resilience: The Role of a Cyber Resilience Dashboard

© Implement Cyber Resilience Piatform

© Navigating Cybersecurity Transformation: Building and Following a
Strategic Roadmap

ﬁ J

AW-017

Generative Al for Cyber Investigation

ﬂﬁ'ngmmﬂﬁ Generative Al Tuou Cyber Investigation

0 virAnuiinAy Generative Al Tunwsan

© nisifisd Prompt dwdudesu Generative Al

© yitAnuInny Generative Al Usziansina s

[} n‘l*iﬂ':':qmﬂﬁ Generative Al Tuay Cyber Investigation

© Use Case msliny Generative Al fidhauls

© findn1in (Limitations) 1een13lionu Generative Al

© mivUsziiumradisoreomi Generative Al undszond 14 lueeAns

© uualiiu Generative Al Tuswian

© unrotisysaviuAnyrenas Generative Al

© Workshop Generative Al for Cyber Investigation

0 uny: msuAutsyRMLMasdsyailn(0SINT)
swmTueu Cyber Investigation

Generative Al for Security Expert

'nﬁ'nqmmﬂium Generative Al smiu Security Expert

© Al Model for cyber security

© Prompt engineering

© Enhance detection engineering

© Improving log analytics

© Enhance network security monitoring

Integrating Cybersecurity, Al & Quantum Risk

into Enterprise Risk Management (ERM)

1 DAY

wingeanInsuanuiuasunendtluiugs, Al uszanuieg
ATHAEHAN dwsu::uun'i'mnn't:ﬂ'nul. agnupeasAns (ERM)

© The World Global Trends 2026-2030

@ The Three Lines of Defense Model from 2013 to 2020

© Evolution of the Three Lines of Defence Model | From Risk Control to
Value Creation

© Three Lines Model: Global & Thai Best Practices in Risk Governance

© The Three Musketeers : IT Governance Framework, Data Governance
Framework & Al Governance Framework

© Cybersecurity Risk and ERM Alignment

© NIST IR 8286: Integrating Cybersecurity and
Enterprise Risk Management (ERM)

©Q Integration Challenges and Considerations

© Recommendations for Organizations

© The Revolution of Al and Quantum Computing

© Issues Regarding Al Usage in An Organization

© Al Firewall & Al Gateway

© Country Level Risk about the future of Thailand Al Sovereignty

© Key Takeaway

Is Al a game changer ?

1pay ] Formulating Al strategy for the Enterprise

wangmImImuuanagns Al dmiuseAns
(Al WUl ReuiInuY5anIe?)

© Introduction & Context
> The Big Question
> Understanding Al in the
Enterprise Context
© The Current Al Landscape
> Market Trends & Adoption
> Al Technology Overview
© Value Proposition of Al
in Enterprises
» Efficiency Gains
» Innovation & Revenue Growth
» Competitive Advantage
© Challenges & Risks
» Organizational & Operational Risks
» Ethical & Regulatory Considerations

> Cybersecurity & Al Threats I

© Case Studies & Real-World Impact
> Success Stories
» Lessons Leamed from Failures
© Strategic Roadmap for Al in Enterprise
» Readiness Assessment
» Implementation Framework
» Governance & Continuous Improvement
© Future Outlook
» Emerging Technologies Complermenting Al
> What's Next for Al in Enterprises?
© Capstone Activity



PDPA AND DATA MANAGEMENT
WORKSHOPS

Kangasaumsdansvoyauas
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Applying ISO/IEC 27701 (PIMS) for PDPA

wingmamshiefmuninasgusinanuszgndliduns
AuAIBITEYREINYAAR

© wo1uzva0 ISO/IEC 27701 wedduaign uRznasdsanIAsuulag

© mMwuanATTIEINR ISO/IEC 27701 (PIMS) shwiumTuimissnnts
tayasdiuyAaa

O fanvuntosunTyId ISO/IEC 27701 AuAnusiusuinTgu
ISO/IEC 27001:2022 (ISMS)

© wuIM TN ISO/IEC 27701 amlszuna linunisuivisdnms
msAuATasioyafIuAARYBIBOANT

o termuamumsuimiansioyafiuynAs
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O WIMIAHUMITEAZLIATM IAIUANE M TUR U TN IaRRTONREIULARAE

© WIATIULRI KGR | MAvITosfumTIniIdamstoyrdauyans

PW-02 Implementing Data Security Controls for
1pay J PDPA Compliance

wangAINMITuRzANiumanasMIpNIiuAsUReafuyesieys
lumsufiRsennesmungranusAUIBITRINgUAIENIANATEY
HayaiIuyAAR

© wnsmsmuaudmiunsinmaAnuivrslrendvvacioyadiuyans

© LUIMTSANTINAITNINTAITATLANAMLIATATITaB8ANT (Organizational)

O wmeAnfiumanaTmsALANAIAINMTBnvATia (Technical)

(-] ummaﬁhtﬁum'imuﬁm‘imuﬂnﬁwmﬂﬁmimumﬂmw (Physical)

v u-uamaﬁi‘rlﬁum‘sum‘sm‘samﬂnﬁmmmm'ﬁqﬂHiq (People)

o msghadEuanunwinimuanusAyrasnisAuATasioyasuynas
uRzmesnsIANLUAslRenAl (Privacy and Security Awareness)

M Integrating PDPA Data Protection and Data
1 DAY Governance Platform

VANgAINMIYIaNMsUHaaNesuMUMsANATasTayasuyAAR
fumsfinuguatieys

© mwsuwmelulad unaavody ssAvssneu dwiumsianisioyadiuyaAa

o milfuwanaiulumsuivisdnms PDPA sehoidussun

© LuIMen139ANTS Personal Data Inventory

© uuIMeN139AMS Data Protection Impact Assessment (DPIA) and
Risk Management

© uwHINN13IRM3 Consent Management System

© uuImen1semAnTs Data Subject Right System

© uuIMUNIIANTS Executive Support System

© AnuBenlssvosunanveiunsdnnsteyaduyAnaursuwanvoiy
AsAAuguatays

SOFTWARE DEVELOPMENT AND
PROGRAMMING WORKSHOPS

KaNFasSAUMSWCUUNSIUULLa:EDWALDS

Microservices Architecture

wangnsmseenuuuszuuliidu Microservices

© Introduction to Microservices
© Design principles

© Design patterns

© Technology for microservices
© Distributed transaction

© Distributed tracing

© Data consistency

© Reporting patterns

© Securing your microservices
© Identity propagation

© Service to service authentication
© Logging and monitoring

How to Dasign Secure Software

nangnIsanuuy Software atsliliinende

© Security Design Principles

© Define Business and Technical Scope
© Threat Modeling

© STRIDE

© PASTA

© OCTAVE

© Risk Handling

3 DAYS

How to Securing Web API

angMIMINTIe Web AP atholslvhlseademnmislauilulanloiues

© OWASF API Top 10

© GraphQL security

© gRPC security

© REST security

© Open API Specification

© Automated AP security testing
© Cross-Origin Resource Sharing (CORS)
© JWT attack vectors

© Securing APl with OAuth2

© OAuth2 security best practices
© Logging and monitoring
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IT PROFESSIONAL AND TECHNICAL
WORKSHOPS

rnangasdunadadugvuazinaluladaisaune

Adaptive Network-based Infrastructure Attacking

VRNEATIVMATALRZNIINANBULITIZISULIATOYIE

© Network Layer & TCF/IP Fundamental

© Phase of Ethical Hacking

© The Art of Spoofing & Port Scanning

© The Art of Sacial Engineering & Metasploit Basic
© Target, Network & Windows Enumeration

© Post Exploitation: Credential Dumping

© Gaining Access Through Network Exploitation
© Escalation of Access

© Client-Side & Scripting Attack

© Hacking Recent Linux, Windows Vulnerabilities
© Password Cracking

© External Network Reconnaissance

© Hacking Application Servers

© Vulnerability Identification

© Internal Network Attacks

© Gaining Situational Internal Awareness

© Impact Demonstration

@ Internal Lateral Movement

TW-02

3 DAYS

All-In-One Cybersecurity Mastering

w o o 5 ) o a
WRNYMIATYIAIOOLTDY Cybersecurity siomslauAunsmitleadu
malgweFuluusuldlfade

@ Overview Cybersecurity Framework @ Cloud Security

© Understanding Cyber Attack © Application Security

© Risk Management © Mobile Application Security

© Data Protection and Privacy © Incident Response and Handling
© Infrastructure Security

TW-03 | A Beginner's Guide to Becoming a Cloud Security
1pay | Professional

wengnagfiesmiudFuiumadufidnnysumunisendiy
FEUUARTIA

© Cloud Concepts, Architecture and Design @ Cloud Data Security
© Cloud Platform & Infrastructure Security @ Cloud Application Security
© Cloud Security Operations © Cloud Security Operations

Cloud Security

wangnsausunslion Cloud atwlslvinand

© Cloud security principles
© Cloud security architecture
© SABSA conceptual analysis
© SABSA design

© Infrastructure-level cloud security
© Application-level cloud security
© Data-level cloud security

© Security as a services(SECaaS)

CDIC2025 CYBERSECURITY WORKSHOPS

mAUQUatuMssnuAILDUAVUaDaneansautnA 31udu 38 Koo

AWS Cloud Security Best Practices

nangasousuMs i AWS agolseady

© Cloud security principles

© Shared responsibility model

© AWS Well Architecture Framework

© AWS security best practices

© Securing network on AWS

© Site-to-Site VPN

© Maintaining EC2 instance with AWS Inspector
© Securing application on AWS

© Securing data on AWS

© Security audit with AWS config and Trust advisor
© Cloud infrastructure analysis with scout suite
© Cloud infrastructure analysis with prowler

© Audit Infrastructure as Code(loC) with tfsec

Vulnerability Management

8 v - ar
VRNFATNITIAN sdoslwinsusimsAum ldaufiomstleadu

© Vulnerability Lifecycle

© Vulnerability Scanning

© Vulnerability Analysis

© Interpret and Prioritize Finding
© CVSS scoring

Securing Web Application

nangasn13ni1e Web Application atislsliuaeady

© OWASP Top 10 Risks

© Security Testing

© JacaScript Security

© APl Security

© Secure in Deployment

© Modern Web Security Risks

Mabile Application Penetration Testing

ANFASMINATDUITIZSEUUNINTIIBUBWWELATY

© Introduction to Mobile Application Security
© OWASP MOBILE TOP 10

© Android Architectures

© Device and Data Security

© Network Traffic

© Reversing APKs

© Static Application Analysis

© Dynamic Application Analysis

www.cdicconference.com




TW-09 | Active Directory Penetration Testing:

Malware Analysis Techniques and Tools

2 pays ) Techniques and Tools
nﬁ'nqanmzﬁnmmnﬂaum:s:uu’.u Microsoft Active Directory

© Introduction to Active Directory Penetration Testing
© Active Directory Architecture and Components

© Setting Up the Testing Environment

© Enumeration and Information Gathering

© Exploiting Active Directory Vulnerabilities

© Advanced AD Attack Techniques

© Post-Exploitation Activities

Scripting for Penetration Tester

wangnndsusasundelusdmivinnageusizszuy

© Overview of popular scripting languages (Python, PowerShell, Bash)
© Setting Up the Environment

© Basic Scripting Techniques

@ Python for Penetration Testing

© PowerShell for Penetration Testing

© Advanced Scripting Techniques

© Automating Penetration Testing Tasks

© Practical Applications of Scripting

Intelligence and Scenario-Based Penetration Testing

ARNYATMINAFOULIZTzUUITIFAIUNTTNINT0

© Planning and Scoping Penetration Tests
© Advanced Attack Techniques

@ Executing Penetration Tests

© Analysis, Reporting

© Post-Exploitation Analysis

© Reporting and Communication

Threat Intelligence Implementation and Analysis

wangnimsiiansiuasldnuieyatnnsasiuanaim
mtlesAumlnihmesanudoin

© Introduction to Threat Intelligence

© Setting Up the Threat Intelligence Program
© Threat Intelligence Tools and Platforms

© Data Collection and Processing

@ Threat Intelligence Analysis

© Operationalizing Threat Intelligence

© Advanced Threat Intelligence Technigues

Incident Response and Handling Technigues

and Tools

VANFAIMATANIIADUTUDIURZIANIIANIIO]
wionfuileyndvanain

© Introduction to Incident Response

© Incident Response Team (IRT) and Roles
© Preparation and Planning

© Identifying and Categorizing Incidents
© Incident Containment and Eradication

© Incident Recovery

© Post-Incident Activities

www.cdicconference.com

wangasmaiamsieTsmianFlugiuuusie 9

© Introduction to Malware Analysis

© Setting Up the Analysis Environment

© Static Analysis Technigues

© Reverse Engineering Basics

© Dynamic Analysis Techniques

© Advanced Malware Analysis Technigues
© Memory Forensics

TW-13 | sOC: Cybersecurity Threat Detection and Analysis:
3 pays | Technigues and Tools:

as s i - & o o
NRAYPATNTATIVIUALURED m‘n:muqnmumu'l'n U3

© Cybersecurity Threat and Attack Technigues
© Overview SOC (Security Operation Center)
» What is SOC?
» Type of SOC
» S0C Service Catalog
% SOC Roles and Responsibility
> 30C Architecture
© Incident Management Process
© Security Analyst Skills and Certification
© Intrusion Analysis Techniques
> Log Analysis Concept
» Basic Splunk Indexes
» Basic Splunk Search and Query
» Workshop: Log Analysis to Cyber Security Threats by Incident Category
> Network Traffic Analysis Tools
» Analyze and Drilldown Threats
© Use Case Development

Python Data Analytics for Fraud Detection

wangnansld Python luam Data Analytics smiumansasdu
MInain

© ANUNIAYBINIT Frayud Detection Tugodng

© vihanuidnfiu Python agsiu

© 35m13 Setup Python w1y Google Colab

© minidiey Python Tusnwmizsingq duiugiv

© tumaun1svin Data Analytics for Fraud Detection

© m3lismndosiie (Library) Python lusnidiasisidoya (Data Analytics)

© mavhanuszendeys (Data Cleaning) uasuanstaumiiugdaiw
(Data Visualization) a1 Python

© Use Case Data analytics for Fraud Detection

© Workshop Python Data Analytics for Fraud Detection

© unu: Matwgataym (Dataset) dwmiuvih Fraud Detection

© 11 Python 1w Google Colab

Machine Learning Security

ar - ar d o y ol w  war
VaNgAIaUIHINEINUAIINIREYUN Machine Learning yinadgzan

© What is Machine Learning

© What is Generative Al

© What is Agentic Al

© Model Context Protocol(MCP)
© Securing MCP

© OWASP Machine Learning Top 10
© OWASP LLM Top 10

© AlOps

© MLOps

© GenAlOps

© Al data governance
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REGISTRATION FORM

CDIC2025 CONFERENCE 26™ - 27™ NOVEMBER 2025 - 2 DAYS

nstutdon Session AMUAUTDIUMSINSOUFUUUY

.Digital Management @ Technology @ O <\
Session Management Session -

CDIC2025 CYBERSECURITY WORKSHOPS - 38 TOPICS

WIhduuunanuisataaniodomAUNua lauinna 1 Aodo

DIGITAL AND CYBERSECURITY MANAGEMENT WORKSHOPS

= o

Krangasaumsuskissamsinalulagasnaua:AuduAvUanalsiuas

@ @ 29 January 2026 4,900.-

Preparedness Guide for Cybersecurity Risk Assessment in Action

Implementing Cybersecurity Control Baseline to Comply

(Alignment with Cybersecurity Compliance, Standards & Best Practices) with Cybersecurity Act
@ @ 22 January 2026 4,900.- @ @ 19 December 2025 4,900.-

‘ Intensive One-Day Course in implementing New Version PCI DSS | Preparedness Guide for Organizational Resilience and Business

(Version 4.0.1)

Continuity in Action (Alignment with Standards and Best Practices)

@ @ 15 January 2026

Framework and Best Practices for Implementing Data Governance Key Actions for Critical Service and Critical Information Infrastructure
and Data Management in Organization for Comply with
Related Law and Regulations

@ 19-20 January 2026
2 DAYS,

‘ IT General Controls Audit (ITGC)

1 DAY

@ 26 February 2026

Leading Cybersecurity Governance: Transformative Strategies for
Cyber Resilience Management Excellence

Al MANAGEMENT SYSTEM & Al GUIDELINES FOR IMPLEMENTATION

Kangass:uuuSKHIsOaMSs Al uaziudomvnmisus:gnatdoiupaoidususssuy

@ @ 30 January 2026 @ @ 11 February 2026

‘ Implementing Al Policy to Support Business Operation ‘ Generative Al for Security Expert

Effectively

@ @ 17 December 2025

Implementing Al System Impact Assessment and Risk Assessment
for Artifitial Intellgence Management System

Integrating Cybersecurity, Al & Quantum Risk
into Enterprise Risk Management (ERM)

@ 14 January 2026 4,900.- '1':;':’ @ 27 January 2026
Implementing Artificial Intelligence Myanagement System Is Al a game changer ?
based on ISO/IEC 42001:2023 Formulating Al strategy for the Enterprise

AW-04) @ 13 February 2026 4,900.-
1 DAY

Generative Al for Cyber Investigation




I IT PROFESSIONAL AND TECHNICAL WORKSHOPS

nangasdunaindugouazinalulagdansautne

@ @ 26-28 January 2026 15,900.- @ 5-6 March 2026 9.800.
2 DAYS

Adaptive Network-based Infrastructure Attacking { Scripting for Penetration Tester

% @ 23-25 March 2026 15,900.- % @ 11-13 March 2026 15,900.-

All-In-One Cybersecurity Mastering

Intelligence and Scenario-Based Penetration Testing

@ 18 December 2025 4,900.- % @ 12-13 January 2026

A Beginner's Guide to Becoming a Cloud Security Professional

Threat Intelligence Implementation and Analysis

TW-04
T 0t) @ 11 December 2025 300 % @ 22-23 January 2026 9,800.-

l Cloud Security

‘ Incident Response and Handling Techniques and Tools

@ . 4-6 February 2026 15,900.- % . 2-3 February 2026 9,800.-

AWS Cloud Security Best Practices

‘ Malware Analysis Techniques and Tools

@ @ 3 December 2025 A @ @ 11-13 February 2026 15,900.-

‘ Vulnerability Management

SOC: Cybersecurity Threat Detection and Analysis :

Techniques and Tools
@ @ 19-21 January 2026 15,900.-

[ Securing Web Application @ @ 23 January 2026 4,800.-

\ Python Data Analytics for Fraud Detection

2 DAYS,

Mobile Application Penetration Testing % @ 25-27 February 2026

\ Machine Learning Security
@ 23-24 February 2026

‘ Active Directory Penetration Testing : Techniques and Tools

e
rangasauNsdamsvolala:NMsAuUAsovdDadduunna e

| Implementing Data Security Controls for PDPA Compliance

% @ 15 December 2025 1900.
@ 16 January 2026 4,900.-
| Applying 1SO/IEC 27701 (PIMS) for PDPA

Integratmg PDPA Data Protection and Data Governance Platform

@ 19-20 February 2026

SOFTWARE DEVELOPMENT AND PROGRAMMING WORKSHOPS

KHaNJOsAWMSWCULNSHUULA:BDWALDS

% @ 22-24 December 2025

Microservices Architecture

SW-03

3 DAYS

] How to Securing Web API

@ 158-20 March 2026

SW-02

2 DAYS

@ 26-27 March 2026

l How to Design Secure Software
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o Grand Hall gudiinssAnisunzmsdszguluma ngommwy

G nayilvae

© wuImsssAuge (CEO, COO, CRO)

© AUSMIIHUMATEAUES (CIO, CTO, CDO)

© AuSmsssuuANUReRdutayRsALge (CSO, CISO)
© duivmsniedoemslusenuleiiuazssaumd

(Vice President, Assistant Vice President, IT Director, IT Manager)

© fuimsihegsia HuIMmseRdvia guimsdieuinnssu
WUIsW18n13mRIM (CBO, CDO, CIO, CMO)

» = % a
(> wﬁmmzyua:mﬂ?nmmamuszwmmumﬁummmﬂaamnm
msloiwes (IT Specialist, Cybersecurity Specialist, IT Consultant)

© yamnsmulefivoswiisnumaizuasienty
(IT Security Practitioner)

© JuaszuuiindsnuazssuuUjunn1sresesAns
(Network & System Administrator)

© wnTIVNRUTZVUFITEUWA (IT Auditor)

© AW TanALIF (Software Developer)

> o o
AUNRUASHIUNTATUNUY

© suuun 2 4 - myustesusasasn (Conference 2 Days)

B Tuilduan Suil 26—27 WEAINBY 2568

© 17818:30-17:30 w.

Q s rjuﬁﬁwﬁﬁm':ua:m'iﬂ'::qu'lmm (BITEC)
© MAUGUR - MsisAnTauRnUGUR

& FUMUAUR Messiduamulusmeaidew

© 1781 9:00-16:00 w.

Q sowil Tsoususziu 4 anlungowmms

dezleviannisinsaneiuy CDIC2025

© YA INslumBUNNIE (Law Enforcement)
© yAnINsluFIBeUAAUAUR (Compliance / IT Compliance)
© yamnslumssuiimsanuidus (ERM / IT Risk)
© yannslussnuiiivemaninouianes
(Cyber Cop / Digital Forensic Investigator)
© yArInITeey Musmsszuumalulad
(IT Supplier, IT Outsourcing Provider)
© \Fwihildunsesieyasauyaas (Data Protection Officer / DPO)
© HUFTRMT Al ussdliuimsduanad
(Cloud Administrator, Architect, Security Analyst, MSSP/MSP,
Cloud Vendor)
© {uFuams unzddmmaywalulaiaousdu
(Data Engineer, Business Analyst, Quantum Technology Specialists)
© Uszmvuiluiisuladurudrendoieyanouianes
(IT Smart Users)
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© vovilszin

© nszidhldionans

© 9 IWNINAVTULRLDINITINY

© fithauuwn 2 T4 wlasuydidnenn
Q L'zlmqwmwns?wﬂwﬁmfﬂi:mﬁlﬂﬂ (Software Park)
Q swnpuANUNUATIREANBTZUUETNWNA (TISA)

Q UTuv 1038 TUsWaduNR [ 9umes s
(ACIS Professional Center)
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Post-Quantum Cryptography iWeUnilesteynshanlus=Aussins
unzUszinA

© 1W3uAuutisunssres SOC Au AGI urs Agentic Al

FunwIRauazAAMIBNTEAUMTUGURMIMUANATURDAAE

lowe$ meowmalulad AGI fisnunsaiirszimamanl Mousniuiie
unzmeulsiiunnmulsethoiivs:RvEamm

© nenagwifuiieny Cyber Warfare guuuulwsi
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