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2568

KN
W 08:45-09:00

CDIC 2025 Welcome Address:
nanAeuiuIgeu CDIC 2025
© Securing the Future of Thailand’s Digital Infrastructure:
National Cyber Resilience in the Era of
Quantum and AGI
» UrzindAlneuudumolaseafoiusuidvaluomaniisiune:
unumued Quantum waz AGI rLu‘H'iLduILL‘TiJ'i suuALURDAAY
lowwasszaunf

I(N
09:00-09:15

CDIC 2025 Opening Ceremony:
nanasu CDIC 2025
© Driving Thailand’s National Strategy for
Cybersecurity, Quantum, and AGI: Building Trust
and Resilience in the Digital Future
» TuiAReugNsFanivIAduluiued Quantum uaz AGI:
grnudsiuuazanudangululanfdviauvisauian

& AT.ANTIN ‘N_ﬂﬂﬂnﬁna
HE1UIEMT LeABRIMATILEDN AL Sszmalne
dinnuimuTInemaniuazimalulatiuiani

FPUURINIMINEVIWATT LA TEER IRE oA Y
NIDALNY (Bg Iz TeuT)

KN
LEY 09:15-09:30

Keynote Address :
© Strengthening Thailand’s Cybersecurity Readiness
for the Quantum and AGI Era: Future Threat
Response Action Plan
» ansziuaMuwiauluuefuasdszvalne gan Quantum ua: AGH:
usulfuRmsTuileAsanmuLionuIA e
& WRDINIAAT BN UMY
WweEmIAMEnTIuAIMinwANuuAcaandaldua s ue A (snu.)

KN
LY 09:30-09:45

| Keynote Address :
| © From Data Protection to Fraud Prevention:
The Past, Present, and Future of Call Center
Threats under PDPA
»y AnsAnATBstauagnsllosdunisdalae: afin a0y
LazoNIARTBIABLALA INTAWTelA PDPA

& N.A.0. mmﬁ waeth
KN
LY 09:45-10:30

LRUIENISAMEATIY r1"°.ir’“lﬂ “GBESB’IEJTI”%'JF‘QEJ (HAH.)
Keynote Address :

© Cyber Frontiers 2026: The Top Ten Threats and
Trends Defining the Next Security Battleground
The Future of AGI and Quantum Supremacy in
Shaping the Next Era of Intelligence
» 10 8UAY ABAN ﬁm“::r,wuna"ﬁmrhWun? TH3iAM wwwﬂﬁu
Tutl 2569 aurAnuDailayy Uszhing 11 (AGI) uRz ASHSENATS
ABUATTUIRUDIAIDUAY ABLNIFHS

& 0.0 weueun

U5EN eda [Uswladuda Wuwes dine wa: v luwesnsey i

Networking & Refreshment Break

KN
06 11:00-11:30

© Building Cyber Resilience with Al-Powered Bitdefender Technologies: EDR, XDR, MDR,

PHASR, and CSPM+
v LETUATY

- -
- -

Cyber Resilience faumalulad Al vas Bitdefender: EDR, XDR, MDR, PHASR uaz CSPM+ ‘ .

& Anns ladud
Presales Engineer, Bitdefender (Thailand)

Suwsn 26 wWOASMYU W.A.

KN
07 11:30-12:00

O Sovereign, Scalable, Secure: The 3 Pillars of Future-Ready AGI Infrastructure
v lasosfonugulneluga AGH Wemalulaginaaduewantosgiie

WA B

& AMAKHT 18NN

= ' Iy - T o
AWETARUFAATBAAANT, VU waRud aulvs Wwediw

Digital Management Session
(DS)

13:30-14:00

© Application Delivery and Security for
Al Applications: Navigating Modern
Al Architecture
» IzaagvsUnileoazuu Al
AIpRALULLRZ I nwANUUReAAENTREATTY Al el

& Andndand guduAddes
m«mmmmmﬂur. F5

DS R
¥y 14:.00-14:45
© Surviving the Digital Future:
How Cybersecurity and Human Behavior
Are Undergoing a Paradigm Shift
» mamiinsanlugrRdiaouian:
anulneadomoluweitasnginssnuywimanndyi
mafsuLlaenTzuINiATAd ALY "
2 a5.00R lawsigns
UszsuAsTUMS TB-CERT

DS
LV 14451530

© Third-Party Al Risk Management:
Due Diligence in the Age of AGI

» MaEMIANIEDIN Al wBIUA ARTiEL
quﬂ AGI

© From Compliance to Competitiveness:
Building Secure Digital Ecosystems
in Thailand
» BindommuaganuaIalumIutedi:
ahoszuuAINa inslidumouas dofu

TS
01

© Beyond Phishing Tests: Effective Strategies
For Managing Human Risk
» nAimanageuieds: damsanude
mﬂwqﬂr‘u;mmw
DENITIEYRRIA

o oo

& amiun ?Jw‘n'n
r ST el % :
UTey oaflning 9nm

& Mr. Guishan Shah
tegional Account Executive
KnowBed

TS
02

© Gen Al and AGI Enterprise Strategy
Roadmap
» EMsAERTOYANTEA Gen Al uaz AGI

.'I’J::‘r"i'?'.]f"ﬁ‘i:ﬂi.'t:"‘ii"'ld' ril FIE P ']'HUL,\ L o[

oy

TS
03

© Governance by Design:
Building Trust in Generative Al through
Thailand’s National Guideline

» ATAUAIEATTOBAKUL: §319ANUTBNNAD

s ; R 1719 R -
nerative Al mMALWINIG AIGC WWaTR <
Generative Al muuwIma AIGC 1 A & o, Anf wngunn
lSnwonls
FIHAHNRIEgIN I 0BIENNIaUng (ETDA)

(5)

(5)

Beyond the Perimeter: Modernizing Active
Directory Protection Against Lateral
Movement and Privileged Access Abuse
snszAuMItlasdu: Unileo Active Directory
namslau@oRnuazmIndnfneg 1
£ Aailuning 91919
5%3'[:' nIdte, Silverfort

'n ..’
- -
»

Thailand’s Quantum Innovation Strategy: &

Building Infrastructure, Ecosystem, f w

and National Security Readiness

ARENTUINNTIUNAIBUANU TS L'|'|I°15r|ﬂ Wailasos t;leuﬂ 1
FEUUTNALREANUNIEY MUATIHIHATIDITNRA

n1.dsimil AeUdauun

‘1J’.z::’_ unis W’m‘éf aL“-:p_i_’;:;.|r291'-J

N

Integrating Cybersecurity and Enterprise Risk
Management (ERM) Using NIST IR 8286:
From Theoretical Models to ERM Al
Automation Platform " ) - 3
q‘;‘tu“-rrrim':111.|1J_f='|ut'c'mc=maL'uLuE‘;'-,;cq::r1‘1‘;‘1’:w1‘;'f='r;'|1.L';fw
80rAnT (ERM) munann1s NIST IR 8286: a1AuuudInas
dongeaunanasuanluiifnne Al
DonaEaR o ulﬁmm AOULOUN
, CBCI, C5X, wparl, COPSE, COB i ation, COB TIHET
¥ L_ul‘ln A aLI.:‘l‘i]a
AR uar U3 lewednsou iim

CSELF, 55CF, CASE,

USEn eds luswaduda dumes

Networking & Refreshment Break

TS
05
iy -

@ Al & Cybersecurity: Securing Tomorrow
v Al Ldidads: afeuraoanulile
Tuszuumaia
Cyber-secret futurist Arthur Keleti and cybersecurity professor
and leader Prinya Hom-anek explore cybersecurity's evolution
in the Al era. Discussing AGI implications for humanity,
Al system safety, ethical frameworks, and actionable guidance
for providers and customers navigating our Al-driven future. 5y

& Mr. Arthur Keleti
Cyber-Secret Futurist

Founder of Info-/Cybersec, Trends, Buzz & Networking - ITBN

s )

GPT-5 and Gen Al Redteaming
GPT-5 unzn17 Redteaming A8 Generative
Al: pusime lwdenu Generative Al

g o

wn. Juzqnd anateaoA

87973 L‘H‘l"IUPL ’°JUT°J i PWINETATRATTDL L&
ﬁ‘.‘lﬂlﬂ’,ﬁ.u‘-’lr URZUIA Lsowe1uIaAs Iy

N\

Cryptography in the Real World:

How & Why Cryptosystems Fail
maisidlulanuepnuiduade
v lussuudn s WS IR LIWaD

SSAF, ISSMP,
Security & ldentity Strategist
Board of Dirsctors, ISC2 | vCISO | Author

2\

o
Al Forensics: Techniques, Tools, and Legal
Challenges in Auditing Intelligent Systems
dansman fggnusavg: Geujl
LATBIHE LATATILYIINIENIaN,NLNE
lumsnmaseussuulggilssivs

AR

W0, UYWA ATYQAD
‘PJ~|'""“'J|‘""I‘
HEN JFUJ HATUITRLUD 11'” W1

s}

Shadow Al: The Hidden Risk Inside

Your Organization
‘WerlIF].'] Al F‘?WIJL%&?J- ¥ 'fJT..lL“..lﬂ'IFJ 'l W‘Hﬂﬂ‘i ‘
‘H‘ﬂ ﬁﬂ1ﬂ7r"‘JﬂLLﬂﬂ7JL‘r]Lﬂmiiﬂ LHLAR
WRZUIMN T HIJ“]

A

AMWINTHY UszminAna
AuimsAuanuiuRURDAA BRI TRUWA (CISO)
drinnuWusInsIueBianvIating (ETDA)
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Digital Management Session
(DS)

DS
ULY 09:00-09:45

© ISO/IEC 42001 Implementation Case study:
Building Trustworthy Al Management
Systems in Regulated Industries
¥ H30TZUUNISUTIIIAMS Al uRzATITUTINT

ﬂ'ﬂmﬁﬂﬂﬂmﬂﬂwﬂngﬂmmHmumﬂumﬂ shormudeda
AT uazreUfuRnsms]

DS
ogF 09:45-10:30

@ Al-Augmented Cyber Defense:
Innovation Beyond Traditional SOC
3 3:UUﬂﬂﬂﬁuﬁﬂ1‘ﬂlUEl‘§ﬁﬁulﬂaﬂ‘uﬁ']ﬂ Al:
winnTsufimianneud SOC wuuthy

& oot Tuil

DAY 2

SUWOQKEUGA 27 WOADMEU W.A. 2568

Technology Management Session
(TS)

TS
06

© OWASP Top 10 for LLM Applications 2025:
Understanding and Defending Against
the New Wave of Al Threats
» 10 AMuLdesfu LLM 1 2025 10 OWASP:

il mmflﬂamfnﬁ1’1umﬂi]un,ﬂmﬂuﬂﬂﬁnmmﬂuuﬂﬂn
Bluﬂﬁ Al 'Lvmtmum

TS
07

@ The Next-Gen SOC: From Reactive to
Predictive with CyberNest
(Threat Intelligence)

» SOC ﬂﬂ'l‘wn winlaugn® AosL” g PIRASEL
ﬂ']tlﬂ’]‘i‘ilutﬂﬂﬂuiﬂﬂ CyberNest (Threat Intelligence)

Q8. CISER, CISA. AIGP
Urzsnudmhfiuimsfivine Ccco
i o@s [nadute Wuned @1n

& nmunﬂi ﬂ?mﬂ'l
'IJT'E']‘I.II.S]'I‘:-'IH']‘!‘]UEH']T CEO
visn luwedaseu sidn

& 0.48n yenAuNAR

CISSP, CISA, CISM
He1uen)sHNEUIATAYTART

U3un 1098 IWalsduds Wuned s1in

- 14 r o« W 1“
il 'ﬂlﬁllﬂﬂ_fﬁﬂlﬁl AULUNDY
Unzsnwdmihiiehedfjiiinms OO
uiEm luwednseu $1in

10:30-11:00

Networking & Refreshment Break

KN
08 11:00-11:30

O |dentity is the New Perimeter: Enhancing Visibility, Detection, and Response with ITDR in Sophos Central \
» Identity is the New Perimeter: #inszAuA1sUBILAL A1SATIIIL UeZAMSABUSURY fe ITDR Tu Sophos Central l:'.

& AnaiganT eAenlsy
Senior Sale Engineer, Sophos

Lunch & Networking

—~ Panel Discussion: ¥ovlaoun
[y 13:30-15:00
© At the Crossroads of Quantum and AGl: Government and Private Sector Collaboration Advancing

Policy, Innovation, Security, Ethics, and Strategic Implementation

» o qaABuwis Quantum ua: AGI: §§-entulnesiusiweuaayniia Moulawns winnsu

dmmegemutlsensdt Tl9Sosssu taumthaeunul§iim

& WAR.9.A. T YUY
@NEATIAMIZATIUATANTS AM AN LATUAS
Unaadvlywesusiend (anut)

& Amalsn guuziund
HennemIanlashamiu
2 Raaug Jsuinsaidigns LesirtEouenussdume uladsaauma
Rennums sUIALeUIzI ALY
MemAukazanasauAnudssiumalulagasaumna
dineupAsznIINmMImAumdnminduazamandaming (n.a.n.)

& SA.AT. sml‘m uuuw
HouIen13 aentuledud

& Moderator:

2.uSuniqns wWsuedimluna
auuen
AUIANANUNLAIUREAANIZULENTFUWA (TISA)

@ 15:40-16:00

© Visible the Invisible: Human sensing through Wi-Fi

» uaamumuﬁamum‘[umu 1dims m*mauﬂaaﬁ’mmm
Wi-Fi me um‘:mﬂﬂﬂﬂﬂuﬁmﬁﬂﬂmmw

@ 16:00-16:20

© From Recon to Exploit : How Al Can Autonomous Hacking
» Al udnaaldeTovse? nmssenwuuuisms lauAiugULULl

@ 16:20-16:40

© Prompt, Poison, Pwn: The Dark Side of LLMs
s ) o o ow e
v emsonmeiuens: Weenaumuiinteo LLMs

& AMNoANT 1ONRNINA
Lead Cybersecurity Consultant
SOSECURE Co., Ltd.

& Anigind weniSoolwen
Lead Cybersecurity Consultant
SOSECURE Cao., Ltd.

& Aoita1ing Weudszaisymn
Senlor Consultant
whan wds Tuswlsdialh dhuned $1dn

& 0. dunsugns UszAdanaIal
CISSP, CISA, PCI-QSA, GXPN, GWAPT, OSCP, SPSE. COSK
Founder and CEQ

& Amnigan Bum
) : Af‘soolate Consultant
Cynius Cybertech and Consulting

uiun weds Tuswaduds dhuned s

Closing Ceremony
& Lucky Draw iPhone

mMuuANIsTuNLRss1eaziBsnoeiinisilfsuudas iusissadildgdoyssigaldf www.cdicconference.com/agenda
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CDIC2025 CYBERSECURITY WORKSHOPS

mAJRUAaluNIsSNUIAILDUAYUADAABANSAULNA S1UdU 38 KOTUD

DIGITAL AND CYBERSECURITY MANAGEMENT
WORKSHOPS

Khangasaumsuskisvamsinalulagadnaua:
AWULUAVUaDONYTBIUDS

MW-01 | Preparedness Guide for Cybersecurity Risk Assessment
in Action (Alignment with Cybersecurity Compliance,
Standards & Best Practices)

uﬁnggiummun17ﬂ1::ﬂum1m§uﬂ surnuiuaniaendtlowes
FenARBIMUNVINYTIAUIBsTRIWIENTUQRMITnIIANLTUAY
Unondulowes

0 MusumsinwanusiuaslaensuluiuefurzdofiunuLIng
mavssidupnuion .

© nssumalsafivanudsemurnuiuaslasndulyiues

0 fafmusfmedemunarauuRzuUfTRFmiumnsdueande
murmMTuAsURenduluues

O nIUMSANTINNLLRENTEUIUMIEMTUMTUIHEuALLEED
murnuiuAcUseafalwed (Risk Management Framework and Process)

© minyileduidus éHisk identification)

© MTIATEAATIULEYY (Risk analysis)

(-] maussdlunATRE (Risk evaluation)

© MIdAMIuHURBUIUDIANIAYY (Risk treatment plan and Risk response)

O MIARRIUNALRZTILIUNE (Risk monitoring and reporting)

Intensive One-Day Course in implementing New Version

PCI DSS (Version 4.0.1)

-~ v od o s
NANYAITIVIANDATUUNITAT Hﬁg Amuane il Ijtlﬂ'dl-.l'lﬂ‘ij'lu
ANULUAsLReAATIMSUTINSLATARN

-] mwnmﬁmﬁ'ummmu PCI DSS

O TAuAMUToAARBYTas PCI DSS dwiussAnsudnzlszLan

¢ walulaiififedoafumssuiiumsisannatasiuinmsgy

© wwIenIIATUATBULILATEs PCl DSS

© Yarmunyos PCI DSS

© rummIdviunInTIeiuses PCI DSS nefiu 4.0.1

© msAsuuaeszvite PCIDSS nediu 4.0 un: nafiu 4.0.1

© msliinnsmsmununauny um:mmm‘:muﬁnﬁﬂ&"ﬂum Winlvins
ﬂ'uﬁu;nuﬁamﬂmmﬁummim PCIDSS

© miawmTuNMIING Implement controls mMuYamMwuazas PCI DSS
1IBTiu 4.0.1 sgraANFULLL

MW-03 | Framework and Best Practices for Implementing Data

Governance and Data Management in Organization for
Comply with Related Law and Regulations

. = a » o am e o =
vangazuIMILIMISAmstioys usswwUuRnAsuiun Ui
InmatiayaduMIMMUBITNALIRTEYR URN193MI9ANS
HoyamulussAns

O ATUUANATITIRTIOETTNIAUIRTOYR URSAITUTHITIANTIOYR

© mwranvsongvany suiivu fodAuifeaiuaTnniviatoys
wRzMIUINITIAMTdoyn . e

0 munueswnMeRLhUfIRRAshuiumasmstamstoyamhnld
unIIAIENT

O WMMIUIMIIANTsioyRluesAng

www.cdicconference.com

IT General Controls Audit (ITGC)

a - a
wangmsmanaleseuFesminuaui lumumaluladsmssums

© MANNTIURIVANR e

© AnuFnugAAsuRmeinIndudwmiunsrsIetey ITGC

© uwmomInTieseu (TGC

© ulsvemumsinwanulreadsvesszuusssums (IT Security Policy)
© TasoafwasAnsuazmuwidoaruaaadas |T (IT Organization)

0 nmsuimIiamsy liuimsmouanmemumaluladssaumea
(IT Qutsource Management)

© maimw IamuasthgeinwssuudsEume (IT Change Management)
© MIFNBIATMUURBAAENIINIBATH URZHINTNIIATUANTATHLIARDN

(Physical Access and Environmental Controls)

© n1IAUANNITNAYSTULLRzYY R (Logical Access Controls)

© nisshsastieys mafteys MdmsdusULazMsIRn1sALgm
(IT Operation Controls)

© unusosfugaumssigridumesualulaisssumns
(Disaster Recovery Plan)

© Workshop (Case Study)

Implementing Cybersecurity Control Baseline to comply

with Cybersecurity Act

s 2 7 = LBl z
'HﬂnqHjﬂ'l'iﬂﬂ'ﬂ'lmﬂsn'ﬁﬁ']uﬂuﬁ?"luuuﬁﬂﬂﬂﬂnu1'ﬂ|.'ua'§'ﬂumﬁ1"iu

TORVFESTUUSIRUIMA Msl WU, MasnwAnsiupsRendel e’

- » s ar =5 o s o - P

© vAnudnlenguinesiAusesiiigrtosiunsgIuTun T sioys
WIBTTUURITRUINA

© msdnTAuNRNTNLTBsTByAVFERIRUWALYEEARARBITUNgVINEEAUTEY

© malsenAldunaneUfun uRznIpUIIRTEIEINMINEIATILIUAY
Usendeluwes iedmiunasyiutushuestoysyiaszuussumeA

MW-06 | Preparedness Guide for Organizational Resilience and

Business Continuity in Action (Alignment with Standards
and Best Practices

- - L e A o ] ) -
nﬂnggsm‘mmm LRSAUUNTLAETIALAT 'lililﬂﬁtlaggﬂﬂﬂﬁ ATURS
ATHABEHBIN I GINIMIHATATFTIHURSUUIM ﬂ‘lJ{]U ANA

O mwsnfAmeunzuNa luNABANAmY o Jeguu

0 nIpuuWIARMIUIMIATABBI g IR AN E AL uTB0BIANS
dmiufuilenusatunisnisne 4 MiAntuiussfns

© uwIeMIIMiuNUnDURLBRieatRM It limaRn

© wamemITAKUAMEABIDOMgTAY

(-] l,l,mwmmﬁlﬂ-ﬁamwumauﬁuﬂnﬁiaqu‘ﬁﬂﬁcﬁua:mumwviaLﬂaamoﬁ“:ﬁa

MW-07 Key Actions for Critical Service and Critical Information
1pay | Infrastructure

" o e v ml P w o
vangnIwURIR Ay idessuiumssmiumissnuyeeigus:
'l"I'I-J'JEI\!']‘HIﬂTﬂﬂ‘i’_’]ﬂﬂﬂj'ﬂﬂlﬂﬁﬁﬂumIi ATUNHWAERTAUIBY
goonguinemsinmanuiuasnennelgiues

© MudAguazMHTINMIANINAIMUNgUIIEM S INEIATINGUAY
Unensivlawuns

© MrEiAyLRmWRUMIALTuM s mIuUszRu U URA
mM3snmANutuAcRendelues

O MERIAYURMNTIUMIANTUM IE M IUNTBULIATTINAUM TN
AnuiuAsURandeluued

O MEALREATHTINMIATNM IR S UM awTom I uS nTuaevi 80Ty
TRsos e U WA TRUA g

© mmshAguaznwTIImMIANTuM swwIUfuRNug v (Security baseline)
mmﬁnum:ﬁuqnmumﬂ'ﬂLuaﬂuuﬁﬂ:i:ﬁw .

© wuudsnduagmumwmsanisouiunisinmanutursseadoluues

dviundIsnuBeig uﬂ:wdwmuTﬂsuﬂ%’lm‘fujwshF'l'fumuﬁﬁﬁumﬁ



Al MANAGEMENT SYSTEM & Al GUIDELINES
FOR IMPLEMENTATION WORKSHOPS

KaNFasszuuusmisoams Al ua:uusmvomsus:=gna
soupghoidugusssu

Implementing Al Policy to Support Business
Operation Effectively

wangasuumemsdavinulemnenisliom Al sndassiusyu
MIANUUITUNGINVDLUIOINHNZTU

© nsrnaAsFILastUFTRRANEInUMImuAun13Idonu Al

© winmsdmiuAmuANMILTNY Al

© mdusninmslivalulad Al fmasissan unswaeruANANLEss
0 mwnuweengwiny suieu fedvAuiAsatumsldou Al

© wuamemidaviuleuiy Al

Implementing Al System Impact Assessment and Risk

Assessment for Artifitial Intellgence Management System

NANEATNITUIZLHUNANTZNY uaznsdssfivanudseshviu
maiszuudyglshsganldo

(] wﬂ"ﬂmiﬁygnwmﬂruruwi:ﬁwi

0 nsgiinmdssfumslsiunaniziy wrzmalszdiuanuies
dwFummhsuuilyglssavgunldou

0 uwwamsmsuimsanuidusdmiumaiszuudggnlssRvgunldon

© ATTHLANATITZ V0N TUTSIHUANMRES LRz TUTsIHUNANTINY
dnfumahsuulggidssavgunliou uazanudenlosiums
Uszifiunanssnudu g iumsin DPIA

© VANNTT TUABU URZWHIMIANTUNTT dmMFunmslszidunanszny
dwiumnhsuullgglssAvganldom

0 nidiAnmdmiumalsdusanizny unsmalszduanudee
dmfumadszuuilygnlssivgunldom

AW-03
1DAY

Implementing Artificial Intelligence Myanagement
System based on ISO/IEC 42001:2023

angnsmaiennszuuimsiamamaluladdygyns:ivg
nianAfauAuNIAIgIuEIna ISO/IEC 42001:2023

© amuveswalulaBtdppiUsshug

° mﬂsjlm‘"wLr]mﬁﬂuﬁ'us:uuu?miﬁ'ﬂmimﬂTuTﬂEﬂmm'ﬁﬂi:ﬁuﬁ

© TEasdEANEINUNMINTIRTUTBININTTIY

© vafuaAnRnuosiIATg Y ISO/IEC 42001

© wnsmsmvAndmiumsuImsiamavaluladlagssivg
(Al Systems Controls)

Leading Cybersecurity Governance:

Transformative Strategies for Cyber Resilience
Management Excellence

wingrsnadugidiunsinuguaiurnuiuaslrendslaved
unzmsRsunugAnugsiumeleiueseoonerns

© Understanding Cybersecurity Governance: A Strategic Framework for
Protecting Your Organization

© A Step-by-Step Guide to Building Robust Cybersecurity Governance

© Fostering a Culture of Cyber Resilience in Your Organization

© Defining Clear Roles and Responsibilities in Cybersecurity Governance

© Adopting a Holistic Approach to Cyber Risk Management

© From Vision to Reality: Translating Cybersecurity Strategy into Action

© Developing a Cybersecurity Program: Turning Strategy into Actionable Plans

© Measuring Cyber Resilience: The Role of a Cyber Resilience Dashboard

© Implement Cyber Resilience Platform

© NMavigating Cybersecurity Transformation: Building and Following a
Strategic Roadmap

Generative Al for Cyber Investigation

m‘u’nwsmﬂﬁ Generative Al Tuou Cyber Investigation

0 vivanuiiniu Generative Al Tumwaau

© msiiisu Prompt dwdusduoiu Generative Al

© iANuFINAY Generative Al UszLampsing g

[} m‘sﬂi:qn&ﬂ'ﬁ Generative Al Tuay Cyber Investigation
© Use Case msliis1u Generative Al iinsuls

© find7rin (Limitations) wesn514e1u Generative Al

© myUsiiurnudsorsemadt Generative Al unlszgndlilueoAng
© wualiiy Generative Al Tuswian
© uvastayasvivAnwiavan Generative Al
© Workshop Generative Al for Cyber Investigation
O uny: MIAUANTayRIINUMEiayRla(OSINT)
f19Tud1d Cyber Investigation

Generative Al for Security Expert

wangmimsliotu Generative Al 8wy Security Expert

© Al Model for cyber security

© Prompt engineering

© Enhance detection engineering

© Improving log analytics

0 Enhance network security monitoring

AW-06 | integrating Cybersecurity, Al & Quantum Risk
1pay ) into Enterprise Risk Management (ERM)

wingnInansuanuiunssendeluiugs, Al uazanuiu
ATHAIBNAN §INTUTEUUNITIANITAIMIAEIRYROANT (ERM)

© The World Global Trends 2026-2030

© The Three Lines of Defense Model from 2013 to 2020

© Evolution of the Three Lines of Defence Model : From Risk Control to
Value Creation

© Three Lines Model: Global & Thai Best Practices in Risk Governance

© The Three Musketeers : IT Governance Framework, Data Governance
Framework & Al Governance Framework

© Cybersecurity Risk and ERM Alignment

© NIST IR 8286: Integrating Cybersecurity and
Enterprise Risk Management (ERM)

© Integration Challenges and Considerations

© Recommendations for Organizations

© The Revolution of Al and Quantum Computing

© Issues Regarding Al Usage in An Organization

O Al Firewall & Al Gateway

© Country Level Risk about the future of Thailand Al Sovereignty

0 Key Takeaway

AW-07 | is Al a game changer ?

1pay J Formulating Al strategy for the Enterprise

wangmIMIivuanagns Al dwmiuesAns
(Al luAlReuLInuYTaNTB?)

© Introduction & Context
» The Big Question
> Understanding Al in the
Enterprise Context
© The Current Al Landscape
> Market Trends & Adoption
> Al Technology Overview
© Value Proposition of Al
in Enterprises » Emerging Technologies Complementing Al
» Efficiency Gains » What's Next for Al in Enterprises?
> Innovation & Revenue Growth @ Capstone Activity

» Competitive Advantage

© Case Studies & Real-World Impact
» Success Stories
> Lessons Leamed from Failures
© Strategic Roadmap for Al in Enterprise
» Readiness Assessment
» Implementation Framework
» Governance & Continuous Improvement
© Future Qutlook

© Challenges & Risks
? Organizational & Operational Risks
> Ethical & Regulatory Considerations
> Cybersecurity & Al Threats



PDPA AND DATA MANAGEMENT
WORKSHOPS

HBﬂgClSC'I"IUﬂW svanm sualgauer

misAuAsSDVYadduyAna

Applying ISO/IEC 27701 (PIMS) for PDPA

wangmamahiedmuninasgiusinauUuszgndliduns
ANATDITEYRRINYAAR

© #muzrey ISO/IEC 27701 weaifusign uazeandsanIuAsuulag

© mMwTuaATTIUEINe ISO/IEC 27701 (PIMS) swiunsuivissanis
tayadiuyAas

O fefAmMuATBINIMTgIM ISO/IEC 27701 AUATTUHUWUGLIRTFIN
ISO/IEC 27001:2022 (ISMS)

0 wmemainasgI ISO/IEC 27701 umlszgnd linumsuinisinms
nMiAuATRTBYRMINYARRTDIBIANT

0 fdermuafunTuIMIIANIteyRENYAAR

© LUIANTUMILRZHIAINIAIUANEMTUNRIUALTDYs Uy ARA

O wuAiumILe: mmmimuauﬁwwwﬂs WauAtoyREIuLAAG

0 WMIFMURUIUFURDY 4 MALITosAuMILTMIIANsioyadauyAAR

[!‘;[!?_ Implementing Data Security Controls for
1pay ) PDPA Compliance

wangmImsdmihuszsiumanasmsauiusUseniyssioys
TumaufURsenntesmMuNgVaNEIAUIEITRINGUAIENIIANATED
HayasIuyAAR

o wnsmsmuAudmiunsinmAnuturslrendsractoyadiuynna

© WUIMSANTINMTNINTAITATUANAULIATAI5IT980ANT (Organizational)

O wMANMINIATMIATUANAWIIATMTITanATA (Technical)

(-] u.mmaﬁi’rtﬁum'immm'smuﬂ.uﬁmmﬂimimumﬂmw (Physical)

0 LUINANTUMINIATMIAILANALNATATUAAR (People)

© msghasEuAnuaninimuanudAyeinsAuATasioyaduyAAe
wRzMITNEIAINLUAIURDAAY (Privacy and Security Awareness)

M Integrating PDPA Data Protection and Data
1 DAY Governance Platform

WANERINMIYIANNTUNaRNE SuAMUMsANATEsTEYREIUYARR
Aumsfiiuguatoym

0 muwnumalulai uwaavodu ssAvsznay dmiumstanisioyadauyans

o mislduwanasulumsuImsinnis PDPA aehouduszuu

© uuIMenIIAN1s Personal Data Inventory

© uuIMeN159An1S Data Protection Impact Assessment (DPIA) and
Risk Management

© WU TIAN1s Consent Management System

© uwuamen13ImnTs Data Subject Right System

O uuIMmeMIImn1s Executive Support System

o Anudenlasroosunanvaiunmsdnnsteyaduurnauazinanvou
msAIfUgLatays

SOFTWARE DEVELOPMENT AND
PROGRAMMING WORKSHOPS

KanNFasAUMSWeUUIS:uULLa:EDWALLDS

Microservices Architecture

wangnsmsosnuuuszuuliidu Microservices

© Introduction to Microservices
© Design principles

© Design patterns

© Technology for microservices
© Distributed transaction

© Distributed tracing

© Data consistency

© Reporting patterns

© Securing your microservices
© Identity propagation

© Service to service authentication
© Logging and monitaring

How to Design Secure Software

nangnIsenuuy Software atsliliilaendy

© Security Design Principles

© Define Business and Technical Scope
© Threat Modeling

© STRIDE

© PASTA

© OCTAVE

© Risk Handling

3 DAYS

How to Securing Web API

WaNgMIM 3N Web AP atholslvlaeademnmslouilulanloues

© OWASP APl Top 10

© GraphQL security

© gRPC security

© REST security

© Open API Specification

© Automated API security testing
© Cross-Origin Resource Sharing (CORS)
© JWT attack vectors

© Securing API with OAuth2

© OAuth2 security best practices
© Logging and monitoring




nmAJHud

CDIC2025 CYBERSECURITY WORKSHOPS

nmAUQUAatuNMssnuAILDUAVUaDaneansautnA Siudu 38 Koo

IT PROFESSIONAL AND TECHNICAL
WORKSHOPS

rnangasdunadndugouazinaluladaisautne

Adaptive Network-based Infrastructure Attacking
ARNEATIMATALRENIINANDUITIZIZUUIATETE

© Network Layer & TCF/IP Fundamental

© Phase of Ethical Hacking

© The Art of Spoofing & Port Scanning

© The Art of Sacial Engineering & Metasploit Basic
© Target, Network & Windows Enumeration

© Post Exploitation: Credential Dumping

© Gaining Access Through Network Exploitation
© Escalation of Access

© Client-Side & Scripting Attack

© Hacking Recent Linux, Windows Vulnerabilities
© Password Cracking

© External Network Reconnaissance

© Hacking Application Servers

© Vulnerability Identification

© Internal Network Attacks

© Gaining Situational Internal Awareness

© Impact Demonstration

© Internal Lateral Movement

All-In-One Cybersecurity Mastering

w -l al 5 ) -
WaNgAIATYIATE0ITEY Cybersecurity vismslanfuszmstesiu
malehueniluusuldlaese

© QOverview Cybersecurity Framework @ Cloud Security

© Understanding Cyber Attack © Application Security

© Risk Management © Mobile Application Security

© Data Protection and Privacy © Incident Response and Handling
© Infrastructure Security

TW-03 | A Beginner's Guide to Becoming a Cloud Security
1pay ) Professional

wengmagfiesmivgFuiumandugidnnysumunsendiy
FUUARTIA

© Cloud Concepts, Architecture and Design © Cloud Data Security
© Cloud Platform & Infrastructure Security © Cloud Application Security
© Cloud Security Operations © Cloud Security Operations

Cloud Security

wangnsausuMsldeu Cloud athelslvivsandy

© Cloud security principles
© Cloud security architecture
© SABSA conceptual analysis
© SABSA design

© |Infrastructure-level cloud security
© Application-level cloud security
© Data-level cloud security

© Security as a services(SECaaS)

AWS Cloud Security Best Practices

NaNgAsoUTHMSIIHeN AWS atolsondy

© Cloud security principles

© Shared responsibility model

© AWS Well Architecture Framework

© AWS security best practices

© Securing network on AWS

© Site-to-Site VPN

© Maintaining EC2 instance with AWS Inspector
© Securing application on AWS

© Securing data on AWS

© Security audit with AWS config and Trust advisor
© Cloud infrastructure analysis with scout suite

© Cloud infrastructure analysis with prowler

© Audit Infrastructure as Code(loC) with tfsec

TIN-06

Vulnerability Management
TRy ulnerability Managemen

wangnsmsinnsdosininsusimsaumlautonisilesiu

© Vulnerability Lifecycle

© Vulnerability Scanning

© Vulnerability Analysis

© Interpret and Prioritize Finding
© CVSS scoring

Securing Web Application

nangmIn3sie Web Application atislslvilasnds

© OWASP Top 10 Risks

© Security Testing

© JacaScript Security

© API Security

© Secure in Deployment

© Modern Web Security Risks

Mobile Application Penetration Testing

NANFASMINATOUITZSZUUNINTULIBUBNNRALATY

© Introduction to Mobile Application Security
© OWASP MOBILE TOP 10

© Android Architectures

© Device and Data Security

© Network Traffic

© Reversing APKs

© Static Application Analysis

© Dynamic Application Analysis

www.cdicconference.com




TWN-09 | Active Directory Penetration Testing:

2 pays ] Techniques and Tools

Malware Analysis Techniques and Tools

nﬁ'nqam.ﬂ'l:ﬁnmsnnﬂaum:s:uu'lu Microsoft Active Directory

© Introduction to Active Directory Penetration Testing
© Active Directory Architecture and Components

© Setting Up the Testing Environment

© Enumeration and Information Gathering

© Exploiting Active Directory Vulnerabilities

© Advanced AD Attack Techniques

© Post-Exploitation Activities

Scripting for Penetration Tester

nangandeusasuadslusdmiminnasouaizszuy

© Overview of popular scripting languages (Python, PowerShell, Bash)
© Setting Up the Environment

© Basic Scripting Techniques

© Python for Penetration Testing

© PowerShell for Penetration Testing

© Advanced Scripting Techniques

© Automating Penetration Testing Tasks

© Practical Applications of Scripting

Intelligence and Scenario-Based Penetration Testing

MANYATNMINANDULZTTUUTONOIUNITATTO

© Planning and Scoping Penetration Tests
© Advanced Attack Techniques

© Executing Penetration Tests

© Analysis, Reporting

© Post-Exploitation Analysis

© Reporting and Communication

Threat Intelligence Implementation and Analysis

wiangnimaiiansiusclinwioyat1ansesiunnaia
mailesAuslnihmaanuidein

© Introduction to Threat Intelligence

© Setting Up the Threat Intelligence Program
© Threat Intelligence Tools and Platforms

© Data Collection and Processing

© Threat Intelligence Analysis

© Operationalizing Threat Intelligence

© Advanced Threat Intelligence Techniques

Incident Response and Handling Techniques

and Tools

NANFATIMATANITADUFUDIURZIANITINANIIR]
wionfuileyndvanain

© Introduction to Incident Response

© Incident Response Team (IRT) and Roles
© Preparation and Planning

© Identifying and Categorizing Incidents
© Incident Containment and Eradication

© Incident Recovery

© Post-Incident Activities

www.cdicconference.com

wangaamaiamsiensiian i lugiuuusie 1

© Introduction to Malware Analysis

© Setting Up the Analysis Environment

© Static Analysis Techniques

© Reverse Engineering Basics

© Dynamic Analysis Techniques

© Advanced Malware Analysis Techniques
© Memory Forensics

TW-13 | soc: Cybersecurity Threat Detection and Analysis:
3 pays ) Techniques and Tools

as s i = & as o
NRNYPATNITATIVIUAYURETD i.H'i'l:HﬂHQﬂﬁ'lN'ﬁ'!ﬂ'ﬂW B3

© Cybersecurity Threat and Attack Techniques
© Overview SOC (Security Operation Center)
» What is SOC?
» Type of SOC
> SOC Service Catalog
¥ SOC Roles and Responsibility
» SOC Architecture
© Incident Management Process
© Security Analyst Skills and Certification
© Intrusion Analysis Technigues
» Log Analysis Concept
» Basic Splunk Indexes
» Basic Splunk Search and Query
» Workshop: Log Analysis to Cyber Security Threats by Incident Category
» Network Traffic Analysis Tools
> Analyze and Drilldown Threats
© Use Case Development

Python Data Analytics for Fraud Detection

wingnan13ld Python lusu Data Analytics smiumansasdu
M3Y23N

© ANuAIAYYBINITV Frayd Detection Tunoedng

© viamuidndu Python \lagsiu

© 35m3 Setup Python W1y Google Colab

© maifiuy Python TuRnuaizsineq duiugiu

© tumaun1svin Data Analytics for Fraud Detection

© mislamiaiooile (Library) Python lusnidiamideys (Data Analytics)

[} m‘iﬁ'lmmmmniiagﬂ (Data Cleaning) ua:uﬁmﬁa:&mﬂu?‘ﬂmw
(Data Visualization) nan Python

© Use Case Data analytics for Fraud Detection

© Workshop Python Data Analytics for Fraud Detection

© unu: Mstwgaiayn (Dataset) dmiuvin Fraud Detection

© 11 Python #1u Google Colab

Machine Learning Security

ar =l ar é . . =l o s
VRNYATOUININEINUANINIEEOUN Machine Learning vinaggzan

© What is Machine Learning

© What is Generative Al

© What is Agentic Al

© Model Context Protocol(MCP)
© Securing MCP

© OWASP Machine Learning Top 10
© OWASP LLM Top 10

© AlOps

© MLOps

© GenAlOps

© Al data governance
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REGISTRATION FORM

CDIC2025 CONFERENCE 26™ - 27™ NOVEMBER 2025 - 2 DAYS

nstutdon Session AMUAUTDIUMSINSOUFUUUY

.Digital Management @ Technology @ O <\
Session Management Session -

CDIC2025 CYBERSECURITY WORKSHOPS - 38 TOPICS

WIhduuunanuisataaniodomAUNua lauinna 1 Aodo

DIGITAL AND CYBERSECURITY MANAGEMENT WORKSHOPS

= o

Krangasaumsuskissamsinalulagasnaua:AuduAvUanalsiuas

@ @ 29 January 2026 4,900.-

Preparedness Guide for Cybersecurity Risk Assessment in Action

Implementing Cybersecurity Control Baseline to Comply

(Alignment with Cybersecurity Compliance, Standards & Best Practices) with Cybersecurity Act
@ @ 22 January 2026 4,900.- @ @ 19 December 2025 4,900.-

‘ Intensive One-Day Course in implementing New Version PCI DSS | Preparedness Guide for Organizational Resilience and Business

(Version 4.0.1)

Continuity in Action (Alignment with Standards and Best Practices)

@ @ 15 January 2026

Framework and Best Practices for Implementing Data Governance Key Actions for Critical Service and Critical Information Infrastructure
and Data Management in Organization for Comply with
Related Law and Regulations

@ 19-20 January 2026
2 DAYS,

‘ IT General Controls Audit (ITGC)

1 DAY

@ 26 February 2026

Leading Cybersecurity Governance: Transformative Strategies for
Cyber Resilience Management Excellence

Al MANAGEMENT SYSTEM & Al GUIDELINES FOR IMPLEMENTATION

Kangass:uuuSKHIsOaMSs Al uaziudomvnmisus:gnatdoiupaoidususssuy

@ @ 30 January 2026 @ @ 11 February 2026

‘ Implementing Al Policy to Support Business Operation ‘ Generative Al for Security Expert

Effectively

@ @ 17 December 2025

Implementing Al System Impact Assessment and Risk Assessment
for Artifitial Intellgence Management System

Integrating Cybersecurity, Al & Quantum Risk
into Enterprise Risk Management (ERM)

@ 14 January 2026 4,900.- '1':;':’ @ 27 January 2026
Implementing Artificial Intelligence Myanagement System Is Al a game changer ?
based on ISO/IEC 42001:2023 Formulating Al strategy for the Enterprise

AW-04) @ 13 February 2026 4,900.-
1 DAY

Generative Al for Cyber Investigation




IT PROFESSIONAL AND TECHNICAL WORKSHOPS

nangasautnadndugoua:zinalulagansautns

% @ 26-28 January 2026 15,900.-

‘ Adaptive Network-based Infrastructure Attacking

% @ 23-25 March 2026 15,900.-

All-In-One Cybersecurity Mastering

@ 18 December 2025 4,900.-

A Beginner's Guide to Becoming a Cloud Security Professional

TW-04

1 DAY

l Cloud Security

% @ 4-6 February 2026 15,900.-

AWS Cloud Security Best Practices

@ @ 3 December 2025 4,900.-

‘ Vulnerability Management

TW07) @ 19-21 January 2026 15,900.-

Securing Web Application

@ 11 December 2025

TN-08

2 DAYS

@ 19-20 February 2026

‘ Mobile Application Penetration Testing

&

‘ Active Directory Penetration Testing : Techniques and Tools

@ 23-24 February 2026

PDPA AND DATR MANAGEMENT WORKSHOPS

KrangasaunNsdomsdolala:NMsAUAsDVUDadduUnAa

&

| Applying ISO/IEC 27701 (PIMS) for PDPA

@ 15 December 2025

% @ 5-6 March 2026 9,800.-

l Scripting for Penetration Tester

% @ 11-13 March 2026 15,900.-

Intelligence and Scenario-Based Penetration Testing

% @ 12-13 January 2026

Threat Intelligence Implementation and Analysis

% @ 22-23 January 2026 9,800.-

‘ Incident Response and Handling Technigques and Tools

% @ 2-3 February 2026 9,800.-

‘ Malware Analysis Techniques and Tools

@ @ 11-13 February 2026 15,900.-

SOC: Cybersecurity Threat Detection and Analysis :
Techniques and Tools

@ @ 23 January 2026 4,900.-

l Python Data Analytics for Fraud Detection

=

‘ Machine Learning Security

@ 25-27 February 2026

@ 14 January 2026 4,900.-

| Implementing Data Security Controls for PDPA Compliance

@ @ 16 January 2026 4,900.-

Integratmg PDPA Data Protection and Data Governance Platform

SOFTWARE DEVELOPMENT AND PROGRAMMING WORKSHOPS

KangasauMsSWouLNS:uULa:sawauds

SW-01

3 DAYS

@ 22-24 December 2025

] Microservices Architecture

SW-03

3 DAYS

‘ How to Securing Web API

@ 18-20 March 2026

SW-02

2 DAYS

@ 26-27 March 2026

How to Design Secure Software
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o Grand Hall gudiinssAnisunzmsdszguluma ngommwy

G nayilvae

© wuImsssAuge (CEO, COO, CRO)

© AUSMIIHUMATEAUES (CIO, CTO, CDO)

© AuSmsssuuANUReRdutayRsALge (CSO, CISO)
© duivmsniedoemslusenuleiiuazssaumd

(Vice President, Assistant Vice President, IT Director, IT Manager)

© fuimsihegsia HuIMmseRdvia guimsdieuinnssu
WUIsW18n13mRIM (CBO, CDO, CIO, CMO)

» = % a
(> wﬁmmzyua:mﬂ?nmmamuszwmmumﬁummmﬂaamnm
msloiwes (IT Specialist, Cybersecurity Specialist, IT Consultant)

© yamnsmulefivoswiisnumaizuasienty
(IT Security Practitioner)

© JuaszuuiindsnuazssuuUjunn1sresesAns
(Network & System Administrator)

© wnTIVNRUTZVUFITEUWA (IT Auditor)

© AW TanALIF (Software Developer)

> o o
AUNRUASHIUNTATUNUY

© suuun 2 4 - myustesusasasn (Conference 2 Days)

B Tuilduan Suil 26—27 WEAINBY 2568

© 17818:30-17:30 w.

Q s rjuﬁﬁwﬁﬁm':ua:m'iﬂ'::qu'lmm (BITEC)
© MAUGUR - MsisAnTauRnUGUR

& FUMUAUR Messiduamulusmeaidew

© 1781 9:00-16:00 w.

Q sowil Tsoususziu 4 anlungowmms

dezleviannisinsaneiuy CDIC2025

© YA INslumBUNNIE (Law Enforcement)
© yAnINsluFIBeUAAUAUR (Compliance / IT Compliance)
© yamnslumssuiimsanuidus (ERM / IT Risk)
© yannslussnuiiivemaninouianes
(Cyber Cop / Digital Forensic Investigator)
© yArInITeey Musmsszuumalulad
(IT Supplier, IT Outsourcing Provider)
© \Fwihildunsesieyasauyaas (Data Protection Officer / DPO)
© HUFTRMT Al ussdliuimsduanad
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Cloud Vendor)
© {uFuams unzddmmaywalulaiaousdu
(Data Engineer, Business Analyst, Quantum Technology Specialists)
© Uszmvuiluiisuladurudrendoieyanouianes
(IT Smart Users)
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