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KN
[JJ)} 08:30-08:45

CDIC 2024 Welcome Address:
na1AeusuIE1geu CDIC 2024
© The Future Direction of Generative Al in Thailand:
Driving Innovation and Economic Growth
» iAN19BIAR Generative Al ludszmdlne:
fulpReumsaseninnssuuazmatiulanisiAsegia

Q Dr. Kalaya Udomvitid
Vice President
National Science and Technology Development Agency (NSTDA)

KN
¥y 08:45-09:00

CDIC 2024 Opening Ceremony:
na1dne1u CDIC 2024
© Empowering the Country's Sustainable Future:
Thailand's National Al Strategy and Policy are the Keys
to Creating Digital Trust, supporting CSA and PDPA.
» inFuwdoUTzImAai e wARRSaEL;
manegmsAmaauaculouietynsivgscaiuna Aenyuadfy
Tumsarwanulinelamefdvafisdusyu CSA uaz PDPA

Q Dr. Piyanuch Wuttisorn
Deputy Permanent Secretary
Minister of Digital Economy and Society

KN
¥y 09:00-09:20

Keynote Address:
© Thailand National Al Strategy and Policy
Implementation: Navigating Generative Al and the t
Cybersecurity Act: Implications, Compliance, and Future Directions
» nagvsuazulauedgailsivgssaunivesdszmdlne:
melugnguunetlgauszivgdoaiieassfuazanulasass
moloiues wansznu MaUFuAmu wazfidnsluowan

Q AVM Amorn Chomchoey
Secretary General of National Cyber Security Agency (NCSA)

KN h
LY 09:20-09:40
e

Keynote Address:
© Unlocking PDPA and Generative Al Implementation:
A Regulatory Guide for Thailand’s PDPA Strategy
and Policies
» Uaafon PDPA URzA5LH01U Generative Al:
AflemsmAuguasmiunagnsuazulauie PDPA vavussindlng

WRZMSUHURMUAYNUIBAIAU DY
Q Dr. Wetang Phuangsup

Deputy Permanent Secretary of the Ministry of Digital Economy and Society

Us:U2amWwussENMANU
CDIC2001-2023

Success Sfory of
CDIC Conference

Wednesday, November 27, 2024

DAY 1

KN
Ly 09:40-10:30

Keynote Address:
© Updating Top Ten Cybersecurity & Privacy Threats

and Trends for 2025 ‘\’

» unldudmuanuiurssendaloiues firmouazAsanaiy
Aanududiumiludl 2568

> Building a Resilient Cyber Ecosystem: Strategies for the Al Transformation Era

> Cyber Resilience and Generative Al: Mitigating Risks and Defense Strategies
in the Digital Landscape

> Navigating the Dynamic Evolution of Cyber Resilience: Strategies for Sustainable
Enterprise Cyber Resilience

> Why Al Fails: The Most Significant Failures in Al Strategy and Implementation
> Are You Ready to Not Be Fooled by Gen-Al?
> How to Implement an Enterprise Risk Management & Cyber Resilience Platform

Q Mr.Prinya Hom-Anek
CISSP, CSSLP, SSCP, CFE, CBCI, CASP, ITIL V3 Expert, ISMS Lead Auditor

Chairman of the Executive Committee
ACIS Professional Center Co., Ltd. & Cybertron Co., Ltd.

10:30-11:00 Networking & Refreshment Break

KN
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11:00-11:30

Keynote Address:
© Cyber Resilience in the Generative Ai Universe:
An Ethical Hackers Perspective
» AdevimiuisnnuBangumaluuediumssnszduanuiuasAda
lugp Generative Al WiuyuuBouoy Ethical Hacker

Q Mr.Jay Bavisi
President and CEO, EC-Council Group
Chairman of the Board, EC-Council University
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Digital Management Session (DS)

DS
[y 13:30-14:00

© The Great Replacement?
Al’s Impact on Cyber Workforce

» Mmadaandanuloiuesasolne?

NaNIzNUeY Al ousinulviues
2 Mr.Nop Phoomthaisong

Chief Executive Officer (CEO), MAYASEVEN Co., Ltd.

Technology Management Session

(s
01

© Better Together with Cisco & Splunk:
Powering and Protecting the Al Revolution
v isSunaouazUadlosesAns mamsnaunalulad Al

89938z 910 Cisco Uaz Splunk
9 Mr.Timothy Snow

Senior Architect - CyberSecurity, CISCO

DS
(y¥ 14:00-14:45

© Charting Thailand's Al and Big Data-Driven
Development Strategy for the Future

» mim\ju,wuﬂaﬂwﬁmiwmmmmﬂmaumﬂ Al Uz
Big Data wamh zmAlnesinsuawAn

Q Assoc.Prof.Dr.Tiranee Achalakul
Director, Big Data Institute (BDI)

\ 02

© Big Data in Government: Security and Privacy in the
Public Sector, Case Studies, and Applications
» Big Data MAs5: AnuUaoadauazAnulugIus?
Tumasiumeisu: asalRawiuaznsldou

9 Dr.Soontaree Songserm
CIPM, CIPP/E
Senior Executive Vice President, Big Data Institute (BDI)

(os
03 14:45-15:30

© The Future of Data Protection Compliance
in the Al Era: Trends, Challenges, and
Strategic Approaches
» amﬂmaomiﬂgummmm'ﬁﬂmsaoﬂamiuaﬂ Al:
waldy Anuyime uaz WHIMLTINAENS

Q Mr.Paiboon amonpinyokeat
Cyber Lawyer
Practitioner and Law Maker.

(1s
\ 03

© Discover How Advanced Data Analytics
Can Transform Your Business and
Optimize Business Processes
» 13ANAUMN vhegelslinmaienidoyaduge
WRNLUaIgINg URsiuUIzRNEAIWAIIUINAIININEIAR?
Q Dr.Varanyu Suchivoraphanpong

Founder & CEO
DEMETER ICT Co., Ltd.

15:30-16:00 Networking & Refreshment Break

(o)
(LY 16:00-16:45

© Developing a Cyber Resilience Culture:
Strategies and Best Practices
» nagslunaeiamsIsumuausnsalunsduiie
wazApususvAeAelues Ao MladAgylumstoaduuniuloa
PRI IMUMUABANAINBENHUTENT AN

Q Assistant Professor Pattarawan Prasarnphanich, Ph.D.
Sasin Graduate Institute of Business Administration of Chulalongkorn University

ﬁS N
04

© Exploring Key Updates in the NIST CSF:
Best Practices for Securing OT Critical Infrastructure
» mimimmiamﬂmwmﬂm‘lu NIST CSF:
Lmeoﬂg‘ummmmmumiim:nmmﬂaamm‘[mamm
WugunaAA1Y OT
Q Mr. Jitsatha Thatavakorn

Director, Digital Technology Operation Division
Electricity Generating Authority of Thailand (EGAT)

f ) ~
16:45-17:30
h =
=

© Revolutionizing Generative Al in Thai Banking

While Ensuring Regulatory Compliance, Privacy, 6
and Security

» UAIR Generative Al TuszuusuimstaoUszinalne
JavinlinseunemsuiRmudetsAu
ANUTUSIUAY UazANUUROAAl
Q Mr. Chatchawat Asawarakwong
Chief Information Security Officer, Kasikorn Business-Technology Group

(ts'
.05

© Key Aspects and Best Practices for Maintaining
Robust Cyber Hygiene
» lashAgywesesAnNuitaz LRl IsnY)
qUA1Z V]NVI,“ULUE]iLWE]UE]\ﬂﬂuENﬂﬂi’ﬂﬂﬂﬂ&lﬂﬂmiﬁ’mw}f\iﬂ\iﬂ’ﬂumuﬂ\i
unzdaneulinuszuusegodnludf

Q Mr. Ekkorn Rattanaekkawin
CEO
ACIS Professional Center Co., Ltd.
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Strengthen cyber resilience by leveraging the
cumulative power of Al
iwsunztesdudslowes iudounse

faanasisda U ANsNteTy . e
= + Mr.Nuttawit Wongsittiroj

Solution Consultant, ManageEngine

Responsible Al Governance: Balancing Innovation ¢

and Security ‘\\. '
mamAugua Al agnefinnusuAntey MemIaseauaa
seniuinnssuuazanulasadieliduladn Al gailuldadne

Unoade TUssle wazdaSusssu
Mr.Suphachai Sachaphibulkij

Secretary on Innovation and Research for The Thai Chamber of Commerce
Chief Executive Officer, Optimus (Thailand) Co., Ltd.

Safeguarding Data in the Cloud Era: The Security

Standards Every Organization Needs to Know
msunilesteyalugang1is:
MasguANuUaeadufiesAnsnursd e

Air Vice-Marshal Jadet Khuhakongkit
Assistant Secretary General
National Cyber Security Agency (NCSA)

15:30-16:00

SEC Case Study: Fortifying the Digital Fortress {7
in the Al Era: Strategies and Best Practices for ' '
Cyber Resilience and Real-Time Operations

nsdifnwan n.a.n. massuanuudounselinulonnnisiava
luga Al: nagvsuazumMeUuRuLuuEalndnG

Mr. Wiboon Phatrapiboon
Assistant Secretary-General (Digital Technology)
Securities and Exchange Commission (SEC)

Revolutionizing Proactive Incident Response with A
Generative Al: Predicting and Preventing "k
Cyber Threats ‘ )
U iRmIneuauseromnnsaiidesneie Generative Al ANUEINTD
Tunsiezduazyiineanufeefionainiu wSeuAunauRuDs
Aamslanflasdiosinisaudiuen
Mr. Napat Aruntana
CEO, Cybertron Co., Ltd.

Wednesday, November 27, 2024

DAY 1

From Reactive to Proactive:
Al-Empowered Digital Forensics
91nBeTugidogn: Digital Forensic

MMETUNININITNIUAE Al Mr.Sumedt Jitpukdebodin

Director
Secure D Center Co., Ltd.

Navigating Cybersecurity in a Post-Quantum World

MITuauazanmMIAUANLINIMEMUANUURDAAY
moloiueslugAresnauiIABAIBUAL

Dr.Methawat Boonyapredee
Executive Security Advisor, vCISO

Driving Change and Resilience: Aligning Cybersecurity
with Organizational Strategy
MIfuAfauMsURBNLURILAANUEANEY:
390 Lme\jﬂ’mﬂmamﬁam\ﬂ‘aL‘uaﬂﬁaamﬁﬁa\jﬁmmqwﬁﬂaoaﬁﬁm
Mr.Dan Houser
ISSAP, ISSMP, CISSP
Security & Identity Strategist |
Board of Directors, ISC2 | vCISO | Author

Networking & Refreshment Break

Implementing Zero Trust in Cloud Security:
Strategies, Use Cases, and Best Practices
m3u Zero Trust lUldAuAnudaanfauuaais:
nagns ndnsldon wazuwimelfunluszduaina

Mr. Sitthipol Rujirawat
CEO, Peak Secure, Cybersecurity Expert

Value chAlned - Protect the Human Value
From Or With Al?

msUsuiieUniaonuA1vasuyse luga Al

Mr.Arthur Keleti
Cyber-Secret Futurist, Founder of ITBN,
Book Author, Cybersecurity and Al Strategist
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Digital Management Session (DS)

(s
Y 09:00-09:30

© The Price of Customer Trust:
A Guide for Cybersecurity Investment Decisions
» ANULTBNUTBINAN: NEUUITIATYVDIAIIUANAN
lumsaonueu Cybersecurity

Q Mr.Sakol Kulrujiphat
Senior Consulting Manager
ACIS Professional Center Co., Ltd.

(os
) 09:30-10:00

© How to protect Thai citizens from the dark side
of Al and the complexities of their digital lives
» azUntlognaideslneanduiinves Al uaz
ANuTudeuves Digital Life laadals

Q Mr.Parinya Charoensriset
Regional Sales Manager (Indochina)
Thales D | S (Thailand) Ltd.

Thursday, November 28, 2024
DAY 2

Technology Management Session (TS)

© Prepare for full compliance with the Payment Card
Industry Data Security Standard (PCI DSS) v4.0.1,
which will be mandatory starting in 2025.

» Lmﬂuwmummummuuumﬂmammaaﬂummmu
ANUUReAALYRIURIY15dW PCI DSS v4.0.1 7139z ‘u\miﬂ,ﬂ

athoAugUuuulull 2025
9 Mr.Anan Sony
QSA, CISSP, CISA

CCO, ACIS Professional Center Co., Ltd.

(1s

07
© Al-Driven in IT Operations, Security and Data
Privacy for Efficiency and Regulatory Compliance
> m‘m‘uLﬂaaumiﬂgummsmuvlaw AUANNUABAAE
LazNIANATEsTOLRFINLARRINDIALY Iz ANSATNUAS
Ugummmg‘mmmﬂmwmtu‘[aaﬂmmwﬂa sAuy

Q Mr.Charnchai Jiamchoatpattanakul
CEO, Netka System Co., Ltd.

(os
Y 10:00-10:30

© Crack the hackers how they bring your company
name into the news
» 98A39E hacker vieeolsliaodnsvooviii :
ﬂuvl,ﬂawuwmmamu Cyberattack W3aN3LAT1Z wmmmimmﬂam
AU Cyberattack wmlﬂammmLamammummmaaﬂi SINALRE
Foiduovnonofng niouLwIMomMItlasAu

Q Mr.Natthapon Thepchalerm
Country Manager (Thailand)
Imperva

(1s

08

© Fortinet SOC Solution: Accelerating Threat
Detection and Response from Weeks to
Minutes with Al and Expert SOC Team

» Fortinet SOC: snszAumstlesiusslaues
AIUNITATIVIULRZADUNUDIDINT

Q Mr. Aphiwat Kitkitiwiriya
Cloud Service Delivery Manager

Monetize Technology Co., Ltd. & Mr. Sahaswetch Tinnakorn

Senior Systems Engineer
Fortinet Security Network (Thailand) Ltd.

10:30-11:00

Networking & Refreshment Break

I

Ongoing Supervision

01 ulourena:ineuri

PO e 6
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o rogrem

03 msens:Audinonwiiaznousouiio |
|




MKruaNIsduuu

CDIC2024 CONFERENCE AGENDA

Advanced Theoretical Foundations of Al
in Real Business

Mngungufiugeveslyaus:nug lugsnaade

Mr.Poramate Piansakul
CEO
Intelligent Data Analytic Co., Ltd.

How CIO can guide the organization through
an Al-driven change

Ffevidvae CIO TunsthesAnsmunmsiReuLlas
NTUARDUAIY Al

Dr. Kumpol Sontanarat
President of Thai CIO Association

Thursday, November 28, 2024

DAY 2

Al Unplugged: Governance and Standards

Janaondnanineeg Al egnsUasnde:
AUNULNINIINIIAIAUALAUAHIATFIY

Dr.Jarinya Junpan

Chief Information Officer,
ACIS Professional Center Co., Ltd.

Leveraging Generative Al-Enhanced

Cyber Resilience Platforms for Proactive Defense
mavszgna lfunwanweasu Cyber Resilience
MAuUszANSAwAIe Generative Al iamsteoiuidogn

Dr.Suraphan Maknawin
Independent Director, Thanachart Insurance PCL.

Enhancing National Cybersecurity with Flexible

and Powerful Open Source Security Solutions
anszAuANNuAUReniEluueFIzAuYA
melugiulomugesandanguuaznsowgo

Mr.Narinrit Prem-Apiwathanokul
Vice President
Thailand Information Security Association (TISA)

10:30-11:00 Networking & Refreshment Break
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07 :30

© Secure your Generative Al with Al-first Integrated
Security Platform
» Uniloy Generative Al MmaszuuANUUaendusInsy Al
LUUYTANAS ioneliiAnnsld Generative Al

melusoAnsetholnensy Q Mr. Chaolvalit Rattanakornkrisri
Deputy Managing Director, Enterprise Solution
Microsoft (Thailand) Ltd.

Thursday, November 28, 2024
DAY 2

KN
Ly 11:30-12:00

© The Rise of IT/OT Convergence
» MIVIFIUAUTVNG IT uaz OT gumaasvnysulvy %‘ \

Q Mr. Worathep Wongtanakarn
Technical Architect Manager - Cybersecurity
Yip In Tsoi & Co., Ltd.

12:00-13:30

Lunch

Panel Discussion: #20t82u1

10 13:30-15:00

9 AVM Amorn Chomchoey

Secretary General of National Cyber Security Agency
(NCSA)

Director, IMC Institute

Digital Transformation, Cybersecurity

9 Miss Aurora Unnanuntana
Senior Director

Technology Risk Supervision Department
Bank of Thailand (BOT)

Q Assoc.Prof.Dr.Thanachart Numnonda

Expert in Big Data, Cloud Technology, Al,

© Generative Al Governance and Cyber Resilience: Driving National Strategies for Regulatory, Financial, and Technological Dimensions
» MamAURUA Generative Al wazauBaveumolowes: MatuimdsunagniszaumnemmAivgualulifivoongnung mady uazmalulad

Q Mr.Prinya Hom-Anek

CISSP, CSSLP, SSCP, CFE, CBCI, CASP, ITIL V3 Expert, ISMS Lead Auditor
Chairman of the Executive Committee

ACIS Professional Center Co., Ltd. & Cybertron Co., Ltd.

&
& Moderator
Q Mr.Narinrit Prem-Apiwathanokul

Vice President
Thailand Information Security Association (TISA)

Q Dr.Chaichana Mitrpant
Executive Director

Electronic Transactions Development Agency
(ETDA)

&)

CDIC 2024 (LivE] sHows)
(&) 307853 )

© Making Al to Hack Things
» M3Uszena ld Al Tumsiezszuunuusnlugh

Q Mr.Tat Sangsomruang

Security Researcher
MAYASEVEN Cc., Ltd

@ 15:55-16:20

© How to Bypass Security Detection
> mﬁmaﬁmim‘umﬂ\jmimmwmﬂaﬂmm
fnwanuUreademelaiues

Q Mr.Pongsakorn Eavijikul

Q Mr.Tavis mekharuangpaisan
Lead Cybersecurity Consultant
SOSECURE Co., Ltd.

@ 16:20-16:45

© Unveiling the Cyber Kill Chain: A Live Network
Penetration Testing Demonstration

» Undlagvingiimsanuiiuaslasadaniolyiues:
unumveslasulugandsia

Q Mr. Chai Yeow Yeoh
OffSec Certified Trainer, OffSec Services Limited

@ 17:10

© Al Retneval Augmented Generation (RAG) Poisoning

> LuammwmﬂmL‘wmmmmmmﬂaﬂ LLM
Wumsitlageomemslagi wemuslewian Al lulusm

Q Mr.Sunt-tanarit Prapassaraporn
Founder and CEO
Cynius Cybertech and Consulting

710 LUGKY DRAW

Closing Ceremony & Lucky Draw iPhone 16
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