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CDIC 2024 Welcome Address:
Na1IABUIULYIgeW CDIC 2024
© The Future Direction of Generative Al in Thailand:
Driving Innovation and Economic Growth
» fiFVgOUIAR Generative Al lulszimAlne:
JuaRaumMIsoninnIsuLazmMaAulamodswgie

Q Asst. Prof. Dr. Weerachai Arjharn
Executive Vice President, Science and Technology Infrastructure Service
National Science and Technology Development Agency (NSTDA)

KN
[}y 08:45-09:00

CDIC 2024 Opening Ceremony:
na1atmen CDIC 2024
© Empowering the Country's Sustainable Future:

Thailand's National Al Strategy and Policy are the Keys

to Creating Digital Trust, supporting CSA and PDPA.

» ISSUNASUSEIALND AR ARTIEgEN:
manegmsmaasuaculouietynsivgscauni Aenyuadf
Tumsafranulinelamefdvafisdusyu CSA uaz PDPA

Q Mr.Prasert Jantararuangtong

Deputy Prime Ministers
Minister of Digital Economy and Society

KN
¥y 09:00-09:20

Keynote Address:
© Thailand National Al Strategy and Policy
Implementation: Navigating Generative Al and the t
Cybersecurity Act: Implications, Compliance, and Future Directions
» nagvsuazulauedygilsivgssaunivesdszmdlne:
melugngunetlgauszivgdoaiieassfuazanulasasis
moloiues nansznu MIUFuAmu wazfidnsluownn

Q AVM Amorn Chomchoey
Secretary General of National Cyber Security Agency (NCSA)

KN
LY 09:20-09:40

Keynote Address:
© Unlocking PDPA and Generative Al Implementation:
A Regulatory Guide for Thailand’s PDPA Strategy
and Policies
» Uan&oan PDPA uazm13ldu11 Generative Al:
AflemsmAvguasmiunagnsuazulouie PDPA vavussindlng
WRzMSUHURMUAYNUIBEIAU DY
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Q Dr. Wetang Phuangsup

Deputy Permanent Secretary of the Ministry of Digital Economy and Society

Wednesday, November 27, 2024

DAY 1

KN
Ly 09:40-10:30

Keynote Address:

© Updating Top Ten Cybersecurity & Privacy Threats
and Trends for 2025

» unlduimuanuiursdsendaloiues firmouazAsanaiy
Aanududiumiludl 2568

> Building a Resilient Cyber Ecosystem: Strategies for the Al Transformation Era

> Cyber Resilience and Generative Al: Mitigating Risks and Defense Strategies
in the Digital Landscape

> Navigating the Dynamic Evolution of Cyber Resilience: Strategies for Sustainable
Enterprise Cyber Resilience

> Why Al Fails: The Most Significant Failures in Al Strategy and Implementation
> Are You Ready to Not Be Fooled by Gen-Al?
> How to Implement an Enterprise Risk Management & Cyber Resilience Platform

Q Mr.Prinya Hom-Anek
CISSP, CSSLP, SSCP, CFE, CBCI, CASP, ITIL V3 Expert, ISMS Lead Auditor

Chairman of the Executive Committee
ACIS Professional Center Co., Ltd. & Cybertron Co., Ltd.

10:30-11:00 Networking & Refreshment Break
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11:00-11:30

Keynote Address:
© Cyber Resilience in the Generative Ai Universe:
An Ethical Hackers Perspective
» AduvimiuisnnuBangumaluiuediumssnszdunnuiuasAda
lugp Generative Al WiuyuuBouoy Ethical Hacker

Q Mr.Jay Bavisi
President and CEO, EC-Council Group
Chairman of the Board, EC-Council University
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Digital Management Session (DS) Technology Management Session (TS)

\ .
TS )
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© The Great Replacement? © Better Together with Cisco & Splunk:
Al’s Impact on Cyber Workforce Powering and Protecting the Al Revolution

» Mmadaantdnnuloiesasolne? v ifSunaouazUadloseoAns memsnaunalulad Al

NAATzNUYRY Al Aaussulyiues 89938z 910 Cisco Uaz Splunk
2 Mr.Nop Phoomthaisong 9 Mr.Timothy Snow

Chief Executive Officer (CEO), MAYASEVEN Co., Ltd. Senior Architect - CyberSecurity, CISCO

(1s
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© Big Data in Government: Security and Privacy in the

Development Strategy for the Future Public Sector, Case Studies, and Applications

» msm\ju,wuﬂaﬂwﬁmiwmmmmﬂaaumm Al unz » Big Data MAs5: AnuUaoadauazAnuiugIue?
Big Data veoUszmAlnesmsuewan Tumagmasisaue nsdlifnwuaznsldon

(s
XY  14:00-14:45

© Charting Thailand's Al and Big Data-Driven

. Q Dr.Soontaree Songserm
Q Assoc.Prof.Dr.Tiranee Achalakul P

Director, Big Data Institute (BDI) Senior Executive Vice President, Big Data Institute (BDI)
(1s
\ 03

© Discover How Advanced Data Analytics
Can Transform Your Business and
Optimize Business Processes

» mmmuﬂuwnw V]?ﬂ&l’lﬁl'ﬁiﬂﬂ?'ﬁ’.}tﬂﬁ M‘U’rﬂllf\]’ﬂuf\i\j

(s
F  14:45-1530

© The Future of Data Protection Compliance
in the Al Era: Trends, Challenges, and
Strategic Approaches

» amﬂmaom'ﬁﬂgummmmmumawamiuﬂﬂ Al:

walddy Anusime uaz Lme\iLmﬂaﬂmﬁ Lﬂﬁ\]&lﬂLLﬂi\]ﬂﬁ’iﬂﬁ] RNy AnEnmnT: U’J‘L!ﬂ’l'iVl’]\jﬁ'iﬂﬂ'7
Q2 Mr.Paiboon amonpinyokeat Q Dr.Varanyu Suchivoraphanpong
Cyber Lawyer Founder & CEO
Practitioner and Law Maker. DEMETER ICT Co., Ltd.

Networking & Refreshment Break

(1s)
04
© Exploring Key Updates in the NIST CSF:
Best Practices for Securing OT Critical Infrastructure
» mimimmiamﬂmwmﬂm‘lu NIST CSF:

Lmeaﬂgummmmmumiim:nﬂamﬂaamﬂﬂmﬂmm

156:30-16:00
(e
Y 00045

© Developing a Cyber Resilience Culture:
Strategies and Best Practices

» nagslunaeiamsIsumuausnsalunsduiie
wnznousuasAealuiues Ao WiladAylumatossuuuiuiin

BINIMUMUABANAINBENHUT=ENT AN WugunsAa OT
" - 2 AMIAEAT 51MNT
) . ~°-’”ﬁ-ﬂi-ﬂ“ﬂfi‘{ﬂﬁg'mw"m‘ Nmmamir;hemgummimﬂiuiammm
AUVUVUNAVINIININIAAUNIUNIIWIRINTUNNINLIRY (SASIN) mslwihdenanususzndlne (anw.)
€ (s
16:45-17:30 .05
© Revolutionizing Generative Al in Thai Banking © Key Aspects and Best Practices for Maintaining
While Ensuring Regulatory Compliance, Privacy, Robust Cyber Hygiene
and Security > wﬂ'«amﬂmwaaaaﬂmmnm suImeURlumMssne
» IR Generative Al luszuusuassosdsznelne §UN132 Vﬂ\ivl,“?_lLUE]iLWE]UE)\jﬂ‘i.lE]\iﬂﬂ‘s‘mﬂﬂEJﬂﬂﬂ”liJi’JﬂJW\iE\ﬁNﬂ’ﬂﬂJiJUﬂ\ﬁ
Javinliniaunensufuamudeotonu PG D D wazBaneuliiuszuungrosnluin
ANuLduEINA uazANURaAAY G S, L , Q .18nN3 SAULBNNIY
ATINNIIHINNT o

iEH mummmwmmi CEO

NI ﬁmmmummmimuﬂmumuﬂwaamﬂmﬂ’[uimﬂmmumﬂ (CISO)
USHN 138 lusnaduila Wuwnes a1in

Afns D3wa-nalulad ﬂ':;U (KBTG), s0913:511n331A15 TB-CERT




MKruaNIsduuu

CDIC2024 CONFERENCE AGENDA

Strengthen cyber resilience by leveraging the
cumulative power of Al
iwsunzdlesdudslowes liudounse

faana iU ANsNteTy . e
= + Mr.Nuttawit Wongsittiroj

Solution Consultant, ManageEngine

Responsible Al Governance: Balancing Innovation

and Security ‘\ '
mamugua Al aenfianuiufntey MenIEssENaa
semiuinnssuuazanulaensaiieliiulain Al mmliﬂ,ﬂamo

Unoade TUssle wazdaSusssu
Mr.Suphachai Sachaphibulkij

Secretary on Innovation and Research for The Thai Chamber of Commerce
Chief Executive Officer, Optimus (Thailand) Co., Ltd.

Safeguarding Data in the Cloud Era: The Security

Standards Every Organization Needs to Know
msunilesteyalugang1is:
MasgIuANuUaeadufiasAnsnursd e

Air Vice-Marshal Jadet Khuhakongkit
Assistant Secretary General
National Cyber Security Agency (NCSA)

15:30-16:00

SEC Case Study: Fortifying the Digital Fortress =/
in the Al Era: Strategies and Best Practices for ' '
Cyber Resilience and Real-Time Operations
ATUANYIA N.8.0. mimemmu‘mLmiﬂwﬂ‘uﬂamﬂiwmmﬁma
Iuﬂﬂ Al: ﬂaﬂ‘mﬁu,a LmeﬂﬂgummuLLUULiﬂal‘wmwm
AMIYNE ANTAYR
Adaaansmamemaluladfdva
F1UAIUAMZATINAITIALNAANTNELRLARIANANNSNE (N.8.5.)

Revolutionizing Proactive Incident Response with ‘e
Generative Al: Predicting and Preventing g
Cyber Threats ‘
Ugmmmauauamammmimm\jiﬂmﬂ Generative Al AU
Tunsiezduazyiineanueeionainiu wieuAunsuRuDs
Aamslanflasdiosinisiudiuen
2.UANT DIWUIUI
CEO, u3¥m lwiuesnsou 91An

Wednesday, November 27, 2024

DAY 1

From Reactive to Proactive: /
Al-Empowered Digital Forensics ; ’
91nBeTugidogn: Digital Forensic

METUNININITNIUAE Al Mr.Sumedt Jitpukdebodin

Director
Secure D Center Co., Ltd.

Navigating Cybersecurity in a Post-Quantum World

MISUauazanmMIAUANUINIMEMUANUURDAAY
moloiueslugAresnauRIABAIBUAL

Dr.Methawat Boonyapredee
Executive Security Advisor, vCISO

Driving Change and Resilience: Aligning Cybersecurity
with Organizational Strategy
mstuirRoumsilAsuutaoua: m’mammm
mif«mLme\jﬂ’Jmﬂaamwmﬂ‘mLua'ﬂmamﬂm@mummﬁﬂaoa\mm
Mr.Dan Houser
ISSAP, ISSMP, CISSP
Security & Identity Strategist |
Board of Directors, ISC2 | vCISO | Author

Networking & Refreshment Break

Implementing Zero Trust in Cloud Security:
Strategies, Use Cases, and Best Practices
M3t Zero Trust lUldAuAnudaanfauuaais:
nagns ndnsldon wazuwimelfunluszdvaina

AMANINA J9TTRIY
) . CEO, Peak Secure
Kilsnmasmumssnmanuduaslaondelowes

Value chAlned - Protect the Human Value
From Or With Al?

msUsuiieUnieonuA1vasuyse luga Al

Mr.Arthur Keleti
Cyber-Secret Futurist, Founder of ITBN,
Book Author, Cybersecurity and Al Strategist
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Digital Management Session (DS)

(s
Y 09:00-09:30

© The Price of Customer Trust:
A Guide for Cybersecurity Investment Decisions
» ANULTBNUIBINAN: NEUUITIATYVDIAIIUANAN
lumsaonueu Cybersecurity

Q Mr.Sakol Kulrujiphat
Senior Consulting Manager
ACIS Professional Center Co., Ltd.

Thursday, November 28, 2024
DAY 2

Technology Management Session (TS)

© Prepare for full compliance with the Payment Card
Industry Data Security Standard (PCI DSS) v4.0.1,
which will be mandatory starting in 2025.
» mewmmmmummuuumﬂmammmﬂ‘ummmu
ANNUADAABTDIUAIT321W PCI DSS v4.0.1 M1az ‘u\miﬂ,ﬂ

agofnguuulull 2025
Q Mr.Anan Sony

QSA, CISSP, CISA
CCO
ACIS Professional Center Co., Ltd.

(os
) 09:30-10:00

© How to protect Thai citizens from the dark side
of Al and the complexities of their digital lives
» azUntlognaideslneanduiinves Al uaz
ANuTudeuve Digital Life laatals

Q Mr.Parinya Charoensriset

Regional Sales Manager (Indochina)
Thales D | S (Thailand) Ltd.

(os
Y 10:00-10:30

© Crack the hackers how they bring your company
name into the news
» 98A39a hacker vieeolsliaodnsvoori :
ﬂuvl,ﬂawuwmmamu Cyberattack W3aN3LAT1Z wmmmmmﬂam
AU Cyberattack wuﬂﬂammmamamamnﬂmmm\mi SINALRE
Foiduovngnofng wiouLwIMemMItlasAu

Q Mr.Natthapon Thepchalerm

Country Manager (Thailand)
Imperva

Advanced Theoretical Foundations of Al
in Real Business

MngUNgufiugevesilyaus:iug luginaade

Mr.Poramate Piansakul
CEO
Intelligent Data Analytic Co., Ltd.

(1s

07
© Al-Driven in IT Operations, Security and Data
Privacy for Efficiency and Regulatory Compliance
> miﬂuLﬂaaumiﬂgummsmuvlaw AUANUUADAAE
LazNIANATEsTOLRFINLARRINDIALY Iz ANTATNUAS
ﬂgumm’lﬂﬂg‘ﬂﬂﬂﬂﬂﬁﬂLV]F]THIE\]EJ‘EJELIQHU? sAug

Q Mr.Charnchai Jiamchoatpattanakul
CEO
Netka System Co., Ltd.

Al Unplugged: Governance and Standards

UanaendnenInees Al eensUanndiy:
AUNULHINIIMIMAUAUALATIIATFIU

Dr.Jarinya Junpan
Chief Information Officer, ACIS Professional Center Co., Ltd.

Leveraging Generative Al-Enhanced

Cyber Resilience Platforms for Proactive Defense
mavszgna lfunwanweasu Cyber Resilience
MAuUszANSAuAIe Generative Al iivamstleoduidosn

Dr.Suraphan Maknawin
Independent Director, Thanachart Insurance PCL.

Enhancing National Cybersecurity with Flexible
and Powerful Open Source Security Solutions
pnszAuAuuAcUaansuluuesTsAuTA
melggdulamugofandanguuaznonds
Mr.Narinrit Prem-Apiwathanokul
Vice President
Thailand Information Security Association (TISA)

1 11:00 Networking & Refreshment Break
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11:30-12:00 fc S‘
b |
© The Rise of IT/OT Convergence

i . . | Q Mr. Worathep Wongtanakarn ("
» A3UT5IUAUIINI T ez OT gungasinnssulng . , o : : % \ i
A Technical Architect Manager - Cybersecurity 4

Yip In Tsoi & Co., Ltd.

Panel Discussion: #20t87u1

KN
oy 13:30-15:00

© Generative Al Governance and Cyber Resilience: Driving Natlonal Strategles for Regulatory, Financial, and Technological Dimensions
» MamAugua Generative Al uazanuBangumalaiues: miﬂmﬂaauﬂmwm autAsensmAugualudiivesngmuny mMadu uazmalulad

Q AVM Amorn Chomchoey 2 Q Mr.Prinya Hom-Anek

. ) CISSP, CSSLP, SSCP, CFE, CBCI, CASP, ITIL V3 Expert, ISMS Lead Auditor
Secretary General of National Cyber Security Agency 3 ClETEn of e Beauie Commiies
ey ) ACIS Professional Center Co., Ltd. & Cybertron Co., Ltd.

Q Assoc.Prof.Dr.Thanachart Numnonda
Director, IMC Institute

Expert in Big Data, Cloud Technology, Al,

Digital Transformation, Cybersecurity

Q Dr.Chaichana Mitrpant
Executive Director

Electronic Transactions Development Agency
(ETDA)

Q Mr.Narinrit Prem-Apiwathanokul
Vice President

Thailand Information Security Association (TISA)

Q Miss Aurora Unnanuntana & Moderator
/ Senior Director i
y

Technology Risk Supervision Department
Bank of Thailand (BOT)

CDIC 2024 (vE sHows) ;
© Unveiling the Cyber Kill Chain: A Live Network

Penetration Testing Demonstration
© Making Al to Hack Things » Undlosinoiimeaanuiunslasndansloiues:

» matszgna ld Al Tumsianzszuuuuudnlugd unumuaslnsulugAaiia

Q Mr. Chai Yeow Yeoh
Q Mr.Tat Sangsomruang OffSec Certified Trainer, OffSec Services Limited

Security Researcher
MAYASEVEN Cc., Ltd.

5-17:10

© Al Retrieval Augmented Generation (RAG) Poisoning
15:5

» LJJE]F’]’NJJWEHEIHJLWJJFWHJ(\TTJHiﬂ?JO\j LLM

© How to Bypass Security Detection dumsdadesnemsleud dwemuszTemian Al lulum

» N’lﬁﬁl’)ﬁﬂ']i‘ﬁf\mmEmﬂ'l'ilﬂ'i'ﬁ]‘\mﬂ’lﬂaﬂﬂim

Snwanulaendsmolyiues Q Mr.Sunt-tanarit Prapassaraporn

Founder and CEO
| Cynius Cybertech and Consulting
Q Mr.Pongsakorn Eavijikul

Q Mr.Tavis mekharuangpaisan
Lead Cybersecurity Consultant

SOSECURE Co,, Ltd. 17:10 I.UGKY DRAW

Closing Ceremony & Lucky Draw iPhone 16

The conference program and details may be modified. You can find the most up-to-date information at www.cdicconference.com/agenda



CDIC2024 SPONSORS

[ 1
| ROYAL CROWN |

_ Nk
mt Microsoft  Bitdefender. EC-Council t::_' iams
Building A Culture Of Security
L) &;WE @ cLAROTY
\ xJR‘LI:lm;I:‘SmC.)J “Force Secure Public Company Limited )
- { DIAMOND } ~
I
L= @ Netone ¢jsco Anetka ManageEngin@
59,:“,@ @ MAYASEVEN imglervq
a Thales company
\ J
- { PLATINUM } N\
2 AN
V8% :
;%}9 sONICwaLL  ¢[yOffSec  TUVNORD gef©n g
/3 The Path to a Secure Future RGN NOLOG oo
I PARASOFT Bs}!ﬁiﬁ C B.s C securoni«
Automated Software Testing Managed / Provided by Bl\slp‘l[m
. . i o
@ HitachiVantara SECUONIX B = Fusion o
anaged / Provided by B omspiech _’o"o
G J
[ Gowo | N\
{ ) o
>EATE ComgTlA TRC IPPS s cyrivma /7
y,
- { SILVER } N\
- . o
mmmmm 1A @ NTT-TX () iDoperation o :.ﬁ:\ % netskope

@ weborion  wizlynx

by cloudsine

2 11J Global group ~ (J SILVERFORT

7828
BUREAU Your Cyber Security:pa

& VKEY

STRONGER WITH V- -0S

Bangkok Chapter

\ J
r { PARTNER } )
. ﬁ 4 //ﬁz'\‘
NCS s AISP & CYNIWS 5y
anUU ﬁ; ]nsli‘[:u[t of Internal Audiu‘m of Ihni‘lanrl CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC i
CYBERTRQN XCION
\ J
{ CO-HOST }
L\
0nC a 4 1
SOFTWAREPARK 555 ISACA TISA Cier 1SC2




	CDIC2024_Agenda_141120242_EN
	CDIC2024_Agenda_141120241_EN
	CDIC2024_Agenda_311020241_EN
	CDIC2024_Agenda_281020241_EN
	CDIC2024_Agenda_241020241_EN
	CDIC2024_Agenda_221020242_EN
	CDIC2024_Agenda_221020241_EN
	CDIC2024_Agenda_121020243_EN
	CDIC2024_P1_EN








	CDIC2024_P1_EN
	CDIC2024_Agenda_141120242_EN
	CDIC2024_Agenda_141120241_EN
	CDIC2024_Agenda_311020241_EN
	CDIC2024_Agenda_281020241_EN
	CDIC2024_P1_EN



	CDIC2024_P1_EN
	CDIC2024_Agenda_141120241_EN
	CDIC2024_P1_EN
	CDIC2024_Agenda_311020241_EN
	CDIC2024_P1






