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%1" 08:30-08:40

CDIC 2023 Welcome Address:

naAsuiuIgeu CDIC 2023

£ Digital Business, Technology and Trugt: Qhallenges and Opportunities
» gananavia mALIaBATR ua:AnudonuATia: Anavmowssleme
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N‘tl']f_IF-IEI'IUJi_III ]
AT RIUTINEFIARTLRE I.'I-]ﬂTl-lt‘l:‘JHLI.'ﬁu]‘il"lFl
l"|11Jq‘-I.._I ANEIAIERS

02 08:40-08:50

CDIC 2023 Opening Ceremony :
dsuilaouuaznanihgnney CDIC 2023
£ National Agenda: Digital Value and Ecosystem
{with Cybersecurity and PDPA) in Driving Sustainability Gnals
» NIuretn A maauamakas suutinmidiuAive ganudiu
TuiidmamsiunoUsonsulyiue fus:nafunsestoyadauynng
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£ Optimizing Professional Cybersecurity against @
Emerging Threats with Standards and Practices
» Elm:ﬁﬂﬁnw:mﬁ'ﬂm'lﬂ'u'mmma‘di;'mﬂwﬁ'ﬂl'dma‘faf;i"mﬁU‘Jzﬂw%mW
MIBBIARTING INRITILLRLUIUFURAA + nguineaAusad WU
masnwAnuIunnlaansslviued (update) uRzUWUUR

03 08:50-09:15

Keynote Address :
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© Ensuring Digital Business Trust with Personal Data '

Protection and Data Security against Data Breach
» wWuImadfuRmunguanediduies PDPA wazunimsiiamaia
Tumassonnndesiu 1Ji"|1j‘E|1J‘tI‘E|1Jr':|ﬂ1‘uL’IﬁFlﬂ wm {]aaﬂuﬂﬁ ﬂhﬁm
ﬁanﬂ’hmuaﬂﬂﬂmmm + ﬂQHJJ'IF.IFH’"lLI 29 W.3.U. ﬁ;uma-mmm
muuﬂﬂa (PDPA update) wazuuneUfum

ﬂ 09:15-09:40

Keynote Address:
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g 09:40-10:30

Keynote Address :

© Updating Top Cybersecurity & Privacy Threats and
Trends for 2024 and Beyond with Digital Trust Model
& Implementation Roadmap

» wnliumuanusivrsandsluiuefuasAvanmuanududu

lufl 2567 Aulaea Digital Trust & Roadmap

» Updating Top Cybersecurity & Privacy Threats and Trends for 2024 and Beyond

» DigiTrust Madel: Digital Trust Foundational Concepts; Digital Risk, Digital Privacy,
Digilal Security, Digital Resilience with Data Governance and Dala Resilience for
Digital Value

® Digital Trust Initiative and Roadmap

» Essentials of Global Digital Compact (GDC) and Sustainable Development Goals
(SDGs) for Digital Technology and Security

» New Perspectives on Cyber value-at-risk and Threat intalligence

» Gray-Zone Challenges in Cyber Opearation

» Technological and Sociological Paradigm Shift in Digitalization and Digital
Interactions

# The Future of Digital Security and Cyber Immunity System

o051 weueun
SEALP, S0P, CFE, CBCI, CASP, ITIL W3 Expert, 1I5M3 Laad Auciion
) UszawaTTuaiuing
i weda Tlseladutln dueed 980 waz e lwednseu 9188

10:30-11:00
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Networking & Refreshment Break

11:00-11:30

© Enhancing Supply Chain Security
in New Digital Reality

» gngzauANUIYAsURDAAEWIoldaumuluATiaaA Inal

- -
¢ AudTlY dnTeaunug
oA, CISM, S5CP COPSE
T, Harvard cattificass

GOPR-CEPAS FIP. CIPM, CIFFE, CISS
CFH.EC
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E?' 11:30-12:00

© Security as a Digital Enabler with
Zero Trust Approach
» marnuuaslaonAodulladeduindouiava
AIBLUIAR Zero Trust
2 ms.dowa Tweuui
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Digital Management Session (DS)

@ 13:30-14:00

© Data Risk Identification, Mitigation, and
Regulation of Thailand

al al ar - o
» Winpumwionuazmmimsiidoyaaziilae nufsdolodu
mawdssdmiuesdAnslulszimalng

¥ AuoigWa viady
Country Manager (Thailand), Imperva

@ 14:00-14:45

© PDPA Compliance and Data Management in Action
for Digital Organization

» wldiRsmiumauinidanmaieyashuurargasAnIAIIa

¥ AT aunsd oty
Ay IR El
dninauAnznIsIAIfuAIAsiayRsiuLARR (FAG)

- u

gdnauldansnasATRIRBATRg e zdAY

@ 14:45-15:30

© Navigating the Regulatory Maze: Strategies for Handling
Compliance with Multiple Laws and Regulations
» dnenAngina datssu: ﬂﬂEl_:‘]ﬁ’f'LHﬂ”IE'-}']JEmP‘ T
ﬁ'lumﬁﬂgﬂ’ﬂmuﬂgmmEJum:ﬁﬂﬂ'ﬂﬁ'ﬁmwmﬂuwmﬂ‘wmﬂuﬂ

¥ ABBNNT fAMENAIY
B ﬂ::ﬁwlﬁmﬁ".ﬁu?wﬁ
uSem 1eds [Uasdaduila iWduned TR

16:30-16:00
@ 16:00-16:45

© The Interoperable Digital Risk Management
Framework with ISO/IEC 27001:2022 (ISMS)

and Generic Security Controls for Information Security}
Cybersecurity and Privacy Protection

» mstszynd ldnsaunisuimadanarnudssduAdnaludsufuh
ARSI ISO/IEC 27001:2022 naftulmi dmiuinaninmiaiunu
fuanuiuasiasadusmssumna AnuTuasuasadslauad
unzmiAuAIsdayanududIuAg

¥ Anazanss nedlng m euseY

AgpmadheiuTessvusasglusygRguusiihlos

uTem uls nehid wefiREdy (dezmdlne)

@ 16:45-17:30

© Enabling Digital Technology to Digital Organization
with Digital Governance via IT Govemnance Standards
and Best Practices (ISO/IEC 38500 & COBIT)

ar -4 " - a_ 5
» wuImen1ItulARousasAnIATR Aenain 'ﬂufﬁmmmsma
damamalulaiiadie muuiAsgusszunUitanA

¥ AnAilnn A
UIEWN Usn. AR (umTu)

sadisRms ManRgmiRIva

Networking & Refreshment Break

DAY 1 Juwsh 29 WOFADMYU W.A. 2566

Technology Management Session (TS)

@ 13:30-14:00

© The Future of Digital Forensic Investigation
» LL‘..I'EIﬁuLL:jﬂuuum‘:ﬁuﬁ'}umﬁmm%mmdﬁi‘]ﬁ

% Mr.Don Lim
Director, Bounga Informatics Pte Ltd

¥ Auoigued AuuAsEna
HeTwEmIRERTIRganEngIuATIS
vt leiiedvoisuda weud Blaindy SR

@ 14:00-14:45

© Strengthening Digital Technology and Innovations
for Digital Future, Ecosystem and Literacy

» wushogauisduuinnisusszmalulainiia
glanAdawvisaman szuudnAduasinezanud

¥ A3ATRNE eI

UszsunmzeunssuATIM AU uEnEAaRiLacuRusdESUIATHE 9ATR
dninsudaaTuATHgRaAaa / ATINMT Ui sumAlszAuds §iAmR (une)

@ 14:45-15:30

€ Data Governance & Data Management Platform
in Action for Digital Organization

» uwanneduuRzmnuiRswiunTeusninaviatesioun
kREMILIMITIANIItayageeRnIAIa
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¥ AW el
HETEIEATT
drineuiuTIguIaRdie (BaAnILmITY) (aWs.)

@ 16:00-16:45

© Concepts To Technology and Regulatory Concemns
on Open Banking, Personalization and Embedded
Finance

@

» UrzAudinalulaiiuazngdadsdudmivsmaisaiianaln
lumsdanisdaungniuazmsduiiunns Open Banking

¥ AnuwoAsTY Tngns
HEuaems diensgvesniunaEy
suAILvaLE mAlne

@ 16:45-17:30

) The Disruption of Al on Digital Trust
» ANYIMEERY Al Aun1IAnAILYY Digital Trust
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Innovation Tech Session (IS)

€ 301400

£ The New Standard in Cybersecurity:
Integrated Extended Endpoint and Network .
Protection, Visibility and Compliance

» wmsgTlmdsuaTuunsUsenfglvwe s ysannsedulignuen
dmiumsnTasdunnAnssusaznsusueeiumsldougunaal
matasdumiotis maazAndoyanistieioms
wazMIUAURALNG N

# Mr.Michal Dominik

Managing Director
Bitdefender Indochina

@ 14:00-14:45

© Cybersecurity Awareness & Advisory Programme
(CAAP)
» SuA ANy Cybersecurity WiiuyAsIng
luasAnsraelusunsy CAAP

# Mr.Freddy Tan
Mc, CISSF, FRAISP, AVIP, F3CS

Managing Director, EPIC Cybersecurity, Co-opted Committee Member [AISF)

a 14:45-15:30

£ Advance Social Intelligence and Information Operations
» fMEmgmauimisdnmsinasoonedarusoulad
wRzmIAnHNIHA U BYAT19813

2 0. UTNAT N TENR

CEQ
Intelligent Data Analytic Co., Ltd

15:30-16:00
& 6001645

© Revolution, Impact and Controls of ChatGPT,
Generative Al, Prompt Engingering

» Unagmasinnmafsustlasaislvgl sanssnuLaznsey
ﬂ”liﬂ?ll.lﬁ]iﬂumﬂ‘ﬁ ChatGFT, Generative Al, Prompt Engineering

2 TA.ATEUNR YUUUN

. famnnna aoiulowad (IMC Institute)
wuf'nm'tr'uuﬁ'm Big Data, Cloud Technology, Al, Digital Transformation, Cybersecurity

@ 16:45-17:30

) What to Look for in a Cybersecurity Framewark
to Manage Al in the Enterprise

» ﬁuﬁﬂ'njﬁh WHIN UfjiReesnsauisuiuanuiunsaoads
loweiAalunsuimadams Al lusadng

¥ Mr.Sam Goh

Chief Information Security Officer, DataX

! 13:30-14:00

£} Paying the Price but Losing the Battle:
Why Cybersecurity Investments Fail?
Unpacking the Art of Strategic, Tactical, and Operational
Cybersecurity Planning for Wise Budget Use

lussAnsvwalwginevuiu Cybersecurity luiwe: uAfisgn hack?
it 5 ;

T AUAUAUIALMALR WU WA TaanUiy Cybersecurity

arnoihls=iviamn arevanldrnihaeials

> prauw filloss
ATINATIRAAMTT, WIEY INENEIY D11R

14:00-14:45

.* Building Digital Competency with Digital Industry
Professional Qualification and E-Portfolio &
E-Workforce Ecosystem Platform

WRIWIHUTIAUATUATRTByARINTIRBLRNANBA WA TLT oty
AN U T INeREIMATIUATAR uazuwaADINIIUY
Wi mdofun el sz - Aagasm i9a
AR
AETUA R PERIE W (BN 530 TH)

’ 14:45-15:30
£ Global Cybersecurity Digital Transformation Insights |
> malaeuudasmeamiamus nudaesdvlulanlouss

¢ Dr.Kawin Boonyapredee

CI53F, CARISC. GPEN, CEH, CCS¥. COMP, GUDP, COSA, MCSE

Co-Founder and Advisory Board, Singaporean CIO Netwark (SCIOM)
Cyber Risk Subcommittes, Singapore FinTech Association {SFA)

Networking & Refreshment Break

! 16:00-16:45
£ The State of Cybersecurity, Authenticy & Provenance
in the Age of Al !

sanmuaTsiunsUaoaftluued mafiged
wazunasfuTlugm Al

2 Mr.Arthur Keleti
Cyber-Secret Futurist

Founder of ITBN, Book Author
Cybersecurity and Al Strategist

' 16:45-17:30
) The Death of Best-of-Breed: Leveraging Cloud for
Security Transformation

& = T - ol = i i
abmu-un.:@igsﬁﬁuﬂhqﬂu: ARUnssuuAaTIRwen 1 UREUNTY
ATUATIHLUAGURERAAY

< Mr.Dan Houser
CISSP-ESEAP, 15508, (ISP, CHELP
Security & Identity Strategist for Avanade's Advisory Services
Board of Directors, [SC*




AKUaNIsauuLn

Digital Management Session (DS)

@ 08:45-09:30

© DigiTrust Model - Digital Trust Foundational Concepts
with Digital Risk, Digital Security & Privacy,
Data Governance & Resilience for Digital Value

» lwwmaunAnfugwlumsandiumsaurnuiesadia anusiuas

e R

Ussadbuszdaysanudusnigaudadiaussrmdaliumuisia

¥ a.l3gqn Weulaun
(EEP, CEELP, 550P, CRE, CECY, 0wl IMIL va Expert, IGWE Lead Audinr

) Us=munTTumIuTng
13En eda [lswaiiuda wWwned $1An waz 13 lawedssau didn

@ 09:30-10:00

© Modemize SecOps: Hamess Al with Elastic Security

» Ufuilgs SecOps 1viviumaly: AwAN Al
#i28 Elastic Secruity

¥ Amisimy Duyia
Thailand Country Lead Prinoipal Solution Architeot, Elastio

33 10:00-10:30
© Securing your Pl data starts with knowing where
your sensitive data is stored and who have access
to them

» maUnilesdoyasuyans (Wia Pl data) Gususmammnuhiayg
dryrraasnuaniuliiflvilussdniussl asilavinfsdoyameiu

¥ Amaggadl aenTeing
gemasmalieme, niwda

Innovation Tech Session (IS)

@ 08:45-09:30

) Catch up Hitech & Online Call Center Gang Cases
and Enforcement of Cyber Crime Prevention
and Suppression Law

» uanalnaufisiianriwesulsiluuedsaniinagf Auwuamaduiiums
mungyinsatulndfuunsmsilasnuuaslsuluertginss

mamalula s =
¥ Wa.A.AHnAY 91n12Au

TRERUR TS TR usILasUEILe g IATIYMAwA [ulad
AgMiETImMITIefuRIvas uaIua TR ATIN aA U TRl (un.aaw.)

@ 09:30-10:00

) Advancing RegTech PDPA Platform and Ecosystem
in the Era of Al

» wAlula# RegTech PDPA Platform uas Ecosystem TugiAwia Al
¥ AMIUNDA IunTsnady

Uszsnd it alulad
uTEn windtf reduacty d1Am

@ 10:00-10-30

©) Leveraging Least Privilege Approach to Reduce
Attack Surface

» A duanmIliansuifidudwiesndeaniamslaud
maldiuad
a -
2 AmWIdAnA noslszndn

JRIATIZUL | rj@mmmﬁwuﬁﬂﬁmﬁ
uidw miney AU (UszmAlng) dia

10:30-11:00

=
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Technology Management Session (TS)

@ 08:45-09:30

© The New Evolution and Changes of the PCI DSS 4.0
and Implementation Perspectives

» HHUBIATUNIRTEIUANUURaAATasTRTTITEEY
uazuuImaAiiumImudeniivunitoaonIgiueitusiga

% o.ouun loil

. OEA DIEEP, OBA

sz insilTne

uiEn wda [UnWaduda Wueed i

@ 09:30-10:00

© Anatomy of a Breach and Driven Steps to Action

» Tunazmnssdannulseany Seufitundesasdns
adaluszuy

% Mr.Han Yang Lau

Manager, Solutions Architects APAC
SeouritySoorecard

@ 10:00-10:30

®© Building Cybersecurity Resilience Organization
» naRTanianldgfudnnizanudangy
auANuluRsaaafaldiundsznunsing

¥ AmEEn Jediminizge
Teohnical Director
Mextwave (Thailand) Co., Ltd.

i[5/ 08:45-09:30
) Building Future Workforce and Digital Skills,
Bring Digital Future to Everyone and Digital U in Action
aavmuinEsAS s mivawieulugauvaian

v At.951 aANTuR
: TR TR LN
amAIiaAaATEgAILAzEIANLsszmALne (DCT)

&5 09:30-10:00

) Elevating NetOps and SecOps, DNS Security
in Cyber Defense

» BNTEAL NetOps wAz SecOps; MIsnwATAlaaAn:
DNS lumstlasiumslawad

- L 4 - o

¥ AnMINIH Woddug
Senior Solution Aohiteoture : SEA
Infoblox

Vi) 10:00-10:30

=

o
{ “,
fugatasyIanmIfumMIInmITULAIathoatelreniy
AaesEn1dAunTIN Zero Trust

0 Integrating Secure Networking with Zero Trust
Architecture

o -
v A1.i§AN0E Wnaleiy

Senior Manager Systems Engineering
Fortinet

Metworking & Refreshment Break
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KN KN KN
08 11:00-11:30 09 11:30-12:00 10 13:30-14:00
Stopping the next breach: The Power Fighting Cybercrime with Advanced ) Being Held Hostage by Ransomware?
of Consolidation and Al-Enabled Technology and Security Standards in Gain the Advantage with One Change.
Platiorms Financial Services e e
L v By anautdusIdssaulng Ransomware?
WHRAT1371 ‘ﬂﬂ'ﬂﬂﬂﬂf];iﬁﬂﬁfﬂ?I.'L:: Lﬁ ml]i"l’” H.-.i"lF_ll“’JL'L":I;f FAIEINATT TR SRS ﬁ.ﬁl’el‘?':"' “""Lﬂﬁ-f_l"llllLlﬂ-J
RAIELWERE »."-,1",|'\f|''.1*w',~_1-.‘1er-:|*,-";~T._.r i mn,elm_:- i sasadaiumsldmealulad o B
uwaANDTUTUGILRY Al ul I'l‘-f'li. HINT STTNIAATTLOU
AMINTHUS ARYRNIES 1 i Tawzigns
Regional Sales Engineer HARMIUTMIANH AN ADAAIATUET IAUVA
CrowdSlrike LazATINIaES IANINNN A (1)
HE; TB-CERT

Panel Discussion: 120L87u1

KN
n  14:00-15:30

) Cybersecurity and Data Protection Regulatory Compliance in Action is on the Rise

3-I3JLJEIJ‘LI‘EIG‘I-1U1LIJ1HH1HUNI.I.@ UWUIVIRRE ﬂamﬁﬂ'lel"lﬁ'l'l-‘ia'l_lﬂdﬂﬂJrl'l-.l.ﬂ'l.]ﬂﬂ'l_lﬂfl"l!l‘i'.lﬂﬂ'l‘l-"luﬂﬂﬂ'l.-'ll.l"lmm ﬂﬂlﬂm'ﬂ ATUATS :ﬂH'IF'IJ"I.'IIS-I‘LIﬂ-J
Uaﬂmml‘ﬁmmua ﬂIuFﬂJﬁilPlJﬂ'Jdﬂilﬂﬂ]"lJUHHﬂ ﬂ{]ﬂil”IEIﬂTqul'ﬁﬂ-JLLt'i"ﬂ s AL DB HML'['"LI.‘.’I“U HOASIRLASATILATAN T
#1vIuaeAn :l.ﬂ"IUtIIF']TI'IﬂUrI.ilﬂ'IﬁﬂﬂLlﬂﬂ'lllLIEli"I'I'r‘ﬂJFI

WROINIAAT BNT TN as.Arine Arlunwessu Andyad Ansfya
TG T BB fiaeammT
ROLZATTUAIM TINEIRTIMIURT RERMR FNEAT T TRNA I AL AE Ty FAR ST TR IR T TN IS NG
lwuedurewd (anut) CLER] wasiR I RwdEn TN (faamn)

AT.TORANA HUM : Aannly ATwdnnTn > Audyinn drainaed
dieanims mumaluladmasume 3 HETLIHATT ATTU AT AT TLES
dinauAMzATIUATIIALLasE ET L diedfuuaziragaua TR Ugzmmdmifiuims
ATz RBLEsAigUIziunie (AR ) f sisma lulafigauma suRTuiuArleRAum ALy lad

BRI SUMIL TRl gTewnA (CIS0)
nins Tfwd-melulaf nTl (KBTG)
Moderator:
o5 neuwoun
CASEP, G581 P, 350F, OFE, CBG). CASP, W3 Expeeil, 15M3 Lean A kor

U'J:ﬁ'lurl'.l'53|ﬂ1ﬁ'l.|?f'|-'l'l']
uidn e Tusmadula Wuwmed S1dn was vTn lwedssay dadn

Networking & Refreshment Break

THAILAND CYRERSECURITY Day
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A SHOW

1720

© Living Off the Land (LOTL) - When your own systems
fight against you , and what you should do to detect
and response. . i
» sEan1slavAszuusuuisinasonlioniign wiauisnanszny
AEMIATIITULRE I EAUN o luMInouaug
¥ o dudougn UszAaasinsel

CIEER, OvGa, PON-C5e, GxPr, GWAPT, DSCP, SPEE, COSK
Founder and CEQ, Cynius Cybertech and Congulting

(5] Hacking loT Devices: Techniques, Tools, and
Countermeasures

- -l - -~ a e
» nsudngunial 1oT wAllA 1ATasie wasiEmsiuiie

¥ AMGIIA UHGHUITDE

n3defuA Ll aendunialboiued
UTEN WIEEIY SRR

© How to Perform IR when your website under BackCat
Attack within 5 Minutes? + }

-l e - w ' - -
» o lauAiy 92 Face Off Afuuwesviowis
B 1 ek
1aatnslslu 5 wii

© Authentic, Secure and Expert Way of using Al
in Business

e - @ a - 1 - -
» Jemsld Al Wesfernulsendoluginsetiolioaiv

% Mr Zoltan Matanyi
IT Strateqist
ClO at AsiaHabit Digital Co., Lid:

¥ AMUANT DINGEU

. CEOQ, Cybertron Co., Ltd.
uazfismAiia Cyber Range CTE

© Malicious Mobile Application Advanced Spyware
(Like Pegasus)

» Waldamatiamslaualugiuuusiaw fuusinialiudugs
S ar
wazmIsoAuundeyaIzAU Pegasus Spyware

© Smishing Technique (SMS-Phishing) with =
False Base Station

» vamnldlesnssuluues wissdraassmigu
fusabssdqIM SMS Unay
¥ AUEWING YAN ¥ Amavina nyalnie

CEH, 00, e PT, o0P vz - CEH
Consultant Associate Consultant

uFuv 108e [Unvsduds Wumed diR

¥ 0. T15WA 10Nl

QiGEP BanG GOIH ana GOFA 5500 0Bva EOSA Pomteats Scourkys MCT
CEOQ and Founder
SOSECURE Co., Lid.

LUCKYDRAW

DAY 2

18:00

Closing Ceremony &
Lucky Draw iPhone 15 & iPad Air & AirPods
& Starbucks Gift Voucher
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133:6Ugd (CEO, COO, CMO, CRO)
IEIENnAIzAUge (CIO, CTO, CDO)
wﬁmummﬂﬁlﬂmﬂuwm Fuge (C50, CISO)

D HUIMITNIBHEIUINM Slumuslefiunzasaumea
{‘-."F‘ AVP, IT Director, IT Manager)

© vt nua: USRI IS UUE TR AR
AnuUaeademsloives (IT Specialist, Cybersecurity
Specialist, IT Consultant)

D yAnnulofvoemiinnunATguasenty
{IT Security Practitioner)

© dauaTzvuiinifAwassuulfuRnisuaeaadng
{Network & System Administratar)
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© {ATIIFIUTZUUEITFUA (IT Auditor)
© fWmuranaLlT (Software Developer)
© yAanTlumegungwue (Law Enforcement)
© yranATluspsuridugua (Compliance / IT Compliance)
© yAR1ATluEBOUUINIANLES (ERM /1T Risk)
© yAaNTIUFIOUIFINe AR AONALADS
(Cyber Cop / Digital Forensic Investigator)
© yra1nTuosK Muimsszvumalulag
[IT Supplier, IT Qutsourcing Provider)
) inaAInialed (IT Engineer)

.1J m‘truwﬂﬂwﬁulﬁJmummﬂmaﬁﬂwEumﬂwmwma
(IT Smart Users)
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9 whgnEmMnIINTOWARITUssInAlne (Software Park)
9 guANATINNUANIaBAAYTIULEIEUNA (TISA)
o vivw wia lsaduda iuined 916
(ACIS Professional Center)

Us:TamImnmSIms':)uuu CDIC2023

© fufuszaumisallvi q Unvdauauazailidwlunis Update
ANuiuazinaslniangs fu Cybersecurity a1avialan
fenanls ..ﬁ‘ummﬁl;amﬂqusmr"muqaum*m‘rjﬂmw

O Fnuashufuiudiudihunuiuiu g fuanmaaaeems
TeaslunasA1aU e WesiaATete (Networking)
uazilayunosanuAalugd 4 aninginsuasdididae iy
mmamﬂumﬁui‘ﬁ@Hﬂﬁmméwﬁmﬂfm@ﬁmmm WiBUYININTINEYn
Auinudaredafiysuansn o

wymﬂﬁlﬂﬂﬂ”lmq”mlmuwum mmmmmamm meummuuﬂﬂﬁl
\aAvanmudananamedudasnéfiasdeafsiululanlowes
finsdnsuasynaufesvhanudlowawionivie etllosdu
sazaanansznueatnesUlaensluueiuazedylasuesioys

© fhsthdvddnlumsiuefausuanusiuassendefidasmeuauas
ﬂaﬂumauuumﬂwqmn sunpd lnuvislusziusedng uas
sEFuyARAlAASIATIALNN 9 AU NoEMEAIER Uz AL AR
Tumahmaluladaiiauszuwanoiuundonlildifaus:Ton
athomuzENTgn

© iMumatiaduanmu g 9 veemaauginsluued nude
mstevesliyrrasauieldaTninuasdosiy dialdlden
Dumbeluyadonuiiisia

© {femszdAnvatorvuafiidumatiAuuazuImMedang
prumnaila dwsusiiunIniy GDPR waznguuisueslne
W.3.U. AuATBsdauadIuuAAR (Personal Data Protection Act)
LR W.3.U.MTINW mmuumﬂmwmlmum (Cybersecurity
Act) Wamasariy

© jhongvedauTos Wi umanwrnuivrnlseaiulive’
(Cybersecurity Act update) ua: W.5.U ANATEIELREINLARR
(PDPA update) wiouuuInIoU i
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CDIC2023 CYBERSECURITY WORKSHOPS
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DIGITAL MANAGEMENT WORKSHOPS

nangasdiunmisusmisuamsinaluladasna

Digital Trust Model with Data Governance and
Data Resilience (for Management)

vangnimaienibnasaaianisdsmiu fm'uul.ﬁﬁawuﬁniﬁﬁﬂﬁl
winunussnninatdeyauazanudavgueesmauinsianisioys

© Digital Trust Model : Fundamental Concepts

© Understanding Data Governance Principles and Concepls

© How to implement Data Strategy, Data Guality, Data Management, Data Security,
Data Privacy, Data Protection, Data Standards, Data Accountability Map

© Elements and Guidelines for Data Resilience

© Managing Risk for Digital Data Risk

© Generating Valua-Driven Ferformance in Digital Businass

Digital Risk Optimization, Making Unknown Known
for Digital Business

wingninuivisdamsmnundsefiuiia

© Types of Digital Risk

© Technology Risk, |&T Risk, Cybersacurity Risk, Privacy Risk, Third Party Risk.
Compliance Risk, Others

© Reference Standards & Best Practices

© Integrated Digital Risk Management Framework and Frocesses

© Understanding Unknown Linknown, Making Unknown Enown for Digital Business

© Risk Assessment. Practical Risk Mitigation Strategies for Businass

Digital Governance Optimization and
Practical Framework

)

nangasnsaumsiiuguamuaiiasinnsasuntssiivnugmalfun

© Digital Governance Concepts
© Relationships of Digital Technology, Digital Governance, Digital Roadmap
© Standards for Digital Governance in Practice

{i.e., ISQ/IEC 38500 and Mew Version, etc.)
© Best Practices for Digital Governance in Practice (i.e., COBIT 2019, etc.)
© Other Governance Standards and Best Practices

Experiencing Business Cases for

Digital Business Transformation

s ol - =l - A J L) T
wangrImsdouinsdgsnasmivmanaswiiugAdvia

Introduction to Digital Business Transformation
© Digital Business Challenges and Strategy

» Undarstanding the landscape

» |dentifying key challenges and solutions

> Strategic planning and alignment

Utilizing Digital as a Strategic Tool
© How Digital Drives Business Objectivas
¥ Leveraging technology for growth
¥ Integration with existing business processes
Digital IT-enabled Transformations
© Transforming IT for Business Success
» Modernizing IT infrastructure
> Algning IT with business strategy
» Practical exercisas and group work
Wrap-Up:
© Summary of Day 1
0 Q&A and Open Discussion
Digital Business Transformation (DBT) and Case Studies
0 Real-world Applications of DBT
» Case studies from various industries
¥ ldentifying best practices
¥ Interactive analysis and group discussion
DBT Value and Business Performance Creation
© Valua Creation through DBT
» Assessing ROl and performance metrics
¥ Designing value-driven transformation plans
2> Workshop: Creating a DBT roadmap
Wrap-Up:
© Course Summary and Key Takeaways
© Final Q&A Session
G Closing Remarks and Certificate Distribution

DW-04 Reality Digital Transformation :
3 Days / with Service Innovation

wangnimasiouazuiunaguisuimin lidueedng

Introduction to Digital Transformation

© Anuvinered Digital Transformation

o msdsuilasnsanszuglan

o wrlulaiaiiasumyliuAsunasssie

© ATIINETEeRARMNTIM 4.0 uazilaulawne Thailand 4.0
© myddfudnioseeiunalavunag

Digital Technology Trends

© Mega Trends

© Big Data | Cloud Computing [ 10T
© Al & Machine Leaming

© Blockchain

© Gartner Strategic T Trends

Design Thlnkmg
o A ]11.I‘II.1J:J-.!IF!!.ILr‘Iu‘Jr‘I’I.I Dasign Thinking |*:'ﬁﬂﬁui:|i:|r1u.uu}

» ATEUIUA1 5 Funeueas Design Thinking 1Aun Empathize Hnﬂ’.l‘u.ll.'nﬂ‘-‘u‘.l.
Dahnemmumﬂmm] chaaTe{ﬁmlmpmﬂ] F‘rmm,-ru;(ﬂ'j'mmuuuu]
Test qwmﬂmmum}

> fpdwnaamsih Design Thinking i saanuuuivAtuazuiang

¥ Yes. And maUfuYRATIMARLARAANARAIBAINTIY Yes. And

> msdugsoiielifinnudueniuls (interview for Pmpl‘ath,-]
Tnamsli Question Map

© mIANEMsaRownadanduIuen lumseidngw inaldmatindee
fauAumsiAarn

How to Start Digital Business Transformation

© 3 Dimension of Digital Business Transformation

© Business Transformation Prionty Exercise

© Value Proposition Design Exercise (Know your customer)

Digital Business Transformation Roadmap

© Digital Innovation Design Exercise (Offering)

0 Digital Innovation Tool Mapping (Strategic & Tactic)
© Digital Business Roadmap Exercisa

Present workshop




Digital Data-Driven with Service Innovation

s a -l - -
WANGATNITTUARSUBIANIMLTDLAURZWINNTTILINTG

Understanding the Digital Data-Driven Landscape
Session 1: The Power of Data for a New Economy vs. Digital Value
& Digital Disruption

O Introduction to the new economy and digital value

© Understanding digital disruption

Session 2: Data Transformation and Strategy for
Digital Data-Driven Organization

© Strategies for data transtormation

© Building a data-driven arganization

Session 3: Big Data Transformation, Big Data Analytics
© Big data concepts and transformation

© Analytical tools and techniques

Implementing Data-Driven Service Innovation
Session 4: Revolution of New Generation Al and Digital Technology for
Data-Driven Service Innovation

© Al technologies and digital innovation

© Generative Al Era

@ Implemanting data-drivan sarvices

Session 5: Data-Driven Approach in Action

© Practical approaches to data-dnven decision-making

© Case studies and real-world examples

Closing Session: Interactive Workshop and Q&A

0 Hands-on exercises and group activities

© Q&A with industry experts

Digital Laws Update and Regulatory Compliance
in Practice

wingaimIGuuim Ay engmnuiiasznginasiiuses
uazunIUfURs Ay

© apUngwuneiBiaueznguaaafiuTed

o @szddpuazi iR dwfungweiefsgsnssuidinnsolnduac
MWK EETALTE

o iiAgueIlfuR dwiungunehminshanuinnoiurouinnod
waznMaEEIAUTad

o maszdApuRsLUIUfIR dwfunguniedimsfuATes i oUALARBLRS
N WENEETALSS

o meshdguasunUild dwdunguueiimemsinemanuiuscdreaduluued
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IT General Controls Audit

wingmanianasaouiaenisnuami A maluladmasumn

O WANMITLRZIMAHE .
] ﬁ'ﬂuif:t.gwup"l'v.mimﬁ'ummliﬁ'-I'ln'f-upf'lﬁ'%'u'='1‘:v':'r~ab{'ﬂll TGC
2 pUIINIERTIIADY ITGC
$ wlsumemumsinAnulRoRdu0d T2 UL TAUMA {IT Security Policy)
» TnTaaToosfnsuassewdosiunaaiig IT {IT Organization)
¥ mswmun damnuazthiadnwszuuasauma (IT Change Managament)
¥ MTEINHIATIUURBAAEVIGTIEATN dﬂ:l.‘”lﬂif‘l"l‘.ﬂ"i‘dﬁi-.lﬂﬂ"lﬂl.l.?ﬁ'ﬂbﬁi-l
(Physical Access and Environmantal Controls)
> n'n'ﬂ':tlnlun'l'm'i':i’,--.1'::1.-1mu:'5|’m1.‘|n {Logical Access Controls)
¥ nizshieataya nafioye MadREAuTMeRzMEIANTIAUTL W
(IT Operatian Contrals)
© Workshop (Case Study)

CYBERSECURITY MANAGEMENT WORKSHOPS

ndngasdiumsdsanisaciudunvlasasielsiuas

Cybersecurity Governance and Transtormation
(for Management)

wangmInEAmAuguasuaLTuAelae afulgiued
wRzMITURENATHE AN NEEY

© What is Cybersecurity Governance?

0O Kay Staps for Cybersecurity Governance

© Building a Culture of Cyber Resilience

© Establishing Roles and Responsibilitias

O Implemanting Holistic Risk Managamant

O Translating a Cybersecurity Strategy and Vision

© Creating a Cybersecurity Program, Strategy into Action
© Measuring Resllience, Cybersacurity Dashboard

O Cyhersecurity T farmation and Roadmap

The Cyber Mindset and Digital Lifestyle

wangminisunazaulaislndfidiamonszvawimisuloues
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o Safreaf riaireate

Implernenting Policies for Cll Cybersecurity

Compliance (for Management)
[Alignment with

& Best Pra
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© nsauLuIAn GRC dwfunlprsudnmsinmsimmsinermudung
Unansisluwes )

© wmamshiuguasmemsinamuiueslaenduluund weemsinlasahossding

© wuImemMIUEMIATI A AT LA AR lTLD

o wamemsamheazadivloue werdfuRmusudveaousoadaloues

O WHIMLATTATLNATT AAPUHA LASMIIIENY

CW-04 Key Actions for Critical Service and

Critical Information Infrastructure
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Applying NIST Cybersecurity Framework (CSF)

for Cll Cﬂm pllance
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© MWTINAGD m.1nr_-g'luf;rn..-rr:%'r'mm'u,-.]"uﬂ-.z1Irmpu?r.'l'mtjnﬁwur'ﬂnu'm
(Compliance)

O MWTINNGE 111.1;1~-:i|1.m|1..-n'ﬁr mruu..nm stmaanuluiuade T HTATE Y

(MIST C5F)

msA NN TAT HUMTT=UA 11.m1rm (Identit 3.]
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DOODDO

Intensive One-Day Course in implementing New Version

ISOfIEC 27001:2022 {ISMS) Requirements and Information
Security Controls

- [ BRI # '
HﬁngﬂmummEJﬂ'|muﬂ"ﬁmuﬁﬂﬂwuﬂnafﬁﬂﬂﬁuuﬂzmmﬂ'ﬁﬁTuau
AWM ILINAIFIUITVUUIMIIAM IATNNEUAIURDAAUE TR UA

© Overview and Transition of New Version of ISQVIEC 27001:2022 (ISMS) and
ISCIEC 27002 (Information Security Controls Reference)

© Requirements for Managament Systems and Changes in implemantation

© Information Security Controls: Organizationa

© Information Security Controls: Feopla

© Information Security Controls: Physical

O Information Security Contrals: Technological

© Description of Mew Information Security Controls

Preparedness Guide for Cybersecurity Audit in Action
{Alignment with curity Complia standards & Bes
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Intensive One-Day Course in implementing

Mew Version PCI DSS (Version 4)

'HFJﬂ’@ﬂ‘iﬂilfl’lNEI'H"IL'IJMH'WWIN‘IIEITT'IHNNI'IEI Fiulmiveoun g
ANuuRsaaadudmiuRaATAN

=l = - a W o0
© 1naIAY PCI S5C & PCI DSS
© Ty dasiussiainsthyziEy

O SRUATMNADARABITEY PCI DSS dwwTuneAnseaazUssiam:
Self-assessment guestionnaires (SAQ)

[+ ] li‘lﬂiuiﬂiﬁfwﬁﬂi:ﬂuﬁL Payment Card Industry
{1ty P2PE, Tokenization, Mobile waz Cloud Computing)

© miTyroutmnes FCI DSS wa: implemeant contro

o terumboa PCI DSS (12 Reguirements)

€ rwuanisdviuniiniiaiusos PCI DSS 1Io§iu 3.2.1 um: aeddu 4.0

o nslandulrasevata PCI DSS adi 3.2.1 umz 1Iaddy 4.0

© misldumsnsRIuANNALNY m:mmrrml'mr]uih':?ul,v-ﬂ*ﬁt:::mmﬁumﬁ'ﬁl
uwmsge PCI DSS

O MAATHUMTAND Implemsnt controls mutoivussas PCIDSS 1iadiu 4.0

Preparedness Guide for Cybersecurity Risk
AsSessment in Ac‘[[cln
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AsoumMIAIdEULRnssYmIdmTuAsUsaluAT I ABA LA TUAG

daaaduldiues {Risk Managemant Framewark and Process)
massuiledmiiaa (Risk identification)

MTIATIERATIY ﬁa.; {Risk analysis)

msUssiEusRaaEs (Risk evaluation)

MISAMTUHURDURWDOAIML ALY (Risk treatment plan and Risk responsa)

MIARRIUHALASTIEETUHA (Risk monitoring and reparting)

OOODO L] DOO

Preparedness Guide for Cybersecurity Incident
Hesponse F‘Ian (CIRP) in Action

rimant with G rity il
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W ISR R UL T Jeunun s Tudadun nnauw wltiwesd CIRP
mafwuAATe ’:|"I‘l-‘13-l:|1.|iml.1-15r]ﬂ"| ol CIRP
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MFIRVINGZUINMTS TUADY WAZLN aujﬂ CIRP
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PDPA AND DATA MANAGEMENT WORKSHOPS
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Applying ISO/IEC 27701 (PIMS) for PDPA Platform

wangasmahisfmuninassumnaan lifuwwaswasungwine
MIRNATDITEYRSINYARR

O AmMTINEMIEEING ISO/EC 27701 (PIMS) dwiun1suimsdnnis
UBYRAIWYAAR

o tormuRtanATIH PIMS nefiullapiuasefiulmiiurruduiuiinaTv
SOMEC 27001:2022 (ISMS)
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o wawmaAsliunIsiezIRTMIAIUANE T TugAUALiayadauyRRa
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Implementing Data Security Controls for
PDPA Compliance
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Implementing Diata Protection Impact Assessment (DPIA)
and Risk Assessment (RA) for PDPA Data Protection

nﬁnqmm:ﬂ's:xﬁuuan’:muun:mmmduuﬁ’mfumﬁ'ﬁnﬁiaga

fauynAR

o gmﬂy'ﬁuﬁwuﬁ wRZEMINTOA NN DPIA & RA AIMNOWATHANATED
toyRAIMYAAR

© wanMs Tumou usRsunTAEumMIEImTumTlIsiiueansnuAuiiogs
CRIMTLLEY )

© wEnnT Turow uasuwmesnduntsdiunTlTduerudseiutioym
AIuuAAR

O wmTIAMSURETIBOARLR
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M Mobile Application Penetration Testing
2 DAYS

wAngATMIMATaULETUUR I sue UNGLATY

© Introduction to Mabile Application Security
© Android Architectures

© Device and Data Security

© Network Traffic

0 Revarsing AFPks

© Static Application Analysis
© Dynamic Application Analysis
© OWASP MOBILE TOP 10

Integrating PDPA Data Protection and
Data Governance Platform
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© wwImemnTanng Personal Data Inventory

O wumemsdnntg Data Protection Impact Assessmant (DPIA) and

Risk Management

uWIMemMIaan1s Consant Management System

wwemsdnms Data Subject Right System

I mITIAMs Executive Support System
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Tw—-m‘ Pentesting AWS with Python
2 DAYS

WANFATNITAFBUATMAIIHURBAABUN AWS F98 Python

© Rule for pen-testing AWS

0O Using AWS Boto3

© Enumerating Policies

© Enumerating AWS Resources
© Using Pacu

© Lambda Privilege Escalation
© Cloud Breach 53

© |AM Privilege Escalation

O EC2 S5RF

&

ITPROFESSIONAL AND TECHNICAL WORKSHOPS
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Unveiling the Dark Side of Generative Al:
Challenges and Mitigation Strategies

WANgAINSITEUFMUiInYo0 Generative Al: LRENRENE LM IAANANTZNY

© Introduction to Generative Al
» Modernizing IT infrastructure » Examples of Al-generated content
» The potential impact of Generative Al
© Ethical and Societal Challanges
» Ethical dilemmas posed by Generative Al
» Real-world case studies highlighting societal consequences
¥ Therola of Alin amplitying bias and stereotypes
© Bias and Faimess
» Recognizing bias in Al models » Fromoting fairness in Al
¥ Strategies and technigues for measuring and mitigating bias
© Misinformation and Privacy
# The connection between Generative Al and misinformation
* Privacy concerns associated with Al-generated content
¥ Techniques for privacy praservation
© Responsible Al Practices and Mitigation Strategies
» Responsible Al development principles
» Legal and regulatory considerations
» Group discussion and brainstorming on mitigation strategies

Automated Security Testing

wangasnmassuANUUsaafuuuudAlulR

O Introduction to ASVS 4.0 © Static Application Security Testing with SonarQube
© Dynamic Analysis Security Testing with Postrman

© Dynamic Analysis Security Testing with OWASP ZA

© Software Bill of Material(SBOM)

© Genzrating SBOM with Syit @ Vulnerability Scanning with Grype

w Threat Modeling in Action
2 DAYS

wangnsn1saiteuuudaneitAnamBeU juR

© Regulatory Compliance in Summary:
> Scope identification and Systern Decomposition
> Threat identification » Attack Modelling

© Security Design Principles

© Threat Modeling Methodology

© D=fine Business and Technical S5cope

0 Application Decomposition

© VYulnerability and Weakness Analysis

© Risk Handling

Web Application Penetration Testing

MANFAININARDUINZITUUHINIULEU A LA TY

© Broken Access Control
@ Other Attacks
© Broken Authentication

© Penetration Testing Process

O Introduction to Web Applications OWASP
© Cross Site Scripting

© 5L Injaction

Adaptive Network-based Infrastructure Attacking

MANGAINATIALAZNIINARD UITIZIZUUATO LY

© TCR/IP Basics © Hacking Recent Unix

© The Art of Port Scanning Vulnerabilities

0O Brute-Farcing © Hacking Recent Windows

© Metasploit Basics Vulnerabilities

© Target Enumeration © Password Cracking

@ Metwork Enumeration © External Matwork Footprinting

Q Windows Enumeration © Hacking Application Servers

© Post Exploitation: Dumping Secrets © Vulneratility ldentification

© Hacking Third Party Applications © Internal Natwork Attacks
(WardFrass, Joomla, Drupal) © Gaining Situational Intarnal

© Gaining Access Through Natwork Awaranass
Exploitation © Impact Demonstration
© Escalation of Access © Internal Lateral Movement

O Client-Side Attack




SOC: Cybersecurity Threat Detection and Analysis

w Wireless Hacking and Security Assessment
2 DAYS

wingranslesArvukszlsdiuanudsonionsliae

© Wireless Network and IEEE 802.11 @ Metwork Interaction

0O Arcrack-ng Essentials @ Cracking WEP with Various Meathods
© Cracking WPA/WPAZ  © Optimize the Cracking Tools

© Real World Attacking Technigues

wangninsnsasduiaues i neideanaumaloued

© Cybersecurity Threat and Attack Techniques

© Overview SOC (Security Operation Center)
» What is SOC? > Type of SOC » SOC Service Catalog
» 50C Roles and Responsibility » SOC Architecture

© Incident Management Process

© Security Analyst Skills and Certification

TW-09 : : LT Intrusion Analysis Techni
———— ) Cyber Security Forensics and Investigation B ML RonANE RS TR
2 DAYS ¥ Log Analysis Concept » Basic Splunk Indexes

» Basic Splunk Search and Query
» Workshop: Log Analysis to Cyber Security Threats by Incident Category
¥ Network Traffic Analysis Toals » Analyze and Drilldown Threats

wangaaiAImmaniuaznsiusuaniseadumeluues

© Even and Incident @ Incident Handling © Digital Forensics © Use Case Development
© Integrating Digital Forensics into Cyber Incident Response

© Case Study

0 Workshop

» Optimize the Cracking Tools » Real World Attacking Technigues

Active Directory Attacks

% All-In-One Cybersecurity wangnsnslaud Active Directory uazuuamenisilooriy
© Extensive AD Enumeration

© Active Directory Trust Mapping and Abuse

© Privilege Escalation (User Hunting, Delegation Issues and More)

; : © Kerberos Attacks and Defense (Golden, Silver Ticket, Kerberoast and Mora)
© Overview Cybersecurity Framework © Understanding Cyber Attack © Abusing Cross Forest Trust (Lateral Movernent Across Forest, PrivEsc and More
© Risk Management © Data Protection and Privacy © Altacking Azure Integration and Compaonents

O Infrastructure Security  © Cloud Security © Application Security © Abusing SQL Server Trust in AD

© Mobile Application Security @ Incident Response and Handling (Command Execution, Trust Abuse, Lateral Movement)

© Credentials Replay Attacks (Over-PTH, Token Replay etc.)

© Persistence (WMI, GPO, ACLs and More)
wangasmsiuwiliedAumaloiueimelussdns
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© Defenses (JEA, PAW. LAPS, Deception, App Whitelisting,
Advanced Threat Analytics etc.)
© Bypassing Defenses

Cyber Attack Incident Responder for Technical

© Introduction of Cybersecurity Framework and Cyber Resilience
© Introduction of Incident Management © Incident Handling Methodology Malware Analysis Techniques
© Incident Response Preparation  © Incident Threats and Categories

© Workshop: Know your Enemy @ Incident Handling Case Study by Category
© Incident Handling Tools @ Workshop Incident Handling

vangnImAlAIATiusznT9susianIFTuge

© Introduction to Malware Analysis

© Setting up Malware Analysis Lab and Environment
© Behavioral Analysis Overview
How to be a Cyber Threat Hunter © Malware Static Analysis
© Malware Dynamic Analysis
© Memory Analysis
WANFATMINTINTUALANAILDE0TIATIAIY Threat Intelligence © Real World Malware Analysis

© Workshap: Ransomware Analysis
© Overview Threat Hunting
© Threat Hunting Methodology
© Threat Exchange Source
© Threat Exchange Protocols
© MISP (Malware Information Sharing Platform) Implementation CyberOps Fundamental
© OSINT Tools

» Search Engine {Google Hacking)

» Search Engine (Shodan)

» Darkweb Search Engine
© Host-Based Threat Hunting
© How to Apply 10C for Host-Based Scanning
© SCAP Protocol and Automate Vulnerability Detection
© MNetwork-Based 10C {Indicator of Compromise)
© Microsoft Windows Event Log Analysis
O Metwork-Based Threat Hunting
© Malicious Code Activity
© Log Analysis {Splunk & Sysmon)
© Malware Analysis Technigues

- - ! "
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© Security Policies and Procedures

© Network Attacks and Metwork Secunity Threats
© Network Security Solutions

© MNetwork Security Monitoring

© Metwork Intrusion Analysis




SOFTWARE DEVELOPMENT AND PROGRAMMING

WORKSHOPS
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Microservices Architecture

vangnimssanuuuszuubidululaswefia

© Introduction to Microservices
© Design Principles

© Design Patterns

© Technology for Microservices
© Distributed Transaction

© Distributed Tracing

© Data Consistency

© Reparting Pattems

© Securing Your Microservices
© |dentity Propagation

© Service to Service Authentication
© Logging and Monitoring

Secure Coding Practice and Tools

L% o - ‘ -l L3 - -t ol
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Secure coding principles

Managing secrets

Input validation

Tools for Static Analysis Secunty Testing (SAST)
Tools for Dynamic Analysis Security Testing (DAST)
Cryptography for developers

© Secure headers

COoO0CQO0O0

© Manage third-party components

DevSecOps: Secure CIfCD Pipeline

- = = = = - .
wangnIMIEBuiiATsiiofinesldlulumsei1 Continuous Delivery

@ Principles of DevOps

© Continuous Deployment

@ Modem Cl/CD Pipeline

© Secure software Development Life Cycle (SSOLC)
© Automated Security Testing with Mewman

© Automated Security Testing with OWASP ZAP
Manage Dependencies with Dependency Check
Continuous compliance with Chef Inspec
Continuous Integration

Managing test results

000

wangnImiinwiAuUnaadtliiu Container

How to Secure Your Container?

© Docker security best practices

© Setup docker private registry

© Server hardening automation

© Secure container image with Clair

© Container infrastructure analysis with kube-hunter
© Container infrastructure analysis with Trivy

© Vulnerability scanning with Syft and Grype

© Monitoring your container

© Monitor application health

© Resources limiting

J DAYS

wingms 10 Aaiuouy Kubemetes Cluster fifiaoiin

Kubernetes Top 10 Risks

K01 Insecure Workload Configuration
K0Z: Supply Chain Vulnerabilities

K03: Overly Permissive RBAC

K04 Policy Enforcement

K05: Inadequate Logging

KO6: Broken Authentication

KO7: Network Segmentation

08 Secrets Management

K09: Misconfigured Cluster Components
K10: Vulnerable Components

000000000

Building Deep Learning Application with Tensorflow

wangnsn138318 Deep Learning A78 Tensorflow

© Tensorflow Overview

© Training and Evaluating Mode

© Using Pre-Trained Model

© Debugging Tensorflow Programs
© Deploy Tensorflow to AWS

How to Secure Web API

wingmsn13aie Web APl atholsldasaduainnislauilulanluwed

© OWASPF APl Top 10

© GraphQL security

© gRPC security

© REST security

© Open AP| Specification

© Cross-Origin Resource Sharing (CORS)
© Automated AP security testing
© IWT attack vectors

© Securing APl with OAuth2

© OAuth2 security best practices
© Logging and monitoring

1DAY

Cloud Security

wangnInIAMIATNINAURBASUTEUUARTIA

© Cloud securty principles

© Cloud security architecture

© SABSA conceplual analysis

© SABSA design

O Infrastructure-level cloud security
© Application-level cloud secunty
© Data-level cloud security

© Security as a services (SECaaS)




AWS Cloud Security Best Practices

nangnsnsliou AWS eglsaniy

Cloud security principles

shared responsibility mode|

AWS Well Architecture Framework

AWS security best practices

Maintaining EC2 instance with AWS Inspector
Security audit with AWS config and Trust advisor
Cloud infrastructure analysis with scout suite
Cloud infrastructure analysis with scout prowler
Audit Infrastructure as Code(loC) with tfsec
Securing network on AWS

Site-to-5Site VPN

Securing application on AWS

Securing data on AWS

000000000000

SW-10
3DRYS / to suit the Organization

Using loT Platform and Build loT Server

nangman3lio loT Platiorm umzn3si19 loT Server
1“L“N1=ﬂ”ﬁﬂﬂﬂﬂﬂ‘3

eujuasinlelasesiovaeszuy Internet of Things

nisUszund lderu Intemet of Things Tuuaungiadunie 4
AITHUANATTWI10NT7M874 loT Platform waz loT Server

§in loT Platform ludszmalnguazmadszna
ANuTAYTastiouRuUI=UY Internet of Things
arulasaiuludaunie 4 veeszuu Intemet of Things
mstloanuanulsonaeludiunia 9 voaszuy Internet of Things
FayjeodAdsznounie q veaszuu Internet of Things
RafauazAsA1 OS uu Raspberry PI (1dunu Server lumsousu)
AnRouazAnlde Node-Red ilinofin (Foujniin Data Collection)
SeujupzinlagUuuumsidosnsves loT Protocol

Anfy Aol uazldos MQTT Server uu Server
vagaunsiaMItoyaTin Data Collection #w MQTT Protoco
Guufupziinlelasesiionne Database luszuuy loT

finfe AoA uazlfioru Database uu Server
wageumsinmideyavinguniaily Database

AnfAsLa=fAoA1 Dashboard Uy Server

#ivueUwaiatu Dashboard shwiussuy loT

Q0000000000000 0000

Managing Security in Google Cloud

wdngmsnsldoru Google Cloud aeovannsiy

e Google Cloud Fundamentals: Core Infrastructure

© Foundations of Google Cloud Security

© Securing Access to Google Cloud

© Identity and Access Management {|AM)

© Configuring Virtual Private Cloud for Isolation and Security
© Securing Compute Engine

© Securing Cloud Data

© Application Security

© Securing Google Kubernetes Engine

www.cdicconference.com
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CDIC2023 CONFERENCE 29™ - 30™ NOVEMBER 2023 - 2 DAYS
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Management Session Management Sessmn

CDIC2023 CYBERSECURITY WORKSHOPS - 49 TIII‘I[!S
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DIGITAL MANAGEMENT WORKSHOPS
% () 12 December 2023

nangascumsusmisaamsinaluladddna

% (O 17 January 2024 4,900.-

Digital Governance Optimization and Practical Framework

() 23-25 January 2024 15,900.-

Reality Digital Transformation : with Service Innavation

4,900.- O 15-16 February 2024 9,800.-
Digital Trust Model with Data Governance and Data Resilience EKDE‘[IEHCH‘IQ Business Cases for Digital Business
(for Management) Transfarmation
W-06
(O 8 January 2024 4,900.- T () 19-20 March 2024 9,800.-
Digital Risk Optimization, Making Unknown Known for | Digital Data-Driven with Service Innovation ‘
Digital Business
() 1 March 2024 4,900.-

| Digital Laws Update and Regulatory Compliance in Practice ‘

L) (O) 18-19 March 2024
1 DAYS

| IT General Controls Audit ‘

9,800.-

CYBERSECURITY MANAGEMENT WORKSHOPS

rangasdumssomsaaudunoasasialuuas

ail) (O 31 January 2024 4900.- (@A) (O 28 March 2024 4,900.-
Cybersecurity Governance and Transformation Preparedness Guide for Cybersecurity Audit in Action
(for Management)
. 22 February 2024 4,900.-
% () 13 February 2024 4,900.- Q &
- P —— Preparedness Guide for Cybersecurity Risk Assessment
| The Cyber Mindset and Digital Lifestyle in Action
&y (O 29 February 2024 4900.- (@A) (O 19 December 2023 4,900.-
Implementing Policies for Cll Cybersecurity Compliance Preparedness Guide for Cybersecurity Incident Response
(for Management) Plan (CIRP) in Action

CW-04
108Y

Key Actions for Critical Service and Critical Information
Infrastructure

() 5 February 2024 4,900.-

CW-05
1087

‘ Applying MIST Cybersecurity Framewaork (CSF) for

() 10 January 2024

4,900.-

Cll Compliance

cw-09

lI]l'r'
Intensive One-Day Course in implementing New Version
ISO/IEC 27001:2022 (ISMS) Requirements and Infarmation
Security Controls

() 21 December 2023 4,900.-

CW-10
108y

Intensive One-Day Course in implementing New Version
PCI D55 (Version 4)

() 22 December 2023

4,900.-

PDPA AND DATA MANAGEMENT WORKSHOPS

aily (O 19 January 2024

| Applying ISQ/IEC 27701 (PIMS) for PDPA Platform

4,900.-

KangoasaumssomsdayatamsAunsaudayadouunna

PW-02
108Y

() 12 January 2024 4,900.-

‘ | Implementing Data Security Controls for PDPA Compliance




IT PROFESSIONAL AND TECHNICAL WORKSHOPS

Kangosaunadndugouasnaluladaisauna

(O 11 March 2024 4,900.- (k& (O 1-2February 2024 9,800.-
Unveiling the Dark Side of Generative Al: Cyber Security Forensics and Investigation
Challenges and Mitigation Strategies
O 22-24 January 2024 15,900.-
(O 30-31 January 2024 9,800.- %
All-In-0One Cybersecurity
| Web Application Penetration Testing ‘
% () 5-6 February 2024 9,800.-
() 8-9 January 2024 9,800.-
I Cyber Attack Incident Responder for Technical
Mobile Application Penetration Testing
O 6-8 March 2024 15,900.-
18-19 M 2024 ,800.-
O Sl et 00 I How to be a Cyber Threat Hunter
Pentesting AWS with Python % o
27-29 February 2024 15,900.-
% O 15-16 January 2024 28005 | SOC: Cybersecurity Threat Detection and Analysis
| Automated Security Testing % O
14-16 February 2024 15,800.-
TW-06
2 DAVS O Ll o L | Active Directory Attacks
| Threat Modeling in Action | %
() 20-22 March 2024 15,900.-
6-8 December 2023 15,900.- . _
Q r | Malware Analysis Technigques
| Adaptive Network-based Infrastructure Attacking |
= O 20-21 February 2024 9,800.-
LAY () 19-20 December 2023 9,800.- %
1005 | CyberOps Fundamental
| Wireless Hacking and Security Assessment ‘

SOFTWARE DEVELOPMENT AND PROGRAMMING WORKSHOPS i e

% () 29-31 January 2024 15,900.- % () 11-13 March 2024 15,900.-
Microservices Architecture | How to Secure Web AP
% O 12-14 February 2024 15,900.- SW-08 O 2 Februar}-‘ 2024 4.900.-
1 DAY ! '
Secure Coding Practice and Tools | Cloud Security
% © 4-6 March 2024 bt % () 21-23 February 2024 15,900.-
DevSecOps: Secure CI/CD Pipeline | AWS Cloud Security Best Practices
% () 7-9 February 2024 15,900.-
O 16-18 January 2024 15,900.-
| How to Secure Your Container?
Using loT Platform and Build loT Server to Suit
% O 10-12 January 2024 15,900.- the Organization
Kubernetes Top 10 Risks % O 12-14 March 2024 15.900.-
% O 28-29 March 2024 9,800.- | Managing Security in Google Cloud
Building Deep Learning Application with Tensorflow
Lild () 26 January 2024 4900.- (ad () 9 January 2024 4,900.-

1oAY

Implementing Data Protection Impact Assessment (DPIA)
and Risk Assessment (RA) for PDPA Data Protection

1 DAY

Integrating PDPA Data Protection and Data Governance
Flattorm
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